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Abstract— The rapid advancements in Industry 4.0 and 5.0, 

along with the increasing adoption of edge computing, have 

brought about a significant transformation in industrial 

landscapes. These advancements have ushered in a new era of 

interconnected devices, real-time data processing, and 

decentralized decision making, creating an unprecedented volume 

of digital data. This surge in data generation has also heightened 

the need for robust digital forensics capabilities to investigate and 

respond to cyberattacks, data breaches, and other security 

incidents. This paper provides an overview of digital forensics in 

the context of Industry 4.0, Industry 5.0, and edge computing. It 

discusses the challenges and opportunities associated with forensic 

investigations in these environments, highlighting the unique 

characteristics of these technologies and their impact on the 

collection, preservation, and analysis of digital evidence. The 

paper also explores the potential applications of digital forensics 

in these industries, including incident response, fraud detection, 

and regulatory compliance. 
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I.  INTRODUCTION  

The Fourth Industrial Revolution that is intimately known as 
4IR, or Industry 4.0 has marked a paradigm shift in 
manufacturing, which is characterized by the integration of 
cyberphysical systems, the Internet of Things (IoT), Artificial 
Intelligence (AI), Machine Learning (ML), and Big Data 
analytics [1]-[3]. This transformation has led to hyperconnected 
factories, real-time data analysis, and autonomous decision 
making. The Fifth Industrial Revolution (5IR) also called 
Industry 5.0 builds on Industry 4.0 by focusing on human-
centricity and sustainability components, emphasizing the 
collaborative interaction between the humans and their 
machines [4]-[10]. 

Edge computing has also emerged as a critical enabler of 
Industry 4.0 and 5.0, bringing data processing and analysis 
closer to edge devices [11], [12]. This decentralized approach is 
advantageous for forensic investigations because it reduces 
latency and improves responsiveness, thereby enabling the real-
time decision making and optimization. However, these 
amazing benefits are also accompanied by a variety of intricate 
and unprecedented challenges, such as the volume of data 
generated by IoT devices which includes sensitive information 
such as Personal Identifiable Information (PII), which poses data 
security risks. 

The advent of these widely desired and embraced digital 
technologies has brought many technological benefits, but they 
have also introduced new challenges for digital forensics, 
specifically within the ambit of cybersecurity, data acquisition 
and protection, law, and ethics [13]-[15]. An example of some 
of the technologies in Industry 4.0 and 5.0 is depicted in Fig. 1. 

 

Fig. 1. A figure showing some of the industry 4.0 and 5.0 
Technologies. 

Advancements in Industry 4.0, 5.0, and edge computing 
have created a complex and interconnected digital ecosystem, 
generated vast amounts of data, and presented unique challenges 
for digital forensics investigations [12]. 

Traditional digital forensics techniques may not be 
adequately equipped to handle the volume, diversity, and 
distribution of data in these environments [15]-[19]. The 
decentralized nature of edge computing and the increasing 
reliance on cloud-based services further complicate the evidence 
collection and analysis. This essence calls for a new framework 
that will accommodate the emerging challenges of conducting 
digital forensics in the era of Industry 4.0, 5.0 and edge 
computing environments. 

This research aims to provide a comprehensive 
understanding of digital forensics in the context of Industry 4.0, 
5.0, and edge computing. This is achieved by addressing the 
challenges and opportunities in this emerging research area. This 
research also provides a comprehensive analysis of the digital 
forensics landscape in Industry 4.0, 5.0, and edge computing 
environments. It will identify the key challenges and 



 

opportunities associated with forensic investigations in these 
settings and propose potential solutions to address them. 

This research represents a novel contribution to the field of 
digital forensics by exploring the application of principles and 
techniques in the context of Industry 4.0, 5.0, and edge 
computing. It provides a fresh perspective on the complex 
challenges and future opportunities for digital forensics’ 
investigations in this landscape of emerging technologies.  

The remainder of this paper is organized as follows: Section 
II presents the literature review related to Industry 4.0, 5.0 and 
edge computing technologies, section III presents the  
methodology, section IV presents the discussions and analysis 
of the systematic review, and section V concludes the paper. 

II. LITERATURE SURVEY 

The arrival of Industry 4.0 brought many advantages by 
transforming the way humans connect to each other and to other 
devices which are enabled by IoT technologies. This has also led 
to the adoption of so many foreign technologies that generate 
and process massive data at an incredible speed without the 
conscious mind of the user of the technology. This has also 
escalated the rate of cybercrime in the world and opened more 
tools to create intelligence malwares that can spread much faster 
due to the high connectivity of devices and data subjects. 

There are several studies that have been conducted on digital 
forensics in Industry 4.0, 5.0 and edge computing environment. 
These studies focused on the intricate challenges and possible 
future opportunities regarding digital forensic investigations in 
this era of emerging technologies.  

Industry 4.0 introduces the use of cloud storage for the 
purpose of fast retrieval and processing, which has introduced 
massive challenges for digital forensics. Pichan et al. [18] 
conducted a comparative study and presented the technical 
challenges and the proposed solution to perform forensics in a 
cloud environment. The cloud environment has many benefits, 
but there are also rising concerns due to the fragile platform that 
is fertile for cybercriminals to conduct their criminal activities. 
In addition to the challenges, the cloud environment also 
preserves digital clues to keep traces of the committed crimes as 
presented in [17]-[20]. In many instances, some of the digital 
evidence is deleted from the local device but traces can be 
recovered from the cloud environment, and this can also be 
useful towards successful prosecution in a court of law. 

Stoyanova et al, [21] presented a survey on forensics of IoT 
to analyze the challenges, approaches, and open issues. This 
survey revealed that although IoT has more benefits for digital 
evidence retrieval, they also present intricate challenges such as 
end-to-end encryptions on some applications which may cause 
invasion to privacy, data preservation, and cloud security 
challenges. The solution to these types of challenges is to 
develop new frameworks that will accommodate new 
technologies and legal requirements. There is more research 
along the lines of cloud forensics such as [14], [22]-[30].  

 Another pressing challenge is the legal and ethical aspect of 
conducting digital forensic investigation in Industry 4.0, 5.0 and 

edge computing environments. This is because cybercrimes 
know no borders and with these advanced technologies, 
cybercriminals can exploit technology services from other 
countries to send malicious files and to defraud people and 
organizations in another country. This also demands the multi-
stakeholder collaboration with other countries which may play 
part in cross-border jurisdictions investigations. Nguyen et al. 
[31] presented a list of legal challenges encountered in forensic 
investigation through a Vietnamese case study. Various 
researchers have also converged on the similar point that IoT 
forensic has created more legal and ethical concerns than a 
solution to investigations [15], [32]-[36]. 

The emergence of Industry 5.0 technologies which 
incorporate human-centric capability with machines has also 
brought many production benefits in many industrial setups. 
Some comparative analysis indicates that Industry 5.0 will be 
more superior than its predecessor Industry 4.0 and will 
transform production that what its predecessor did [4], [6]-[8], 
[37], [38]. The ethical and legal aspects remain a course for 
concern in digital forensic investigations on such technologies, 
and this challenge can only be overcome through the 
development of new frameworks which will include the multi-
stakeholder collaboration, the technology component, expertise, 
cross-border jurisdiction, and the use of edge computing 
technologies [39]. There are secondary authors who have also 
raised concerns about possible investigations of the cross-border 
jurisdiction investigations such as [40]-[43].  

In [44], an evaluation of legal issues that surrounds computer 
forensics was discussed based on the information collected 
through questionnaires and interviews from professionals within 
the space of government law enforcement, government 
regulators, private consulting companies, and academics. They 
discovered that not all countries have the same legal principles 
regarding the acquisition of digital evidence. In South Africa, for 
instance, the cybercrime law came into effect in 2021, and 
before that it was difficult to pursue cybercrimes and persecute 
without the relevant legal aspects.  

In [45], it was argued that humans are not safe when using 
these technologies, and they raised the ethical concerns that need 
to be addressed to ensure that users are aware of the data that 
they create, consume, share, and process. This is an issue 
because it can also hamper the success of forensic investigations. 

In [3], it was also discussed that digital forensic investigation 
becomes difficult to carry out in a construction industry setup 
due to the lack of adoption of these technologies in the 
construction sector. The lack of this adoption; it was said to be 
due to the lack of support from politicians and other state organs. 
Another issue that raises concerns is the heterogeneity of 
connected systems since they may be running different software 
that may not be compatible with each other and it may be 
difficult to extract data in the same way [9]. 

In [11], edge computing technology was described as a key 
technology enabler to sustain the digital transition from Industry 
4.0 and Industry 5.0 to a circuit economy due to the new benefits 
of the technology as depicted in Fig. 2.   

This work was funded by the Department of Science and Innovation (DSI), 
South Africa. 
   



 

 

Fig. 2. A figure showing an overview of an ideal edge computing 
environment.  

III. PROPOSED METHODOLOGY 

This research has adopted a mixed research methodology 
which employs a combination of a comprehensive literature 
review which is relevant to Industry 4.0, 5.0 and edge 
computing, comparative assessment of technologies and their 
challenges in conducting digital forensic investigation and the 
presentation of few case studies.  

The combination of comparative analysis and literature 
survey research helps produce a deeper understanding of 
similarities and differences in digital forensic practices across 
Industry 4.0, Industry 5.0, and edge computing. This can inform 
the development of new frameworks, models, and tools for 
digital forensics in these emerging technologies based on the 
captured experiences, perceptions, and some of the challenges 
presented by digital forensic practitioners and other experts in 
the digital forensics space. 

The resource materials used in this methodology include 
journal articles and conference papers from IEEE explore, 
Scopus, and Web of Science. The three indexing libraries were 
chosen because of their reliability in indexing high-quality peer 
reviewed journal articles and conference papers.  

The process of acquiring these resource materials includes 
searching in all three databases using the index phrases such as 
(“Emerging Technologies”, “Digital Forensics”, “Industry 4.0”, 
“Industry 5.0”, “Edge Computing”, “Internet of Things”, 
“Artificial Intelligence”, “Machine Learning”, “Digital 
Evidence”).  There were some papers that included the search 
phrases, but the content did not discuss the aspect of digital 
forensics, such papers were not included in the references in this 
paper.  The remaining materials were based on the relevance and 
applicability of this qualitative systematic review.  

The adopted methodology is also informed by the research 
questions that this study aims to answer which include the 
following.  

• What are the key challenges and opportunities for digital 
forensic investigations in Industry 4.0, 5.0, and edge 
computing environments? 

• How can traditional digital forensics techniques be 
adapted and extended to effectively handle the unique 
characteristics of these technologies? 

IV. DISCUSSION AND ANALYSIS 

The process of digital forensics investigation on industry 4.0 
and industry 5.0 technologies in is complex and challenging. 
However, this is also an essential component of responsive 
cybersecurity, to safeguard and detect digital clues within an 
organization. There are several emerging technology trends that 
make digital forensics investigation in Industry 4.0 and 5.0 more 
effective, such as the development of new tools and techniques, 
the increasing use of cloud computing and big data analytics, 
and the development of international standards and best 
practices [33], [46]-[54].   

This research proposed to answer two significant questions 
as mentioned in Section III. The first question that entails the 
key challenges and opportunities for digital forensics 
investigations in industry 4.0, 5.0, and edge computing 
environments has been summarized as per the bullet items 
below. 

A. Volume, velocity, and variety of data 

Industry 4.0 technologies such as IoT devices and AI 
systems generate a massive amount of data, which can be 
difficult to collect and analyze using traditional digital forensic 
investigation technologies. For example, an IoT-enabled factory 
may generate millions of data points per day from sensors and 
other devices. Such data can be in a variety of formats, such as 
text, images, audio, video, and other data formats. These 
massive data can be difficult to integrate during digital forensic 
investigations. A solution to this problem is to employ recent 
technologies such as AI based and blockchain technologies in 
digital evidence acquisition and processing. Machine learning 
technologies can consume huge datasets and process the data in 
a short space of time. Blockchain technologies can help in 
maintaining the chain of custody and preserving the integrity of 
extracted and processed digital evidence.   

B. Complexity of Interconnected Systems and devices 

 Industry 4.0 and 5.0 systems are often complex and 
interconnected. This means that digital forensics investigators 
must be able to understand the relationships between different 
systems and devices to collect all relevant digital evidence. For 
example, a digital forensics investigator who is investigating a 
cybercrime incident in an Industry 4.0 factory may need to 
collect evidence from a variety of sources, such as production 
systems, IT systems, and security systems. Some of the systems 
may not be heterogeneous and this may create limitations in 
terms of the tools that are used to collect digital evidence. The 
use of a technology expert in this area will be useful in collecting 
the required information. 

C. Need to protect privacy  

Digital forensic investigators must be careful to protect the 
privacy of individuals and organizations when collecting and 
analyzing digital evidence from Industry 4.0 and 5.0 systems. 
This is especially important because Industry 4.0 and 5.0 
systems often collect and store sensitive data, such as personal 



 

information and trade secrets. Failure to protect such sensitive 
data can create more problems than solutions in a court of law, 
as investigators can be sued. One way to preserve the privacy 
and security of data is to employ blockchain technology which 
preserves the integrity of data and maintains the chain of 
custody. 

D. Lack of standards and best practices  

There is a lack of standards and best practices for digital 
forensics in Industry 4.0 and 5.0 technologies. This can make it 
difficult for digital forensics investigators to ensure that their 
investigations are conducted in a consistent and effective 
manner. If the investigation is not carried out according to the 
set standards, policies, and procedures, the digital evidence may 
not be admissible in a court of law, and the case may not stand. 
This can be resolved by worldwide collaboration in ensuring that 
there are common best practices and standards relating to digital 
forensic investigation especially relating to these emerging 
technologies. 

The second research question talks to how can traditional 
digital forensics techniques be adapted and extended to 
effectively handle the unique characteristics of these 
technologies? This can be done by enhancing existing 
technologies by incorporating emerging technologies to match 
existing challenges. Some of the opportunities that can be 
exploited to equip the existing digital forensic technologies to 
match the emerging technologies include but are not limited to 
the following list of emerging fields in Industry 4.0 and 5.0: 

• Development of new forensic tools and techniques that 
can automatically collect, process, and analyze digital 
evidence for emerging technologies such as the IoT. The 
new technologies are essential for incorporating 
emerging technologies such as Blockchain, AI and ML 
systems, and quantum computing into the existing 
digital forensic technologies. This may also include the 
development of a new method to identify and collect all 
relevant digital evidence from complex and 
interconnected industry 4.0 and 5.0 systems. 

• Studying the impact of new technologies on the digital 
forensic process. The impact of new technologies on the 
digital forensic process needs to be studied in more 
detail. This includes understanding how the new 
technologies affect the collection, analysis, and 
presentation of digital evidence. This will include 
conducting a survey of international digital forensics 
practitioners to identify key challenges and 
opportunities in digital forensics for Industry 4.0 and 
5.0. 

• Development of guidelines and best practices for digital 
forensics in industry 4.0 and 5.0 environments. 
Guidelines and best practices for digital forensics in 
Industry 4.0 and 5.0 environments must be developed 
and disseminated to the digital forensics community. 
This should also include the design and implementation 
of privacy-preserving digital forensics framework for 
industries 4.0 and 5.0 environments. 

• Promoting awareness training of digital forensics 
among stakeholders in Industry 4.0 and 5.0. Awareness 
and training in digital forensics need to be promoted 
among stakeholders in Industry 4.0 and 5.0, such as 
organizations, system operators and users. This will 
help ensure that organizations are prepared to respond 
to digital forensic incidents. 

Based on the possible answers to these questions, the article 
also suggests that a framework for conducting forensic 
investigations technologies in Industry 4.0, 5.0 and Edge 
computing environments, as depicted in Fig. 3, can be very 
useful. This framework entails the incorporation of other 
stakeholders into the existing digital forensic frameworks, which 
will offer several advantages.  

 

Fig. 3. Figure depicting the proposed forensic investigation 
framework. 

The presented framework offers several advantages over 
traditional digital forensic frameworks which include but are 
not limited to: 
• Advanced evidence acquisition using edge computing due 

to its capability to have devices next to the data. 
• Advantage data processing using machine learning and AI-

powered tools. 
• Evidence preservation using blockchain technology 

ensures that a transaction cannot be easily reversed.   
• Multi-stakeholder collaboration which enhances and 

addresses the issue of cross-border jurisdictions and 
sharing of digital evidence with other experts beyond the 
local jurisdiction. 

V. CONCLUSION AND FUTURE WORK 

Digital forensics on technologies in Industry 4.0, 5.0 and 
edge computing is a complex and challenging field. The 
challenges of digital forensics in these emerging technologies 
are complex but are also significant. However, there are several 
emerging trends and technologies that are making digital 
forensics in these technologies more productive and effective.  

In this article, several challenges have been discussed, and 
suggestion have been made to adopt emerging technologies and 
build on existing frameworks to produce well equipped, robust, 
and effective framework and technologies for digital forensics 
in the new industrial revolution era.  



 

The authors have also identified several areas for future work 
in digital forensics on technologies in Industry 4.0 and 5.0 and 
edge computing. These areas include the development of new 
tools and techniques for emerging technologies, the study of the 
impact of new technologies on the digital forensic process, the 
development of guidelines and best practices for digital 
forensics in industries 4.0 and 5.0 environments, and the 
promotion of awareness of digital forensics among industry 4.0. 
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