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Abstract: The significant growth of the Internet of Things (IoT) is revolutionizing 

the way people live by transforming everyday Internet-enabled objects into an 

interconnected ecosystem of digital and personal information accessible anytime and 

anywhere. As more objects become Internet-enabled, the security and privacy of the 

personal information generated, processed and stored by IoT devices become 

complex and challenging to manage. This paper details the current security and 

privacy challenges presented by the increasing use of the IoT. Furthermore, 

investigate and analyze the limitations of the existing solutions with regard to 

addressing security and privacy challenges in IoT and propose a possible solution to 

address these challenges. The results of this proposed solution could be implemented 

during the IoT design, building, testing and deployment phases in the real-life 

environments to minimize the security and privacy challenges associated with IoT. 

Keywords: Internet of Things, Personal Privacy, Security, Interconnected Devices, 
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1. Introduction  

Internet of Things (IoT) refers to the networked interconnection of everyday objects, which 

are often equipped with ubiquitous intelligence [1]. The concept of IoT has been evolving 

for many years [2][3][4]. The IoT context consists of more Internet-enabled devices and 

services that can interconnect to exchange data and useful information [5]. The existence of 

IoT connects the whole world into one massive information exchange chain where smart 

objects connect to the Internet and communicate with each other with minimum user 

involvement [6][7]. The IoT domain includes the overall infrastructure (hardware, software, 

and services) supporting the networking and communication of Internet-enabled objects 

that are active participants in processing digital information, exchanging of data including 

personal identities, physical properties and information sensed from surrounding 

environments [8]. All these things can be connected by networking and communication 

technologies [9]. 

Technologies such as Wireless Sensor Networks (WSNs), Radio Frequency 

Identification (RFID), cloud services, and machine to machine interfaces (M2M) serve as a 

building block to this new IoT paradigm [2]. The combination of these technologies remove 

the restrictions on the cyber space and the human space by integrating the best of both 

worlds to bring forth the IoT space [6].  

With the growing presence of WiFi and 4G-LTE wireless internet access, the evolution 

towards ubiquitous information and communication networks is already evident [10]. Most 

importantly, data is accessible anywhere and anytime and the physical space can be 

controlled from a distance because of the physical objects connected to the Internet [11]. 

“Anytime, anywhere, any media” has been the communication goal for the IoT [12]. 



According to [13], the IoT continues to push forward an environment where embedded 

sensors and actuators are self-configured and can be controlled remotely through the 

Internet. This is achieved through the formation of a smart environment and self-conscious 

devices: smart transport, smart items, smart cities, and smart health, smart living and so on 

[5][14][15].  Apart from the convenience and benefits brought by the IoT services, there are 

security and privacy concerns at different layers from the hardware, software, and networks 

[5]. This paper details the security and privacy challenges in the IoT domain. Then, 

investigate to analyze existing solutions that attempt to address the discovered challenges. 

Lastly, proposes an appropriate solution that addresses the limitations in the existing 

solutions. 

The remainder of this paper is organized as follows: Section 2 presents the research 

approach that was employed for this study. Section 3 discusses the related work with 

regards to existing IoT solutions and highlight their limitations.Section 4 presents the 

security challenges in the Internet of Things. Section 5 presents personal privacy concerns 

presented by Internet of Things. Section 6 highlights the components that should be taken 

into consideration in order to address the security and personal privacy challenges in the 

Internet of Things domain. Section 7 proposes a security model that could be employed for 

designing, building, testing, and deploying IoT in real-life environments. 

2. Research Approach 

This study employed a systematic literature review in order to investigate the limitations of 

existing solutions that aim to address security and privacy challenges in the IoT domain. A 

systematic literature review is, therefore, a piece of research in its own right and, by its 

nature, is able to address much broader questions than a single empirical study [16]. The 

systematic literature review was employed by a search for IoT research papers that 

addresses the security and privacy in the IoT domain using security and privacy as search 

criteria. The aim of using this type of research approach was to identify any gaps in 

previous studies and its relevance to the current study [17].  

This approach was in line with answering the questions of security and privacy 

concerns in the IoT solutions. The literature review findings formed the basis of this study 

in a sense that the limitations in the existing solutions are addressed by the proposed 

solution. 

3. Related Work 

The objective of this section is to briefly highlight research studies published with regard to 

addressing the security and privacy challenges in the IoT domain. Limitations of the 

previous studies that attempted to address these challenges are the basis of this study with 

regards to privacy and security in the IoT domain. 

Research related solutions proposed by [18]–[20] focus on the basic security functions 

that could be possible countermeasures for software attacks on IoT. However, these 

solutions did not consider major security attacks from hardware to software level.  In [21], 

the IoT embedded security framework is proposed that promotes the embedding of security 

throughout the software development life cycle while having three basic considerations 

namely; environment factor, security objective, and functional security requirements. This 

framework focuses only on the software development cycle. However, limitations are 

presented with regards to IoT device performance and security. Therefore, quality of the 

performance and security are found to be based on the cost factor. This means that 

enhancement on performance or strengthening of security could cost more, whilst improved 

performance could also lead to low security and vice verse.  



The study done in [22] proposed a fuzzy logic approach to determine the IoT security 

level and decide on the access control mechanisms in various stages of the system model. 

This approach only attempts to address security at the cloud level by determining the 

security level of the local cloud without the assistance of third-party management. This 

proposed fuzzy logic did not consider security from the device perspective where the data is 

originally collected.  

The systematic approach for IoT security proposed in [23] explores the role of each actor 

and its interaction with main actors of the scheme. The main focus of this approach for 

security is on the interaction of the actors which are enumerated as classical nodes namely 

person, process and technological ecosystem. The security limitation of this approach is that 

the node person is taken as a vital element in the IoT security, not considering that IoT 

allows many activities to be tracked, monitored, and connected, and a lot of personal and 

private information can be collected automatically [9]. The person node only applies 

security practices when interacting with the device. The technological ecosystem refers to 

technological choices that are made relating to elements which include system architecture, 

communication protocols, access control method, etc. However, is it not mentioned on how 

this choice improves on security in the IoT domain. 

The related work discussed above focus on limited security aspects within the IoT 

domain. The output from this investigation illustrates security and privacy limitations 

within the Internet of Things. The Internet of Things domain can be attacked in numerous 

ways, from hardware to software. The research presented in this paper looks to improve on 

the existing solutions by proposing a generic security model that could address security and 

privacy challenges from the hardware to software perspective in the IoT domain traversing 

the whole Open Systems Interconnection (OSI) model layers. 

4. Security Issues in IoT 

There are five common information security requirements that are pertinent in all 

information systems: data confidentiality, integrity, authenticity, non-repudiation and 

access control, and these security requirements also apply to the IoT domain [13][24]. The 

Internet is composed of different components, such as sensing devices, networking 

components, and data storage devices. These can undergo different types of attacks 

launched on any component with the potential to reduce the reliability or trustworthiness of 

the devices [25]. 

 Recent research studies report that a myriad of vulnerabilities exist in numerous IoT 

devices [7][26][27]. Due to the recent attacks on IoT systems, exploited vulnerabilities 

demonstrate the need for a comprehensive security architecture that protects the systems 

and the data from end to end [28]. The study that was done by [29] presents three possible 

reasons for these vulnerability and security weakness as follows:  

 The IoT extends the ‘Internet’ through the traditional Internet, mobile networks, and 

sensor networks. 

 Everything is connected to the Internet. 

 These ‘things’ communicate with each other. 

As stated by [30]  "Without a strong security foundation, attacks, and malfunctions in 

the IoT devices will overweigh the benefits of using these devices". This is because security 

and privacy in the current IoT devices are applied as add-on feature instead of being made a 

priority and considered from the beginning of design and integrated into the Internet of 

Things [31]. These devices make a lot of communication with each other and the 

transmission of data becomes vulnerable to the network security challenges. This is because 

at a network security level there are several common types of attacks that can exploit the 

data during transmission  [32]. As stated by [29], distributed denial of service (DDoS) is a 

common attack method in the network and it is particularly severe in IoT. During DDoS, 



the network gets flooded with a counterfeit request which leads to congestion in the 

network [33].  This kind of attack gains more attention because of the potential damage by 

causing the energy dissipation of the devices [34]. 

5. Privacy Concerns 

The concept of privacy is a very broad and diverse notion for which literature offers a 

variety of explanations and perspectives [35][36]. This section focuses specifically on 

personal privacy in the IoT context. Privacy is recognized as a fundamental human right, 

preserved in the 1948 United Nations Universal Declaration of Human Rights and the 

European Convention on Human Rights [37] and also anchored in the constitutional law in 

most countries today [36]. The purpose of the United Nations Universal Declaration of 

Human Rights legislation is to allow consumers an unlimited access, right to control and 

have responsibility for, the delineation of, and the right to enforce boundaries over their 

personal data [11][35][36].  

The production of the IoT expands the end devices in the network and these devices 

introduced the human life into the Internet bringing more convenience. However, much of 

the consumer's information is collected, stored, processed and transmitted [38]. One of the 

most important outcomes of this emerging field is the creation of an unprecedented amount 

of data where data storage, ownership, and expiry of data becomes crucial issues [10]. This 

data could be leaked at any time and used by unauthorized consumers if the security of 

personal privacy is not ensured [39]. Therefore, it becomes a matter of importance to know 

which type personal information needs to be protected in order to preserve personal privacy 

[37], because concerns over privacy spread wide, particularly as wireless devices can track 

user's actions, behaviors, health status, location, and ongoing preferences [40].  When this 

information is not protected, this could put a dent in the users’ desire to buy these devices 

and explore the IoT devices’ full potential [41]. 

6. Considerations of IoT Security and Privacy 

The objective of this section is to highlight components that need to be considered when 

addressing security and privacy challenges in the Internet of Things domain. These 

components look into the high-level operation of an IoT device. To better illustrate some of 

these components with regards to IoT, the purpose of each component is addressed in order 

to demonstrate its high-level importance in the IoT domain. 

 

6.1. Data collection 

With people having smart devices everywhere and sharing their life on social networks, an 

increasing penetration of people’s private and public lives has been witnessed by the 

technology that enables data collection and with its identification, tracking, and profiling 

[36]. IoT devices sense the physical environment, collect real-time physical data and 

reconstruct a general perception of it [42]. The data in IoT are always mass, distributed, and 

time-related and position related  [3],[43]. At the same time, the data sources of the IoT are 

heterogeneous [43]. There is a vast amount of real-time data collected by the IoT devices. 

This generated, processed and exchanged data carries a vast amount of security, safety-

critical as well as privacy-sensitive data [44].  

 

6.2. Data storage 

The IoT data are collected from various data sources in different structures and formats 

[45]. IoT enables the collected data to be stored both in physical devices and cloud storage 

[46]. The cloud storage is convenient for the users because the maintenance of the cloud 

infrastructure is not their responsibility. Cloud storage provides a better utilization of 



resources using virtualization techniques and reduces the storage load of the device [47]. 

However, the cloud has a lot of shared storage and if data is not segmented accordingly; 

then a user with hacking intentions could access other users’ data. 

 

6.3. Data communication 

The IoT devices have the ability to communicate a lot of data with other objects (anywhere 

and anytime) [48]. However, it is expensive to transmit a vast amount of raw data in the 

complex heterogeneous networks, so IoT needs a compression and data fusion techniques 

to reduce the data volume [49]. The collected data are transmitted through the wireless 

networks whereby the signals are exposed in the public place and if there is a lack of 

protection measures, the signals could be monitored, intercepted and disrupted easily [32].  

Due to a large amount of data transmitted, security issues such as DoS/DDoS attacks, 

forgery or man-in-the-middle attacks, and heterogeneous network attacks and others also 

affect the transport security in the IoT domain during communication [39].  

7. Proposed IoT Security Model 

The objective of this section is to present and discuss the proposed IoT security model 

illustrating how this model could achieve the highlighted limitations of the existing 

solutions discussed in Section 3. 

 Each IoT device is manufactured for a unique purpose within the cyber space domain. 

However, these devices are the same in a sense that they collect a vast amount of data, 

process it and save it and in some cases share it with other IoT devices or systems as 

discussed in the previous section (cf. Section 6). The main technological challenges while 

implementing IoT is that all kinds of devices should be widely accepted thus providing 

interoperability between them [33]. In addition, [32] states that IoT security features should 

have three characteristics: 

 Comprehensive perception: objects using Radio-Frequency Identification (RFID), 

sensors and two-dimensional barcode to obtain information anywhere at any time. 

 Reliable transmission: the ability of the IoT platforms to safely transmit information of 

objects through the wireless or wired networks to the data center on a real-time basis. 

 Intelligent processing: the ability of the IoT platforms to analyze the obtained 

information before submitting to the application. 

 IoT should, therefore, convey security characteristics that will fulfill the basic security 

requirements during real-time data transmission. 

 Figure 1 below presents how security and privacy should be considered in order to 

protect the devices and personal privacy of users. 

 

 

 

 

 

 



 

Figure 1. Proposed IoT Security Model 

 

 The proposed IoT security model aims to identify the following components with regard 

to employing security and privacy in the IoT domain: 

 What – this component identifies what needs to be secured and protected. 

 Why – identifies the reason for securing the IoT devices and preserving the personal 

privacy. 

 How – identifies mechanisms and methods that can be used to secure the IoT devices 

and preserve the personal privacy. 

 When – this last component identifies the stages of security and privacy consideration 

and implementation. 

 

The following aspects are addressed by the proposed Security Model: 

a. Device Protection: Only trusted and authentic programming code or logic should be 

executed on the device. This can be achieved by following software development best 

practices in order to deploy trusted and authentic code. The devices should have the 

ability to be remotely managed in order to enhance on the remote vulnerability 

remediation. 

b. Device Boot: Devices which require being configured should enforce booting for the 

very first time and prompt the user to change the default security settings. IoT should 

also provide an auto-update mechanism for device’s firmware and/or software to 

counter any recently discovered vulnerabilities at the hardware level.  

c. Authentication: These IoT devices will be communicating with other devices. 

Therefore, authentication is vital to ensure that the device in use is only communicating 

with known and trusted devices. Authentication process should be established every 

time the devices is making a connection to other devices. 

d. Communication: Interconnected devices should provide a trustworthy communication. 

IoT allows simultaneous connection of the devices and the communication causes an 

increase in data traffic. Confidentiality and integrity of the data during communication 

should be established and maintained. This means authentication and data encryption 

should be integrated for secure communication purposes.  

Furthermore, the use of Public Key Infrastructure (PKI) in IoT plays a vital role as it 

supports and sustains trust in the IoT ecosystem. Considering an integration of PKI into 

IoT will have a great impact on the ecosystem as it meets the security principle of 

ensuring authentication for devices that will be communicating. PKI solutions provide 



an encryption mechanism that can be used to secure data during communication. 

Secured and encrypted data could enhance the ecosystem trust and data integrity. 

e. Device Monitoring and Reporting: Each device runs numerous applications that 

collect data about the device and the user. A privacy policy should be available to the 

users disclosing the type of data that is collected by the device and how it is processed 

and, where and how the data is stored before the user can use the device. This will also 

create a security awareness for the user prior to using the device. 

f. Personal Data Protection: A lot of personal data in collected by the IoT devices and in 

some instances the user is not even aware of this. Personal data should be protected 

during data transmission and in storage by encrypting the data using generally accepted 

security standards with regard to encryption. 

g. Data Transmission Security: This requires the network layer for data transmission to 

be secured from attacks such as DDoS, eavesdropping and other external interference or 

monitoring. Employing two-layer encryption mechanism to encrypt data on the device 

level with the Base Encryption Layer (BEL) before transmitting the data to the cloud 

storage, and performing the second encryption at the cloud storage level with a Surface 

Encryption Layer (SEL). 

Table 1 below presents the comparative analysis illustrating the limitations of the 

existing solutions as discussed in  Section 3 and the improvement of the proposed solution 

with regard to addressing the security and privacy challenges in the IoT domain. 

The symbol ‘x’ indicates that the solution does not address the security and privacy 

challenges in that component and specific letters (e.g. “a”) refers to the aspects/components 

that the related solutions also consider as discussed above. 

Table 1. Security and Privacy components addressed. 

Related Solution & 

Proposed Solution 

Hardware 

security 

Software 

Security 

Data security 

(Encryption 

of data) 

Cloud 

/Storage 

Security 

Network 

Security 

IoT Security Model a, b a,b,e c, d, e, f,g d, f, g g 

[18]- Embedded security: 

New trends in personal 

recognition systems 

x  a c x  x 

[19]- A compiler-hardware 

approach to software 

protection for embedded 

systems  

a a d, g x x 

[20]- A data-driven approach 

for embedded security 
x x d, g x x 

[21]- Proposed embedded 

security framework for 

Internet of Things (IoT) 

a a d c x 

[22]- Security and trust in 

IoT/M2M – Cloud based 

platform 

x x x c,f g 

[23]- A systemic approach 

for IoT security 
b a x x x 

 

The proposed IoT Security Model is an improvement of the existing solutions because it 

addresses important aspects in the IoT domain. Firstly, it addresses hardware security 



challenges by protecting the physical device from attacks by allowing only trusted 

applications or programming code to run on the device. Secondly, it advises for device 

reboot to be enforced to ensure that bootable devices do not use default credentials that can 

be used by hackers to gain access. Thirdly, implementation of encryption mechanisms will 

enable the protection of data that are collected, processed, stored and transmitted by the IoT 

devices. 

8. Conclusion and Future Work 

The Internet of Things promises a convenient communication at anytime, anywhere and 

unlimited access to information. The IoT have gained a lot of attention because of their 

affordability, capability, and convenience offered. This IoT ecosystem is evolving very fast 

and the cybersecurity attacks are advancing as well. The lack of security and privacy on the 

Internet of Thing raises concerns and questions the benefit of the IoT devices and services.  

 Firstly, this paper highlighted the security and privacy challenges within the IoT 

domain. Furthermore, investigated existing solutions that attempted to address the security 

and privacy challenges within the IoT domain. The security and privacy limitations 

presented by these solutions were noted. IoT Security Model was proposed to address the 

limitations presented by the existing solutions with regard to security and privacy. This 

model can be implemented in the IoT platforms designed, built, tested and deployed in the 

real-life environment to reduce the security and privacy challenges. Lastly, a comparative 

analysis was presented to illustrate the improvements of the proposed solution. 

 Future work pertaining to this research will focus on the implementation of the 

proposed solution in existing IoT platform deployed in the real-life environment. Limitation 

of this solution from a theoretical perspective is that implementation of a strong security 

will downgrade the performance of the IoT device, considering the physical features such 

as device memory, storage size, battery life and others.  
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