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Abstract: This paper introduces a classification scheme for the visual classification
of cyber attacks. Through the use of the scheme, the impact of various cyber attacks
throughout the history of South Africa are investigated and classified. The goal of
this paper is to introduce a classification scheme that arranges attacks into different
classes and sub-classes, which is presented visually. To enhance the visual
description, each class has a maximum of three sub-classes, which can overlap. This
classification scheme helps to show the diverse impacts of cyber attacks in South
Africa. This method of classification can be used for the assessment of any cyber
attack and to find similarities between attacks.
Keywords: cyber attacks, classification, South Africa.

1. Introduction and Overview
The integration of information technology (IT) in our daily lives has created an
environment where individuals, businesses and governments are highly dependent on
reliable and secure operation of these systems. This dependence on computer systems and
networks has created an environment where compromise, loss or damage of these IT
systems can lead to massive financial, environmental, social, political or personal damage.
For this paper, any offensive manoeuvre performed against an IT system by an internal
or external party is considered to be a cyber attack. As the rapid growth of technology
exceeds the development of proper legislation relating to cyber crime, security systems and
awareness, individuals, businesses and governments are vulnerable to cyber attacks. Cyber
attackers perform malicious acts which target computer information systems, network
infrastructure, computer networks or personal devices in order to infect, damage or control
the system. Thereafter, the attacker can steal, alter or destroy information accessible via the
compromised system. These attacks can have a massive impact (varying from a slow
network connection to destroying critical infrastructure).
This paper provides an overview of the diverse impacts of cyber attacks in South Africa
through the use of a new classification model. This model enables the user to make
comparisons and find trends in a visual manner. The usefulness of the model is illustrated
by using it to analyse twelve South African cyber attacks.
In the next section, the classification scheme is introduced. Thereafter, a timeline is
provided where twelve of South Africa’s largest cyber attacks are discussed. In section 4,
the attack examples are categorised according to the provided cyber attack classifications.
We then conclude with a discussion (presenting two use cases) and summary of the paper.
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2. Classification of Cyber Attacks
Cyber attacks can be classified from the point of view of the aggressor/hacker/attack or
from the view of the victim/target. Traditionally, cyber attacks are only classified by either
the mechanisms or domain of the attack. The Common Attack Pattern Enumeration and
Classification (CAPEC) is a comprehensive dictionary and classification taxonomy that has
nearly 3000 attack domains and over 4000 attack mechanisms [1]. CAPEC and similar
taxonomies have a weakness in that cyber attacks can only be categorised within a single
class. The methodology, medium and other factors also influence how a cyber attack can be
classified.
In the next section, a timeline of South African cyber attacks is presented. A taxonomy
for computer network attacks was developed by [2] which we use to classify the cyber
attacks listed in the timeline. The following classes are derived to define cyber attacks [3]:
Attacker, Goal, Mechanism, Effect, Motivation, Target, Vulnerability and Scenario.
All of the classes have three main sub-classes by which cyber attacks can be defined.
The number of subdivisions was chosen to simplify the classification process, and in the
case of the Target class one of the sub-classes was subdivided into another three divisions.
These classes form the basis from which the cyber attacks are classified and visually
represented.
2.1

Attacker

The Attacker (also known as Hacker, Cracker, Fraudster, Conman or Aggressor) describes
the entity that is performing the attack. The Attacker class consists of the following subclasses: Hacker, Insider, or Criminal. The Hacker sub-class is an combination of Hacker,
Cracker and Script kiddie [4], referring to a skilled computer user who is willing to break
(hack) security. The Insider sub-class refers to a person who is in some trusted relationship
with the target [5]. Criminal refers to an attacker that by definition is malevolent.
2.2

Goal

The Goal refers to the purpose of the attack, which can be divided into the following subclasses – Stealing, Disrupting or Changing Data – corresponding to the traditional
Confidentiality, Integrity and Availability (CIA) information security principles and
outcome classes [6].
2.3

Mechanism

The Mechanism represents the attack methodology. The Common Attack Pattern
Enumeration and Classification (CAPEC) group developed an exhaustive attack mechanism
taxonomy1. The subclasses include: Denial of Service, System Abuse and Information
Gathering. The Information Gathering sub-class refers to the mechanisms used to acquire
information about a possible target. Popular information gathering mechanisms include
scanning and social engineering [7]. The System Abuse sub-class refers to the abuse of
computer resources, such as bandwidth, computer memory or storage space [8]. Denial of
Service refers to attacks that use accepted communication protocols in malicious methods
or in overwhelming numbers to deny user access [9].

1

http://capec.mitre.org/data/index.html
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2.4

Effect

The Effect of the cyber attack can be described as: Minor, Major or Critical. These high
level classifications were chosen since it is difficult to quantify the exact extent for many of
the cyber attacks listed in the timeline. Minor damage can be defined as recoverable
damage and Major as non-recoverable damage. Critical refers to damage where the target
ceases to operate (such as bankruptcy) [10].
2.5

Motivation

The Motivation for a cyber attack can be one of the following [3, 10]: Political,
Criminal/Financial or Fun/Personal. These motivations are not exclusive, thus a cyber
attack can have multiple motivations. Fun/Personal refers to hackers looking for a
challenging problem. Solving the problem is the motivation, not the effect of the attack. For
example, some worms and viruses were not developed with any harm intended, but got out
of control beyond the creators' intention [12]. Political motivation refers to motivation that
has a political aspect. This political aspect can be national interest by spies, political
reasoning or vigilantes type groups [4]. Criminal/Financial refers to hacking for financial
gain or other criminal intent.
2.6

Target

The Target refers to the physical devices that are targeted by a cyber attack. These include:
Computer Systems, Mobile Devices or Network Infrastructure. The final target may be a
human, but all attacks are aimed at a specific technology or device [13]. Network
Infrastructure refers to devices such as switches and routers that enable data flow. The
Mobile Device sub-class refers to hand held tablets, or smart phones. The Computer
Systems class includes external (e.g. web) and internal (e.g. application) as well as personal
computers.
2.7

Vulnerability

The Vulnerability refers to the technical weakness exploited by the Attacker. This class is
also exhaustively developed and defined by the CAPEC group, but only the following subclasses are used in this paper: Configuration, Design and Human weakness [14].
Configuration vulnerabilities are initiated by incorrect configuration of a device or
software. Design vulnerabilities occur due to a design error. Design errors can be in the
protocol or in access control. Human weakness refers to the case where a human is
manipulated to compromise the system, thus where the failure is not in the system but in its
operator.
2.8

Scenario

The final class is the Scenario class. These scenarios are used to classify cyber attacks [15]:
Denial of Service, Web Defacement and Unauthorised Access. Denial of Service is defined
as “attempts to prevent legitimate users from accessing information or services” [16]. Web
Defacement refers to vandalism of a publicly available website [17]. Unauthorised Access
is further divided into Financial Theft, Stealing Secrets and Changing Data.
Financial Theft refers to stealing money via computers. Stealing Secrets refers to
curious or malicious individuals, spies, or anyone obtaining data that is not publicly
available. Finally, Changing Data refers to unauthorised personnel or hackers gaining user
rights to system or data flows and changing data with malicious intent.
Copyright © 2016 The authors
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2.9

Visual Representation

These classes and subclasses are mapped onto a graph with three axes, each representing a
sub-class. The plane that the marker is drawn on indicates the sub-classes of the attack. The
position on that plane indicates the level of confidence of the attack in that specific subclass. By allowing classes and sub-classes to be presented within a plane on three axes, this
representation is superior to traditional approaches, which only classify elements into a
single class or subclass.

Figure 1: Axes and planes for the visual representation

3. Timeline
This section discusses a number of cyber attacks that occurred in South Africa from 1994 to
2015. These attacks will be used in the classification scheme to show how they can be
classified in a visual manner. (They were not empirically selected, but subjectively.)
3.1

1994: SA Election

An unknown hacker attempted to sabotage South African election results by hacking the
electoral system, which was thought to be impenetrable. The unknown hacker, who gained
access to the Election Commission's computer in the early hours of 3 May 1994 to
manipulate the vote counts of three political parties, was detected but never identified. This
attack disrupted the counting process as the electronic count was suspended and the backup
manual process was used which delayed the announcement of the results by two days. The
attempted manipulation ultimately had no influence on the final result [17–19].
3.2

1998: Telkom

A 15-year-old boy who hacked his way through all the security features of the South
African telecommunications company – Telkom's – computer systems was arrested on 22
October 1998. Internal monitoring devices found evidence of the boy's online footprint and
investigators continued to monitor his online activity until they could track him down to
where the South African Police Service (SAPS) could arrest him. The boy was in a position
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to do major damage to the system, including transferring large amounts of money, but he
did not manipulate any data2 [21].
3.3

1999: SA Statistics

The official South African statistics web page was defaced. This web site has a high
international significance, since it provides consumer price index and gross domestic figure
information. The defacement was aimed at Telkom again. Hackers claiming to be from
“B1nary Outlawz” replaced the normal web page with the following tirade: “Telkom stop
your...lame-ass monopoly or we will disconnect you” [21, 22].
3.4

2003: ABSA Bank

A hacker gained access to the Internet banking profiles of unsuspecting ABSA clients and
stole at least R530 000 ($31 500). By sending emails containing spyware, the attacker
gained access to users' bank account details and PIN numbers. ABSA stated that this attack
was unknown to them at the time and that it took them a number of days to figure out how
the hacker operated. The problem with this scenario was that the bank's security was never
breached, as the perpetrator attacked the ABSA clients' home computers to gain access to
the bank accounts [23, 24].
3.5

2005: Mass Defacement

A Moroccan hacker group, called “Team Evil”, hacked and defaced 260 South African
websites in what was called “the biggest hack attack in SA's history”. The hackers claimed
responsibility for these attacks by posting political messages on the home pages of the
hacked websites. After investigations it was determined that a single Internet service
provider, named Gamco, hosted all the defaced websites. Gamco's director admitted that
one of the servers were vulnerable, but was fixed as soon as the problem was identified [25,
26].
3.6

2010: LandBank

During Christmas Eve of 2010, hackers attempted to steal R150 million ($9 million) from
the South African LandBank. The LandBank is South Africa’s agricultural finance house
also known as The Land and Agricultural Development Bank of South Africa. The hackers
used LandBank passwords, which they obtained by hacking into the bank’s IT system
though the help of insiders. Suspicious transfers were detected by anther South African
Bank, ABSA, and they were able to prevent the theft in its initial stages. LandBank was
able to recover all except about R 400 000 ($ 24 000) of their money [28].
3.7

2011: Spyphone

A millionaire businessman illegally intercepted his estranged wife's e-mail, SMSes and
other electronic messages. His actions were discovered in the divorce proceedings where he
had access to suspect information. Spyware was then discovered on his wife’s smart phone,
which enabled communication monitoring, location tracking and eavesdropping. Related to
this, the information of 175 000 South African users of the adultery web site Ashley
Madison, was leaked in 2015 [28, 29].

2

http://www.cellular.co.za/news_1998/news-telkom_hack.htm
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3.8

2011: ANCYL

The African National Congress Youth League's (ANCYL) web site was defaced multiple
times during the period between March 2011 and August 2011. In the first defacement, the
then leader of the Youth League, Julius Malema, was reported on their web site as stating:
“After much thought I, Julius Malema, have decided to step down as ANC Youth League
President.” and “I have brought my party the ANC into disrepute (sic); I have disrespected
my elders and have made a fool out of myself; I promote my own agenda over my country
and parties; I promote the singing of racist songs to promote violence and unrest in the
country”. The group “Blah Blah protest group” took responsibility for the defacement.
Figure 2 shows an image of the defaced website [30–34].
The main ANC group has also been a target of hacker. In December 2015 the ANC
twitter account was compromised and false tweets stating that President Jacob Zuma has
been recalled. A screenshot of this tweet is shown in Figure 3 [36].

Figure 2: ANCYL website defacement

Figure 3: ANC Jozi Tweet
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3.9

2012: PostBank

A hacker stole R42 million ($2.5 million) from the South African PostBank. This hack was
also performed during the Christmas break where a Postbank employee used the computer
of a colleague who was on holiday. This computer was linked to the PostBank main server,
from which he could to transfer money. Money was withdrawn from various ATM's
throughout South Africa. Two criminals, Motsoane and Masoleng, were arrested in
February 2012 and both sentenced to 15 years in jail [36, 37].
3.10 2013: IOL DDoS
Anonymous Africa claimed responsibility for launching a Distributed Denial of Service
(DDoS) attack on the Independent Newspaper web site iol.co.za. The attack was in
response to claims that the IOL group supports Zimbabwean president Robert Mugabe. The
following taunt was sent to boast about the attack: “IOL bad boys bad boys what you ganna
do, what you ganna do when they come for you”. The attack was able to disrupt the web
site for about a day [38, 39].
3.11 2014: Mr Price
Mr Price, a South African clothing store, was able to avert a conman from accessing the
account of a Mr Thompson. Mr Thompson's cell phone account was already in the
conman's control. What is unique to this attack, is that a recording of the call is available
online3. The call centre agent detected the attempted fraud and prevented any additional
damage to Mr Thomson [41].
3.12 2015: State Security Agency Spy Cables
The Al Jazeera’s news agency obtained leaked cables from the South African State Security
Agency from 2006 to 2014 [42]. They published selected excerpts which revealed a number
of security flaws and lapses within the South African government and intelligence services
[43]. The documents were leaked by an intelligence agent who allowed his brother-in-law
to access his official computer [44]. As a consequence of this leak, several South African
intelligence agents (spies) had to be withdrawn [45].
A timeline of these events is presented in Figure 4.

Figure 4: Timeline of Attacks
3

https://www.youtube.com/watch?v=2FFPvBU7VYo
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4. South African Cyber Attack Classification
The various cyber attacks discussed in the timeline are classified according to the method
introduced in Section 2. For each classification, an analysis is presented to show the
diversity of the impact of attacks in South Africa. All twelve attacks are sorted according to
each class and presented visually. The graphs features three axes, each indicating the subclasses and how well each attack falls into each sub-class. Each attack is represented by a
marker to reveal the confidence in its classification.
4.1

Attacker

This classification looks at the entity that performed the attack. As mentioned earlier, the
attacker may fall into more than a single sub category. Figure 5 shows the Attacker graph.

Figure 5: Attacker Classification Graph

It can be seen that most of the attackers in the featured cyber attacks were hackers as
they broke through a company's defences illegally to perform their attack, except for the
cases where insiders were present. In addition, the presence of insider information and
spyware enabled the attacker to gain access to the target system without the need for
breaking through the organisations' defences. Lastly, it can be seen that all of the attackers
are classified as having criminal intent, except for the young boy who hacked into Telkom's
system “just to see if he can”.
4.2

Goal

Next, we examine the intent behind the various attacks. Criminal activities can have
multiple motives, which include stealing, disrupting or changing data. The Goal
classification graph is shown in Figure 6.
From the figure, it can be seen that the purpose of attack is highly scattered. This
shows that a range of objectives drove the various cyber attackers. This classification
clearly groups certain attacks together. All the attacks relating to financial gain (stealing
money from banks or accounts) are classified in the sub-classes of Stealing as well as
Changing Data. The defacement incidents are classified in the Changing Data sub-class, as
well as the Disrupting sub-class.
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Figure 6: Goal Classification Graph

It is clear to understand why no cyber attacks fall in the sub-classes Stealing and
Disrupting as the action of stealing normally goes hand-in-hand with being stealthy and
going unnoticed. The most interesting case again is the young hacker who broke into
Telkom's computer system, who seemed to have no intent of stealing, altering data or
disrupting the services.
4.3

Mechanism

The Mechanism classification relates to the method of attack. The Mechanism classification
graph is shown in Figure 7. In this classification, most of the cyber attacks are grouped
together. The cyber attacks that include defacement of websites and attacking of banking
systems, fall into the sub-classes of Information Gathering and System Abuse. In all of
these cases, the system of the target was abused in order to achieve their goal, which could
be stealing, disrupting or the changing of data, as discussed in the Goal classification.

Figure 7: Mechanism Classification Graph
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The exception of these attacks is the DDOS attack on the iol.co.za website. The clear
divide can be seen between a Denial of Service attack and the other two subclasses, as a
successful Denial of Service attack would make information gathering and further system
abuse extremely difficult.
4.4

Effect

The Effect classification clarifies the impact of the attack. Per definition of Minor, Major
and Critical, each cyber attack can only fall into one of the three categories, thus displayed
on the axis of the graph. The Effect classification graph is shown in Figure 8. In this graph,
the clear groupings of the cyber attacks can be observed. The website defacement and
attacks that were discovered are classified in the Minor sub-class. All the attacks on
Financial Institutions are classified as Major Effect as a part of the money stolen in each
case was not recovered.

Figure 8: Effect Classification Graph

The sabotage of the 1994 electronic election system caused the system to be abandoned
and the Electoral Commission to revert to manual counting, therefore it is classified as an
attack with Critical Effect. The leaked Spy Cables could place intelligence agents in danger
and are therefore also classified as Critical [45].
4.5

Motivation

The Motivation class considers why the attacker performed this attack. The sub-classes
include Political, Criminal/Financial or Fun/Personal motivation. The Motivation
classification graph is shown in Figure 9. From the Motivation classification graph, it can
be seen that all the attempts at stealing money or personal information can be grouped in
the Criminal/Financial and Fun/Personal sub-classes as they were all performed for
personal gain. The website defacement attacks are classified in the Political and
Fun/Personal sub-classes as all the defacement attacks were motivated by political or
service delivery issues. The exception, again, is the young hacker whose attack was solely
motivated by Fun.
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Figure 9: Motivation Classification Graph

4.6

Target

The Target category focuses on the devices that were targeted during the cyber attack. The
Target classification graph is shown in Figure 10. It can be seen from the graph that in most
cases, the Target of the attacker was either the computer system or the network
infrastructure devices. The exception to this is the attacks where mobile phones were used
to gain access or information to in order to launch the attack.

Figure 10: Target Classification Graph

4.7

Vulnerability

The Vulnerability classification considers the weakness that was exploited by the attacker.
This graph is shown in Figure 11. In this classification, a clear grouping of attacks can be
seen. All the attacks where insiders were involved, and where malicious software was
installed on victim's phones or computers, fall in the Human Weakness sub-class. The cyber
attacks where systems were hacked with no assistance from insiders or installed malicious

Copyright © 2016 The authors

http://www.ist-africa.org/Conference2016

Page 11 of 16

software fall in the Configuration and Design sub-classes, as the targeted systems were not
secure.

Figure 11: Vulnerability Classification Graph

4.8

Scenario

The final class places the attack in a cyber attack category. As an attack only falls within
one category, all the markers are presented on the axis of the graph. As the Unauthorised
Access Scenario class can be divided into a further three subclasses, the division is
indicated on the same graph for clarity purposes. The Scenario classification graph and the
further sub-class divisions are shown in Figure 12. All the web defacement attacks fall
under the Web Defacement sub-class and all the Denial of Service attacks under the Denial
of Service sub-class. The Unauthorised Access sub-class contains all the attacks where a
hacker gained access to the system for stealing money, information or the changing of data.
This classification relates to the Goal classification, which considers Stealing, Disrupting
and Changing Data.

Figure 12: Scenario Classification Graph
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5. Discussion
In this paper, twelve cyber attacks were classified to identify the impact of the attacks.
These classifications considered the goal, target, motivation and other factors relating to
cyber attacks in general. Through the classification of each cyber attack, the impact of an
attack can be determined, trends can be analysed and the incidents can be compared in a
logical manner. These classifications can be used for any type of attack to answer questions
such as:
Who performed the attack?
What did they want to achieve?
How did they do it?
What damage did they cause?
Who did they target?
What did they exploit?
Finally, in what category can this attack be categorised?
This classification scheme is useful as incidents and attacks can be classified according
to various characteristics. The division into various classes and sub-classes enables the user
to compare various incidents with other incidents from his/her team or other response
teams. This enables the user to do the following:
1. Identify the impact and risk of the attack or incident
2. Compare Cyber attacks
3. Find trends
4. Respond in the appropriate fashion after the incident.
For example, when an incident resulting from an attack is reported, the first responder
can classify the attack according to the classes provided and through visual analysis
determine if there existed similar attacks in the past. This will provide a quick overview for
the responder to determine what the right course of action is to respond to this attack. To
illustrate the how different stakeholder groups will benefit from the use of such a
classification model, two brief use cases will be discussed. In both use cases, three or four
of the incidents discussed in Section 3 will be selected and compared to try and identify a
possible trend that can be useful.
Use Case 1: Website Attacks
Websites are a common communication medium for companies, organisations and
individuals. Attacks on these websites can restrict or stop the normal operations of these
companies. Research can be done on the trends of website attacks in order to better
understand and prepare against these types of cyber attacks. The four website attacks to be
studied are:
1999: SA Statistics website defacement
2005: Mass defacement of SA websites
2010: ANCYL website defaced
2013: DDOS attack on iol.co.za
When analysing the classification of these four attacks done in Section 4, the following
can be deduced:
1. All the attacks were performed by politically motivated hacker/criminal groups with a
goal to disrupt or change presented information by attacking the network infrastructure
of computer systems.
2. The impact of website defacement attacks is minor, but the DDOS attacks launched in
the one case had a much larger impact.
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3. Website attacks are not a new type of attack in South Africa. The attacks took place
over a course of approximately 15 years spaced 3-5 years apart.
It can be deduced that any insecure website can be targeted by political motivated
groups, not only the websites of the institutions directly associated political actions. It can
also be seen that it is critically important to secure your network infrastructure and
computer systems against any possible attacks. Although website defacement can disrupt
normal operations, attacks such as a DDOS can have a greater impact and protection
against these attacks is extremely important.
Use Case 2: Attack on financial institutions
Every bank has network and computer infrastructure which must be secured against
malicious activity. Attacks on this infrastructure can lead to a loss of millions of Rands.
Research can be done on the trends of attacks on financial institutions in order to better
understand and prepare against these types of cyber attacks. The three attacks on financial
institutions to be studied are:
2003: Attack on ABSA bank Accounts
2010: Insider attempt to steal from Landbank
2012: Hacker stole millions from Postbank
When analysing the classification of these three attacks done in Section 4, the following
can be deduced:
1. One attack was launched by a criminal/hacker who collected client information where
the two other attacks were launched by obtaining information from employees.
2. The exploitation of human weakness (clients and employees) made detection difficult,
which caused major damage to the institutions.
It can be deduced that the biggest threat to financial institutions relating to the analysed
cyber attacks is the exploitation of human weakness. These institutions can have excellent
computer and network security, but they need to ensure that the employees can be trusted.
These two use cases are done in retrospect, but can also be done right after an attack is
detected. When an incident of an attack is reported, the first responder can classify the
attack according to the classes provided and through visual analysis determine if there
existed similar attacks in the past. This will provide a quick overview for the responder to
determine what the right course of action is to respond to this specific attack.

6. Conclusion
The integration of IT in our daily lives has created an environment where unreliable or
insecure systems can cause major financial, environmental, social, political or personal
damage. This paper introduced a cyber attack classification scheme that can assist the user
to compare cyber attacks, find trends, determine the impact thereof and plan a possible
course of action. An advantage of this classification scheme is that the results can be
represented in visual form.
To illustrate the usefulness of this scheme, the paper considered twelve of the most
prominent cyber attacks in South Africa over the past 22 years (1994-2015) and classified
them in order to show the diverse impacts of these cyber attacks in South Africa. This
classification process maps attacks graphically to visually present various aspects of the
attack. By classifying attacks visually, temporal and other patterns can be quickly deduced.
To illustrate how different stakeholder groups will benefit from the use of such a
classification model, two use cases were presented. These showed how this classification
model can be used to analyse attacks, determine the impact as well as identify possible
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trends. It can be seen from the two use cases, that various attacks can easily be compared
and valuable information can be obtained.
Future research could include the mapping of more attacks (perhaps with global
diversity) as well as investigation of a method to automate the classification. The
Mechanism, Target and Vulnerability classes can be automated by current intrusion
detection tools/systems. The Motivation and Goal classes are difficult to automate because
of the subjective nature of the classes. By mapping events on a plane rather than into a
single class, future research into the automation of the classification process can be
enhanced.
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