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Abstract—Even with the ability to produce documents digitally,
the paperless environment has yet to become a reality in South
Africa. Hardcopy documents are still printed daily which makes
them susceptible to document fraud. In South Africa, a case was
reported recently, where someone who was creating fake
documents was exposed. This introduces the challenge when
using hardcopy documents which is loss of integrity. Thus, it is
vital to have systems in place to verify document integrity and be
able to determine when a document has been tampered with.
Various techniques have been used to secure documents yet the
challenge persists. The combination of 2D barcodes, digital
signatures, Optical Character Recognition (OCR), cryptographic
hashing has proved the potential to achieve good results when
combined. Recently, blockchain has been added as one of the
techniques to be employed for document verification. This paper
presents a proposed solution that incorporates the combination
of 2D barcodes, OCR, cryptographic hashing and blockchain. As
this is still on-going work, experiments are still required to
demonstrate the viability of the solution.
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I. INTRODUCTION

Nowadays digital documents have become a large part of
every sector whether public or private resulting from the
transformation of modern technology. This, not only allows the
dissemination of information but also preserves these
documents in digital form and promotes paperless
environments. However, a variety of these documents are
printed every day such as; academic certificates, wills, case
files, birth and marriage certificates, national identity
documents, insurance documents, passports and drivers
licenses, etc. and issued to different people because printed
documents are the most prevalent form of trusted
communication. A great challenge is therefore experienced
along with the advancement in technology; which now make it
possible to easily reproduce falsified documents as they are
now susceptible to unauthorized alterations [1, 2].

A series of forgery cases have been reported in the past. In
India, a woman who was applying for a passport presented a
falsified birth certificate, and it took some time for the
concerned agency to detect the forgery. The police reported
this as a common occurrence when it comes to applicants [5].
Incidents of falsified academic documents have also been
reported, for instance, in Singapore, where foreign nationals

were convicted after being charged with forgery of academic
documents [4]. Additionally, in South Africa, two people
presented fraudulent asylum documents at their workplace
which they claimed were received from a state’s agency
official [3]. Recently a man, who produced unauthorized pay
slips and bank statement and sold them to people, was exposed
[6]. The counterfeiting of these documents enabled people to
get credit and the credit companies are unable to trace these
people after that, which has cost them a lot of money [6]. Such
cases, indicate the seriousness of hardcopy document fraud,
and demand a need to augment the solutions that solve this
problem by introducing numerous methods to secure the
original document from being forged in any way.

Luckily, this downside in the security of hardcopy
documents has attracted attention from many researchers, and
research in this area is advancing, with the aim to alleviate
unauthorized altering and compromised integrity of these
documents and the use of falsified documents. This entails
proving that a scanned/physical copy of a document is the same
as its original document [1, 2]. In doing this various methods
are implemented to record information pertaining to the
original document, called the original template; and encode this
information in a barcode then insert the barcode into the
document and print it. Upon presentation of a copy of the
original document, recognition techniques attempt to extract
this information from the copy, producing a copy template. The
two templates are then compared. Two Kkey issues arise; first is
the problem of storing the original template content, and
secondly, the problem of extracting the copy template.

While the original template can be stored in a database, an
ideal solution would be to store the original template as visible
information on the original document itself. To supplement
this, there are methods that are used to add information to the
original document to ensure that a copy is not tampered with in
any way. Amongst these methods are watermarks, document
signatures, barcodes, hashing, etc. However, information stored
using these methods is limited, for instance all document
content cannot be included in a barcode because of the space
limitations. Rather than storing the original template on the
document, a hash is stored instead [2], and the problem of
extracting the stored template from the copy emerges as a hash
maps the document content to a string that represents the
content, it does not contain the actual content in the original
document.

Despite this, the use of hash values in blockchain-based
methods, is undoubtedly a reliable solution that is now applied
in document verification systems [7]. The blockchain which is



a distributed, replicated and synchronized public ledger has
made it possible to implement solutions that validate the
integrity of the documents issued. However; more work still
remains, the transition from eliminating the use of hardcopy
documents to using digital documents hasn’t been successfully
navigated as yet considering that hardcopy documents are still
widely used. In this paper we use the standard Optical
Character Recognition (OCR) technique and incorporate the
use of blockchain technology to present an agnostic solution
that focuses on the ability to verify the integrity of both digital
and hardcopy documents.

This paper is organized as follows, in Section 2, we present
the literature review. Then a discussion of the proposed
solution is presented in Section 3 and Section 4, concludes the
study.

Il. LITERATURE REVIEW

Over the years, technology has made it very easy to
produce digital documents which are easy to retrieve, access
and store, and encourages the change to more paperless
environments. However; printed documents are still
predominant and used to serve the purpose of communicating
relevant information to people even though these documents
have been perceived as cumbersome and inefficient [8, 9].
With the advancement of technology, the demand to verify
important hardcopy documents has escalated, as the issue of
fraudulent documents continues to aggravate. Falsifying a
hardcopy document requires less effort these days, because
these documents are inherently insecure and most have no
passwords or digital signatures unlike digital documents. A
long list of techniques have been proposed to mitigate the
problem of forged documents mostly digital documents. But
research in the area of securing hardcopy documents is starting
to gain a lot of traction, since the use of these documents has
become undeniable [1].

Some of the prevalent techniques include the use of
watermarking, which aims to preserve the integrity of a
document. Watermarking can either be in a digital or printed
format [1]. This technique is still vulnerable to attacks, which
may not necessarily remove the watermark imprinted, but
rather disable its readability, the success of watermarks also
relies on high quality printers, which incurs cost [8].
Nevertheless, it remains an active research area and continues
to be improved [10]. The use of OCR, to recognise text from
an image file is also prevalent. OCR is the best tool with
regards to character recognition, whereby it takes in an image
and returns the recognised text. Tesseract is quiet popular as an
open source OCR tool, and is identified as having better
accuracy and precision than other OCR tools, e.g. Transym
OCR and GOCR [11]. The main issue with using OCR
independently, is that it is not sufficiently reliable to determine
the accuracy and is not generally 100% especially when a
document has text that is not solidly black and a noisy white
background, nonetheless it can be trained to achieve the
expected accuracy [11, 12, 13].

Cryptographic techniques such as cryptographic hashing,
Public Key Infrastructure (PKI) and digital signatures, are also
very common in document verification, matter of fact it has

been used in many studies to secure documents. [10] presented
a solution to prove the authenticity of a document and verify it,
using digital signatures. They also considered incorporating
blockchain technology but decided using PKI digital signatures
was sufficient for their system. Blockchain technology is
flourishing in this area, its properties such as immutability,
transparency and authenticity of digital records; has attracted it
to a number of private and public sectors which have
welcomed its use to counter document fraud [14]. Civic is one
of the companies that have successfully implemented secure
identity verification using blockchain technology, for this
system to work, cryptographic hashing which plays a major
role in Blockchain-based solutions, is employed [14].
Academic institutions have also adopted Blockchain use, e.g.
Massachusetts Institute of Technology (MIT) is one of many
institutions that now uses the blockchain to register digital
educational certificates and allows people to authenticate these
certificates, also applying vast use of cryptographic hashing for
verification [6, 15]. Another system, Stampery uses a
combination of blockchains, to ensure the integrity, existence
and the ascription of any file or document, even
communication. Once these files have been anchored to the
blockchain anyone, anywhere in the world can verify their
integrity [16].

Several research studies have also explored the use of two —
dimensional (2D) barcodes, whereby information about the
document is stored in a barcode and used later for the process
of verification [1]. 2D barcodes are commonly used for
document verification as they can store more data than 1D
barcodes. To strengthen the security of barcodes, various
cryptographic techniques are used i.e. PKI, data compression,
hash functions, digital signatures [1]. [1] proposed a system
whereby, barcodes are used with the help of these
cryptographic techniques. Thus, showing the importance of
integrating different components to design a suitable solution
for the problem of document forgery. A limitation that comes
with the use of barcodes is size (the amount of data that could
be stored in a barcode) and once a document has numerous
barcodes, it starts using a lot of space that can be used for
content. Most of the proposed solutions that utilize barcodes
store the entire document content in the barcode [17, 18]. In
[19] we eliminated this by only storing the information that
should be validated in a document, but still encountered the
challenge of having numerous barcodes. Hence, in continuing
with this ongoing work, the solution proposed in this study
aims to decrease the number of barcodes by transferring the
information used to verify the hardcopy documents to a
blockchain.

From all these studies, and present implementations it can
be concluded that efficient techniques must not only be
effective but affordable, and implemented well to ensure the
security of a document in making sure that unauthorized
alterations can be detected. Thus, this study aims to provide an
effective, simple and fast method of document integrity
verification through the usage of 2D barcodes, OCR,
cryptographic techniques and blockchain.



I11. PROPOSED SOLUTION

This section describes the proposed solution for verifying a
hardcopy document and a digital document which is an
extension of the solution that was presented initially in [19,
20]. In [19] the solution consisted of 4 components, namely;
cryptographic hashing, digital signatures, OCR and 2D
barcodes. Experiments were conducted using 3 different fonts
i.e. Times New Roman, OCRB and AnyOCR and the highest
accuracy obtained for AnyOCR was 100% which presented an
opportunity to improve the solution so that it can work with
different fonts. The documents generated in [20] consisted of 7
barcodes positioned at the bottom of the document, which
presents a challenge to those who might want to adopt the
system. The number of barcodes is dependent on the
information that needs to be stored as each barcode has storage
space limitation.

This led to some research on finding ways we can make the
solution easily adoptable without the issue of having more
barcodes to deal with when documents are generated as this
might not necessarily fit in with the company’s objective. All
of the components used in the previous solution will still be
used for this solution except only one barcode that contains
information used to verify will be placed on the document. The
solution is designed in a way that, if an attacker tries to tamper
with the document, the system can detect those changes. In this
paper we won’t discuss the other components used for this
solution as this was done in [20]. Only the added component
and the modifications introduced are discussed.

A. Components of the proposed solution

1) Barcodes: This component was used in our previous
solution, however; the limitations of storage space led to the
use of more barcodes in order to accommodate all the
information required to validate a document. The maximum
capacity of a version 40 barcode in byte mode is between 1273
— 2953 bytes. In [20] , we observed that this barcode capacity
presented flaws as it possessed high resolution which yielded
negative results after printing and scanning the document. The
quality of the data stored in the barcode was poor. To improve
this the metadata was divided into 7 portions and stored in 7
smaller barcodes making sure that the capacity used in the
barcodes is distributed equally and doesn’t reach a growing
rate that presents poor quality when the barcodes are decoded
and read. The possibility of the capacity growing in the
barcode therefore presents a downfall. This challenge might
prevent the adoption of this system as a company would not
agree to change their structure in-order to accommodate for
more barcodes. For the reason that existing companies already
have an acceptable format and layout they use to create
documents. We realised when we demonstrated the first
developed prototype a lot of questions were centred on the
multiple barcodes, and some companies were concerned about
the space used by the barcodes and the aesthetics of the
document design. This challenge led us to trying other means
in order to eliminate the inclusion of numerous barcodes. As a
solution, we decided to transfer all the information previously

stored in the barcodes to a blockchain and only have one small
barcode in a document that would contain less information
which will be used to verify the integrity of the document.
Having one barcode would make it easier for the solution to
blend perfectly with the existing structure of documents
without changing it massively.

2) Blockchain: The introduction of blockchain has sparked
a lot of interest in the research field. Researchers are
constantly looking for means where this technology can be
applied. The inception of this technology presented a lot of
opportunities in the field and not only is it sparking interest in
the field of cryptocurrencies, but its being studied for other
purposes as well. Blockchain introduced a decentralized
method of storing information, whereby all the participants
have a copy of the blockchain. Thus eliminating one single
point of failure. There is a plethora of blockchains e.g.
Bitcoin, Ethereum, Hyperledger, Ripple, etc., one can choose
from depending on what they are trying to achieve. Just like
any other technology, blockchain posesses limitations i.e. the
size of information one can store in the blockchain. This
solution focuses more on the components selection rather than
the cost of using each of these components particularly the use
of barcodes and blockchain by the companies. The cost of the
selected components and affordability of the company will be
established accurately during the implementation of the
solution, certain measures will be used to determine which
blockchain will be used and deployment of this system in
different company environments.

B. Proposed Solution Design

The solution consists of 2 main processes; generation and
validation process. These processes utilize all the components
discussed in the previous solution [20] as well as the ones
discussed in the previous sub-section.

1) The Generation Process: This process includes the
definition of two types of text; normal and validation text,
validation text is hashed to produce a single hash value that is
then encrypted with a secret key to obtain a digital signature.
This process is illustrated in fig. 1 and 2.
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The digital signature and metadata are stored on the
blockchain and a unique key is generated. This unique key and
public key associated with the secret key used to create a
digital signature are encoded to the barcode which is placed on
a document. The metadata consists of; position, length, width
and checksum values that are derived for each validation text,
hash produced for all the validation text labels and timestamp
of when the document was created. Finally, a digital copy is
sent to the recipient and the pdf document is generated, printed
and presented.
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Fig. 2. Encode Information.

2) The Validation Process: Once the documents have been
generated, printed and issued, the recipient can then use the
documents in various cases, i.e. applying for jobs, applying for
bank acounts etc. When these documents are submitted, they
must be verified in order to determine whether their integrity
has been maintained. Users can either submit a digital copy or
a hardcopy document. If a hardcopy document is presented,
the document must be scanned first in order to obtain a digital
copy. To start the process of validation, the system reads in a
scanned image and the barcode is identified and decoded. The
barcode consists of a public key and unique key (which is used
to fetch metadata related to the document from the
blockchain). With the use of the public key extracted from the
barcode, the digital signature is validated, if valid the metadata
is extracted and used to locate the validated labels in the
document. Thereafter, Tesseract OCR is used to validate the
text labels. The hash (of all the validated text labels) is
calculated and compared with the one from the original
document (retrieved from the blockchain). If the comparison
fails, it means the document has been altered. In addition to
the hash that is included, a checksum for each text label is also
calculated, this aids to point the exact text label that is not
matching. Fig. 3, illustrates the process of document
validation.
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Fig. 3. Validation Process

The evaluation of the proposed solution will use a dataset
generated using the generation process. The dataset would
consist of 100 generated documents, using different fonts, i.e.
Courier, Arial, Times New Roman etc., in order to determine
the accuracy of OCR on these documents. The dataset will also
be separated into different groups, on the size of text, which
are; small, medium and large text. The validation process will
be used to verify the integrity of the documents. To evaluate
this, the information retrieved from the blockchain must be the
same as the one presented when hashed.

Based on the studies conducted, the use of blockchain to
verify documents is not something new and the
implementations discussed in this paper have been a great
success. Be that as it may most proposed and implemented
solutions focus more on utilizing a single hash for verification
purposes, whereby the document content is hashed and the
calculated hash is saved on the blockchain [15]. To augment
the existing solutions, our solution uses the blockchain to save
more information about the document which is used during the
process of validation, and also aims to exclude the irrelevant
information in the document. Not only are we intending to
identify a document that has been tampered with, but we also
want to be able to show where the document has been changed.



This is made possible by including the exact position of the text
that should be validated, (x and y coordinates) and the width of
the text in the metadata. Before using OCR when the text is
extracted from the document all white spaces are removed to
minimize any additional white spaces introduced in the
process. In most case a single hash value is used to represent
the document’s content, which cannot be obtained as a hash is
designed to be a one way function, whereby we don’t know the
contents of the document, nor are we aware of the location of
the altered text.

1V. CONCLUSION

This paper presented a proposed solution for the problem of
document forgery, which is an extension to our previous
proposed solution. The solution employed 4 techniques; OCR,
cryptographic hashing, digital signatures and 2D barcodes.
OCR was the first technique to be implemented, whereby
documents were generated using a font known as AnyOCR
(which is designed for OCR tools) and Tesseract was used to
validate the documents. The experimental results yielded an
accuracy of 100%, which is good. The second part of the
experiment was to combine all the techniques, whereby new
documents were generated and validation text was specified
which was then added to the barcodes that are positioned at the
bottom of the documents. Using our validation process, the
system was able to detect when documents have been tampered
with. This paper extends the previous solution by limiting the
number of barcodes used to a single barcode and using
blockchain to store the information that was previously stored
in barcodes. This proposed solution will be implemented and
tested for its practicability to detect forgery and ensure that the
integrity and authenticity of a hardcopy document is
maintained.
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