
Cryptography Methods for Software-Defined
Wireless Sensor Networks

Sean W. Pritchard∗, Gerhard P. Hancke∗ and Adnan M. Abu-Mahfouz∗†
∗Department of Electrical, Electronic and Computer Engineering

University of Pretoria Pretoria, South Africa
†Meraka Institute

Council for Scientific and Industrial Research (CSIR)
Pretoria, South Africa

Email: spritchard001@gmail.com, gerhard.hancke@up.ac.za, a.abumahfouz@ieee.org

Abstract—The Software-Defined Wireless Sensor Networking
(SDWSN) paradigm aims to solve inherent issues present in
Wireless Sensor Networks (WSN), such as resource constraints,
by adopting a Software-Defined Networking (SDN) approach
to the management of these WSNs. The security aspect of
SDWSN has received little attention due to a focus on the
architecture. As this paradigm is a combination of both WSN
and SDN, some solutions from both paradigms can be adapted to
consider SDWSN. One of the main problems with implementing
security within WSN, lies within its inherent issues, such as
resource constraints. However, due to the centralization of control
brought about by the SDN paradigm, most of these issues are
alleviated, leaving room for WSN security implementations. In
order to investigate the use of WSN cryptography within SDWSN,
cryptography methods have been implemented within a SDWSN
network in order to verify whether the SDWSN paradigm does
allow for resource intense WSN security implementations.

Index Terms—IoT; WSN; security; security threats; SDN;
SDWSN

I. INTRODUCTION

Software-Defined Wireless Sensor Networking (SDWSN) is
the paradigm that makes use of a Software-Defined Network-
ing (SDN) approach to the management of Wireless Sensor
Networks (WSNs), in an attempt to solve most of the inherent
issues with WSNs, for example, resource constraints resulting
from the expansion of WSNs [1] [2]. SDWSN results in the
separation of the data and control layers of the network which
allows for centralized control of the entire network without
affecting its overall energy consumption [3].

Within any network, security is one of the most important
aspects, and within the SDWSN paradigm, this aspect has
had a lack of focus due to the fact that most of the attention
has been towards developing the SDWSN architecture itself.
Existing work addresses security within SDN [4] - [6] and
WSNs [7] - [10] individually, however, there is less research
addressing security within SDWSN. The paradigm itself also
results in new issues and challenges due to the fact that it is
a combination of two developing paradigms.

The fundamental issue with WSN security lies within its
implementation. Due to the fact that WSNs consist of small
inexpensive sensor nodes with wireless capabilities, they have
limited resources, such as processing power. This resource
constraints result in the inability to implement WSN security

solutions which has therefore led to the development of low
resource cryptography methods in order to secure WSNs.

However, one of the advantages of the SDWSN paradigm
is that the centralized control results in the freeing up of
resources due to the fact that the sensor nodes mainly have
to forward data to the controller. Therefore, resource intense
cryptographic WSN solutions may be implemented on the
control or application planes of the SDWSN architecture.

The two main types of cryptography are symmetric cryptog-
raphy and asymmetric cryptography. Two basic cryptography
methods were implemented within a SDWSN network in
order to aid the investigation of the optimal solution regarding
cryptography within SDWSN and determine whether the SD-
WSN paradigm truly results in the ability to implement more
resource intense WSN security.

II. WSN SECURITY IMPLEMENTATION

The main form of security implementation within WSNs is
the use of cryptography in order to secure communications.
Although optimal solutions to WSN cryptography are still un-
der investigation, existing solutions may be appropriate when
considering their implementation within SDWSN, however
there are issues with WSN cryptography as discussed below.

A. WSN Security Implementation Problems

The main issue with regards to WSN cryptography imple-
mentation stems from the inherent issues seen within WSNs
[7], such as resource constraints, which are significantly in-
creased upon expanding these WSNs. This is due to the fact
that most encryption techniques were developed for enter-
prise/traditional networks and are not feasible for WSNs due
to the lack of processing, memory and battery power that
they posses [11]. Implementing cryptography requires more
processing and additionally may also cause more delays, jitter
and packet loss within WSN [7].

Most research focuses on low resource cryptography meth-
ods [9], [12], [13] which are primarily separated into symmet-
ric and asymmetric cryptography.

Symmetric cryptography methods are the preferred imple-
mentation when it comes to WSNs due to their efficiency



and generally low implementation cost. However, these cryp-
tography solutions result in problems when considering the
management of large scale networks. Attempts to improve the
scalability of symmetric cryptography methods have come at
a cost to component resources. On top of this resistance to
scalability, these methods are generally difficult to implement
in software.

Asymmetric cryptography methods arose from attempts to
mitigate issues with symmetric cryptography such as the
simplification of cryptographic key management. The issue
with these methods however, is that the methods are too com-
putationally demanding for wireless sensor nodes to handle,
therefore running into the fundamental implementation barrier
seen within WSNs.

B. Advantages to WSN Security

Although optimal solutions regarding cryptography within
WSNs remains a challenge, the nature of the SDWSN
paradigm presents a few advantages in this aspect. Due to the
centralization of control brought about by the SDN paradigm,
the majority of the network programming is handled by a
separate controller as opposed to the sensor nodes, thus freeing
up network resources which may be used to implement more
demanding security solutions.

The cryptography methods discussed above are based on
the coupled architecture of the sensor nodes [1] rather than
the decoupled nature of the SDWSN architecture, however,
these methods and solutions may still be implemented on the
control and application plane.

III. WSN CRYPTOGRAPHY

In order to secure the transmission of data from the various
types of threats present in WSNs, various cryptography tech-
niques are used. These cryptographic techniques are primarily
divided between symmetric and asymmetric cryptography as
mentioned above.

A. Symmetric Cryptography

The main idea behind symmetric cryptography or secret
key cryptography (SKC) is that all the sensor nodes already
know secret information (for example the security key itself or
information that helps derive the key) before the deployment
of the network [12], thus ensuring secure communication
throughout the network. This requires the information to be
loaded onto the sensor nodes individually before they are
deployed within the network.

The overall disadvantage with SKC is that the fact that
secret information needs to be loaded onto each node before its
deployment makes SKC resistant to scalability and difficulty
to implement through software, fundamentally making SKC
unfeasible for large scale networks. Additionally, having all
the information on all nodes within the network is a security
threat as an attacker may be able to compromise the entire
network if they compromise a single node as the node will
contain secure information that is present on all nodes.

Many different security models have been proposed to miti-
gate these disadvantages, that make use of different techniques,
for example pre-distribution of a random set of keys to each
node [14], which was improved to consider deployment knowl-
edge of the pre-distributed keys resulting in the same level of
security and connectivity for only a fraction of the previously
required keys [15], thus freeing up memory resources within
the node. The main disadvantage with this scheme, however is
due to the fact and increase in the amount of captured nodes,
increases the number of affected links [12].

Alternatively the use of a trusted base station has been
proposed that can securely distribute keys as described by
Perrig et al. [16] set of Security Protocols for Sensor Networks
(SPINS) where a trust setup distributes a master key to each
node at the time of deployment which is used to derive all
other keys. Location-based keys (LBK) has been proposed
[17] whereby keys are established and managed using their
geographical location. The issue with the use of LBK is that
the location information of nodes is not guaranteed within a
random deployment [12].

B. Asymmetric Cryptography

The fundamental issue with asymmetric cryptography, or
public key cryptography (PKC), is that although it solves
most of the issues with SKC, its implementation depends on
the use of difficult mathematical problems and therefore the
algorithms use more resources, such as energy consumption,
than symmetric cryptographic solutions. The main advantage
with PKC is the fact that nodes do not need pre-distributed
keys, and can establish secure connections using key agree-
ment algorithms or by distributing keys. As is the case with
SKC, PKC algorithms have been optimized to mitigate their
disadvantages within WSN implementation. It has been stated
that both RSA and elliptic curve cryptography (ECC) are suit-
able for small devices without hardware acceleration [12], and
have therefore been the main focus for PKC implementation
within WSNs.

The RSA algorithm is named after its developers and is
one of the most commonly used PKC algorithms. It allows
an encrypted message to be sent without the node having to
know a secret key. However, RSA is said to be unfeasible for
use within WSNs [18] due to the fact that the 8- or 16-bit
processors used in WSNS are unable to provide the necessary
memory and processing power to provide strong security. In
order to provide strong security, the use of 1024 bit modulus
and 160 bit private keys are suggested [19]. However, it has
been shown that certain functions of the RSA algorithm can
be applied to WSNs [12], as is the case with the TinyPK
system [20] which allows authentication and key agreement
between sensors that have limited resources. In this system,
public RSA functions are implemented on the sensors and
private RSA functions are implemented on an external device
which results in a promising hybrid solution between SKC and
PKC.

ECC outperforms the RSA algorithm on the 8- and 16-
bit processors associated with WSNs because of the shorter



transmission messages resulting from the fact that ECC makes
use of 160-bit keys over RSA’s 1024-bit keys [12] and also due
to the faster multiplications seen within ECC as opposed to
RSA [21]. Various ECC implementations are discussed each
containing different algorithms, optimizations and platforms
[12], however, it has been noted that the two popular imple-
mentations are TinyECC and ExxM on the TinyOS platform
[13].

It is clear that ECC outperforms RSA within WSN imple-
mentation, however this may be different when considering
SDWSN, where resource limitations are mitigated and it is
possible that RSA may be preferred over ECC. The use of
PKC has been said to be more advantageous than SKC in terms
of both memory usage and complexity, and security resilience
[12], which may be emphasized when considering the SDWSN
domain.

Additional hybrid solutions between SKC and PKC exist as
is the case with McCusker et al. [22] who have stated that
although SKC systems are appropriate for securing commu-
nications between nodes, the fact that keys are pre-installed
system wide results in security threats and increased memory
consumption, and because of this, are not appropriate. They
suggest the use of an asymmetric key system to establish SKC
keys between individual nodes. This is achieved using Identity
Based Cryptography (IBC) where the identity of the node is
used as a public key, instead of using a certificate to bind the
nodes identity to a public key [23].

C. Cryptography in SDWSN
When considering the SDWSN paradigm, many WSN cryp-

tography solutions that were thought to be unfeasible can now
be adapted and implemented on the control plane thanks to
the freeing up of network resources. Additionally, there are
developed platforms that can better utilize the decentralization
of SDWSN in order to provide an optimal solution with
regards to cryptography within SDWSN.

The idea of a trusted base station as shown in the SPINS
platform [12] is an example this. The SDWSN paradigm
presents a major advantage when considering the fact that
the platform relies on a trusted base station to distribute
master keys. Due to the centralization of control and security
management brought about by SDWSN [24], the controller can
act as the trusted base station and can therefore be enforced
with SPINS security kernal in order to provide a unique
solution to cryptography within SDWSN.

With regards to PKC, more resources can be allocated
into implementing RSA cryptography, which is considered
the standard, within the controller. Additionally some parts
of the algorithm can be applied to the nodes as outlined in
the TinyPK system. Within WSN it is evident that the smaller
ECC algorithm is the best PKC technique, however as stated,
this may not be the case within SDWSN and therefore more
work must be done to confirm whether this is the case.

IV. CRYPTOGRAPHIC ALGORITHM COMPARISON

In order to determine whether SKC or PKC is the best
solution for cryptography within SDWSN, the most popular

SKC and PKC algorithms are described and implemented
within an SDWSN network. The two selected algorithms
are the AES algorithm for SKC and the RSA algorithm for
PKC, and are chosen due to their ease of implementation
and popularity. The implementation of these algorithms are
explained below.

A. Symmetric Cryptography: AES Algorithm

The AES encryption algorithm is a symmetric block cipher
that is able to process data block inputs of 128 bits using keys
of length 128, 192 and 256 bits. Four different transformations
are used in order to encrypt a data input is shown below (this
is known as the cipher) [25].

• Byte Substitution using a substitution table (S-box).
• Shifting rows of state array by different offsets.
• Mixing data within columns of the state array.
• Adding a round key to the state.
The process of encryption is shown in the block diagram in

Fig. 1.

Fig. 1. AES Cipher block diagram

To begin the encryption the message is copied to a state
array. Thereafter an initial round key is added and then the
state array is transformed using a round function. A round
function is a function that applies the four transformations
described in the order they are described. Depending on the
key size, the round function can be implemented 10, 12 or 14
times with the final round being different in that it does not
apply the mix columns transformation. Key expansion refers to
the function that generates a key schedule from the given key.
Thereafter, to decrypt the ciphertext, all cipher transformations
are inverted in the reverse order, producing an inverse cipher.

B. Asymmetric Cryptography: RSA Algorithm

The RSA algorithm, introduced in 1978, is named after its
developers and is one of the most popular forms of PKC. Not
only does it implement a PKC, but it also implements digital



signatures. The idea behind PKC is to have a public encryption
key and a private decryption key, therefore only the correct
decryption key is able to decrypt the message [21]. Due to
the fact that the encryption keys are public, both keys must
be produced in a way so that the decryption key is not easily
deduced. In order to verify the origin of the message, digital
signatures are used in the decryption key.

The algorithm uses two prime numbers to create a large
prime number which is then used to encrypt and decrypt a
message [26]. In order to create a secure key and encryption
scheme the process requires large mathematical functions and
many multiplications which is why the RSA algorithm has
been previously too resource intense to implement within
WSNs.

V. ALGORITHM SIMULATION

In order to verify which algorithm works better within an
SDWSN network, the two algorithms were implemented using
the IT-SDN tool [27]. IT-SDN is an open source SDWSN tool
inspired by TinySDN, however it is independent of operating
systems and its functions. It primarily makes use of Contiki
and the simulations themselves were done using the Cooja
tool. The two algorithms were implemented in the same
manner as depicted in Fig 2.

Fig. 2. Simulation block diagram

Firstly, the network is initialized and all nodes are con-
nected to the controller. For the simulation, three SDN-enabled
nodes were used with one controller and one sink node. The
same layout was used for three different simulations. One
simulation where no encryption was implemented, then two
more each implementing AES encryption and RSA encryption.
The SDWSN nodes are programmed to send a message every
60 seconds. These messages are then received by the sink
node. Encryption was carried out on the nodes to encrypt
the message before it was sent. This encrypted message
was then received by the sink node and decrypted before it
was displayed to give a visual indication as to whether the
decrypted message was the same as the original message.

All three simulations were carried out over a time of
20 minutes and using the same platform. The sensor node

platform was originally the Arago CC2520 wismote, however
these motes were unable to compile the required encryption.
Therefore these motes were replaced with the Tmote sky low
power wireless sensor module [28]. It is important to note
the sensor node platform used as it to calculate the power
consumption of the network simulation.

A. Simulation metrics

In order to verify if the implemented algorithm performed
as required and fundamentally determine which algorithm was
better, the following simulation metrics were monitored.

• Energest CPU, LPM, TX and RX values
• Overall delivery rate
• Packet data ratio
• Overall delay
In order to obtain these metrics, a Qt based monitoring

interface was used. This interface makes use of IT-SDN’s
statistic script to obtain statistical data such as overall delivery
rate, and an Energest script in order to obtain energy values.
Energest Power profile is a set of equations that makes use of
power metrics derived from Contiki’s Powertrace application.
In order to calculate the power consumption, Energest makes
use of the following equation.

Power =
EnergestV alue× Current× V oltage

RtimerSecond×Runtime
(1)

Where the energest value is the value CPU, LPM, TX and
RX value provided by powertrace, RTIMER SECOND is the
number of ticks per second, runtime is the interval at which
the measurements are taken and the current and voltage values
are the values derived from the datasheet of the Tmote Sky
nodes.

The other statistical data, such as overall delivery rate, will
provide an indication as to the success of the encryption
implementation. A low delivery rate and packet data ratio will
correspond with data packets failing to deliver. The overall
delay will provide another indication as to which encryption
implementation is more efficient in terms of time taken to
process the algorithm.

B. Results

The results obtained from the simulation of the SDWSN
network are shown in TABLE I and Fig. 3. TABLE I contains
the main power measurements and statistical data for the
simulation and Fig. 3 shows the average power usage of the
simulation.

The main power measurements in TABLE I are average
power and total power. The average power measurement is
the average power for all nodes in the simulation for each
of the three simulations. The total power measurement is the
sum off all the obtained power values for all nodes for each
of the three simulations. As shown in TABLE I, the average
and total power values are similar for the simulation of no
encryption and AES encryption (with a difference of 100 µW
and 92.7 mW respectively), whereas in the case of the RSA



encryption simulation the average and total power values are
slightly larger with a difference of 3.3 mW and 257.3 mW
respectively.

The statistical data captured from each simulation is an
indication as to the success of the encryption implementation
within the network. The overall delivery rate is the ratio
between all packets delivered and all packets received, the
data packet fraction is the ratio of data packets to other packets
(such as control set up packets) and the overall delay is the
average delay for all packets in the simulation. All three
simulations have a delivery rate of 100% and a data packet
fraction of 65.93%. However, the overall delay is longer by
3.42 ms for AES Encryption and 6.67 ms for RSA encryption.

Fig. 3 shows the average power over the simulation time for
all nodes within the network. This figure is a visual indication
of the fact that the simulated RSA encryption resulted in higher
energy values overall.

VI. DISCUSSION AND REMAINING CHALLENGES

As shown by the results, the implementation of both the
AES and RSA encryption algorithms using IT-SDN was
successful. This is shown by the overall delivery rates and
data packet fractions in TABLE I. The fact that the delivery
rates are 100% and the data packet fractions are all the same
shows that the algorithm implementation was successful as
all packets were sent successfully and additionally, the data
packet fraction of 65.93% shows that most of the packets sent
in the network were data packets.

With regards to the energy metrics, it can be seen that RSA
encryption consumes more power within the simulation as
opposed to that of AES encryption. This is due to the fact that
the RSA algorithm is slightly more computationally intense
than that of AES. Therefore in terms of energy consumption,
the AES algorithm is better, thus providing an initial indication
as to which cryptographic method is better. Additionally, it
is shown that the overall delay is lower for AES encryption
than RSA encryption. This is another indication that the AES
algorithm is better than the RSA algorithm with regards to its
implementation within SDWSN.

However, the difference in performance and energy usage
is not significantly large as expected for the RSA algorithm
and although the AES algorithm may be slightly more energy
efficient and faster, this is not an indication as to the overall
security gained by using a specific algorithm. It is important
to note that no attempts to break into the network were made
due to the fact that a comparison between SKC and PKC
with regards to the overall resource and energy consumption
was the main purpose of this paper. Therefore, although the
AES algorithm outperforms the RSA algorithm, the RSA may
provide better security overall. Thus there is fundamentally a
slight trade-off between security and efficiency, which when
considering the fact that the RSA algorithm consumes slightly
more energy, may work in favor of RSA.

It is also important to note, that only the two simplest
algorithms were chosen in order to implement these algorithms
on the IT-SDN platform. Many other implementations exist for

platforms such as TinySDN and SDN-Wise, however not for
IT-SDN, and therefore the two simplest, most popular algo-
rithms were chosen to be implemented. Therefore, using other
PKC algorithms such as ECC should yield better results with
regards to energy efficiency and overall security. Additionally,
due to the fundamental nature of SDWSN, the RSA algorithm
can also be implemented within the network as shown in the
results above. Therefore, solutions based on the RSA algorithm
can now be considered for use in SDWSN.

However, the same could be said for SKC algorithms. It
has been shown that SKC key management can be carried out
through the use of a trusted base station as is the case with
SPINS. This idea sounds very promising when considering
its possible implementation within SDWSN. The SDWSN
controller can act as a base station and could be used in
conjunction with a security kernel or management interface
in order to carry out key management. This idea must still
be tested within the SDWSN paradigm, but could provide a
promising solution to cryptography within SDWSN. Addition-
ally, hybrid solutions such as the one presented by McCusker
et al. [22] may prove advantageous when considering their
effect within SDWSNN.

The results above essentially prove that AES encryption, and
by extension SKC cryptography is less resource intensive than
RSA encryption when implemented within an SDWSN net-
work, however this may not be true for all SKC cryptography
methods, for example, ECC cryptography. Additionally, hybrid
methods and methods that consider the nature of SDWSN
itself may prove a better solution for cryptography within
SDWSN.

VII. CONCLUSION

Various simulations were carried out that test the implemen-
tation of both the AES algorithm and RSA algorithm within
the IT-SDN platform. The results show that the algorithms
were successfully implemented within an SDWSN network,
and that the AES algorithm is the more efficient algorithm in
terms of resource usage and energy consumption.

However, this does not fundamentally answer the question
as to which cryptography method is better within SDWSN.
Although the AES algorithm performs better within the net-
work, there is no guarantee that the security provided by this
encryption is sufficient for the network. Therefore, the use of
PKC methods such as RSA and ECC may prove to have a
better trade-off between security and efficiency.

Additionally, new platforms could be developed that con-
sider the nature of SDWSN. These platforms can be based
on the work done by Perrig et al. [16] and combine both
symmetric and asymmetric solutions in order to provide a true
clear solution for cryptography within SDWSN.
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