Software Defined Wireless Sensor Networks Security
Challenges

Tebogo Kgogo, Bassey Isong
Computer Science Department
North-West University,
Mafikeng, South Africa
kgogot@gmail.com, isong.bassey@ieee.org

Adnan M. Abu-Mahfouz

Meraka Institute
Council for Scientific and Industrial Research (BB
Pretoria, South Africa
a.abumahfouz@ieee.org

Abstract— Wireless Sensors Networks (WSNs) have been research and development activities in the fieldAMBNs in

gaining significant attention in both the industries and the
academia in recent years. However, WSN are vulnerdd to
growing security threats and attacks which are inep for the
current traditional security mechanisms to cope wih or mitigate
such security challenges. As a solution, Software efined
Network (SDN) has emerged and been merged with WSN form
what is known as Software Defined Wireless Sensoreivork
(SDWSN). SDWSN is introduced to bring flexibility,
programmability and innovation to the WSN network. However,
SDWSN is not exempted from security challenges. SDSW is
faced with multitude of security challenges inheriéd from both
SDN and WSN which have become a bottle-neck to itgperations
and applicability. Therefore, this paper presents ascurity
challenges in both WSN and SDN which are transferdé to
SDWSN. We discussed the inheritable security chaliges from
the perspective of SDN and WSN by outlining severgbossible
threats, attacks and some countermeasures. This iimportant to
bring together these challenges in order to attracor stimulate
more research and development activities aim at réizing a more
secure and dependable SDWSN.
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l. INTRODUCTION

recent years.

Software Defined Network (SDN) is a network paradlig
developed to cope with the inherent limitations &émallack of
flexibility faced by the current traditional netvkomanagement
[9]-[11]. SDN is a network technology where network
management is made easier and allows it to be dgadyn
controlled, changed and behavior managed througbhmique
called network programmability [9], [12]. The dempimental
goals of SDN were to simplify innovation and the
programmability of the network management and cbntn
particular, SDN operates with the architecture thepparates
network control from its forwarding. It operates @an
architecture that brings the separation of datacamtrol plane
through an interface called the OpenFlow. In recgsurs,
SDN is gaining momentum and has attained widespread
applications.

In the realm of computer networks, when SDN panadig
incorporates WSN, it manifest to a new network gigma
called Software Defined Wireless Sensor Network W&IN).
SDWSN is today a new emerging paradigm for Low-Rate
Wireless Personal Area Networks (LR-WPAN) [13]. It
constitute one of the best approaches that canskd to

The development of smart sensors in recent yeass hamprove the efficiency, sustainability of WSNs, tias

become the leading driving force of the advancement
wireless sensor networks (WSNs). WSNs are madeiafom

interoperability with other networks as well asypka critical
role in the looming loT [14]. Considering the imtaont

sensors which are capable of monitoring physicall anapplication of WSNSs, it is vital that WSN is sealirand

environmental factors like temperature, humiditibrations,
motions, seismic events, etc. The wireless conorecd WSNs
allows the development of ad hoc networks withcadihg to
establish physical infrastructure or central manag#
beforehand. In general, the knowledge of nodegipnsinakes
it easy to increase more useful and essential imxsuch as
the specific area sensing as well as the improvenoén
network efficiency [1], [2]. Thus, the localizatioof node
constitutes a key component for several WSNs agitjdias [3],
[4]. WSN as a network technology is used to easesfiace
between the physical world of human and the virtuatld of
electronic devices like computers [5]. Its impodaties on the
fact that they have a lot of potential to proffasteffective
solutions for problems such as in the military, roakl and
various smart systems such as Smart City, Smad @&mid
Smart Water System [6]—-[8]. Furthermore, the inacitbn and
proliferation of technologies like the Internet Biings (loT)
and others has skyrocketed the demand of WSNs Hsasve

dependable. However, integrating full security inSMW/
constitute a challenging task when compared sgciribther
networks. This is because there are several réstscand
constraints emanating from the fact that sensoresduave
limited processing power, energy, and storage ak as
limited bandwidth in wireless links which are praefailure.
Moreover, sensors are prone to several cyber andigath
attacks such as falsification of data, denial avise (DoS),
interception of communication and so on [15]. Hoemrethese
attacks are not different from attacks that are room to ad
hoc networks on the basis that sensor nodes arected)
Nonetheless, regardless of these challenges, secemains
important and vital for many of sensor networks][Ibhe
integration of SDN with WSN will proffer an enhawicgiew
of the SDWSN paradigm. In addition, SDWSN is not
exempted from security challenges and has limited i
operations and adoption. As a new paradigm, lotgark have
not yet been done and it is important that thesdlages are
made known for research efforts to be channeledhém.



Therefore, in this paper we discuss the securigllehges of

both WSN and SDN and how these challenges affdms t

paradigm of SDWSN. The objective is to ensure thase

challenges are made known to both current and dutur

researchers in order to design and develop a seaunde
dependable SDWSN.

The remaining parts of the paper are organizealsns:
Section Il discussed security in WSN, Section Icdssed on
SDN security, Section IV outlined security in thBV@SN and
Section V is paper conclusion.

II.  WIRELESSSENSORNETWORKSSECURITY

In the realm of WSNs like other networks, WSNs are

vulnerable to security threats and are associatitid mwany

security challenges [16]-[18]. In this section, present some
of the security threats that affect WSNs. One achdhireats is
known as spoofing. This threats has the capaliitghange
network routing information, collect passive infation,

subvert nodes and perform several attacks suchinkBsote,

Sybil, DoS and jamming [5], just to mention a fddowever,

data authentication, data confidentiality, data egnity,

availability and redundancy are very important ségu
requirement of WSN that still need to be ensurednn WSN

system or application.

In particular, security has become a challengiraplem in
WSN because of its widespread applicability inahgdi
battlefield, surveillance, building monitoring and critical
systems such as airports and hospitals [5]. To renthat
information transmitted between sensor nodes owvdrt
sensor nodes and base stations (BS) are in praestate, the
security goal of confidentially is indispensabléisTis vital to
avoid the communications being eavesdropped byclaia
[5]. With WSN, it is very important for sensor nadend BS to
be equipped with the capability to confirm the aumticity of
data received and the trustworthiness of the sensale
involved. Thus, trust establishment between nodea very
important security attribute. The rationale is tfas$e data can
alter the predictability of the entire network ahe integrity of
the data compromised. Thus, data should be protegeainst
alterations and correct/accurate data must bevettdily end
users at all the time [5]. Another important reasdty severe
security threats exist in WSN is due to the faett teensor
networks interact closely with their physical eoviment and
with people. To this end, the current security na@i¥ms are
insufficient to cope with the limitations and corexities faced
by WSNs [19]. These therefore, constitute new mebea
challenges on varieties of issues such as beingstdb DoS,
privacy, secrecy and authentication, key establésttnrouting
security and node capture [19]. In general, acalitsecurity
challenge is bent on protecting wireless commuitinainks
against the onslaught of eavesdropping and tangefihere
are also several existing security related problentd
discussed in this paper that need further research.

A. Major WSN Security Challenges

WSNs have numerous attributes that makes
exceptionally incapable of thwarting several seaguattacks in
the threatening environments like the battlefield the
perspective of the military [20]. They include:

* In WSN a wireless channel/node is open to everyone.
Anyone can participate in communication because the
configuration of the radio interface is done agjfrency
band which is constant. This however offer attagker
the greatest opportunity to break into WSN.

» Several protocols in WSN are open and consequently,
attackers can launch dispatch attacks effortlessly
exploiting the vulnerabilities in the open protacol

» Due to the existence of constraint resources,dbines
cumbersome to execute effective security algoritbms
the sensors environment because some of these
algorithms are complex.

 Because WSNs are usually deployed in areas
considered to be hostile and without any fixed
infrastructure, there are always faced with various
attacks. This is due to the difficulty of instadin
constant surveillance after network deployment.

Moreover, Chenret al. [21] summarized several security
challenges in WSN which are highlighted as follogvin

* Reducing the resource consume and increasing the
performance of security.

» Sensor networks are more prone to link attacks agch
passive eavesdropping, active interfering and so on

 There is end-to-end information transfer
intermediate during in-network processing.

applies

* The traditional wired-based security schemes besome
inept by wireless communication characteristics.

e Complexity is introduced by large scale and node
mobility.

* Network topology is rendered dynamic due to the
addition and failure of nodes.

B. WSN Possible Attacks

Security attacks in WSN can be classified into cktta
technigues, compromised nodes, passive attackieaatiack,
external attack and internal attack [20]. In a gtbg Du and
Chen [15], four likely attacks were reported thancbe
targeted on sensor time synchronization. Thesekattaclude
replay, message manipulation, masquerade and delay.
Furthermore, Saraogi [22] also discussed severalrisg
threats and attack types on WSN. Some of the attack
discussed in [22] are the node subversion, collecti
information, false node, and malicious data. Othemes the
Sybil, sinkhole attacks and Wormholes. The studygo al
discussed several countermeasure for some of timesgs.

1) Attack techniquesSeveral techniques are employed by
attackers to scale attacks on WSN due to lack ofdwied of
most of the communication protocols. This is perdnby
eavesdropping on the transmitted packets. In thge cfalse

therpackets can be secretely inserted into the netwmrkause

sensor nodes confusion. In addition, received paaten also
be alter by malicious nodes before being forwar2iefd|



2) Node compromisationthis attack constitute one of the
most deadliest malicius attacks that targets WSMs attack
takes advantage of the fact sensors networks gleyads in
environment considered hostile where constant raong are
not maintained. Thus, an attacker can seasily pidensor
node and all imortant information for security moals can
easily be extracted [20].

3) Passive versus active attackh passive attack, vital
security information are extracted in WSN unknovynd@ he
attacker remains quiet so that it can eavesdrapetraffic or
quietly transformed to a network participant in @rdo steal
vital information in the network such as traffictdan which
analysis can be performed upon to to extract soauweet
information [20]. The information gathered can thmn used
for different purposes. Passive attack is a veeadherous
form of attacks since no traces or evidences drafeer the
attack. However, the impact of active attacks iscimmore
dangerous than passive attacks. But other anomales
signify the evidence of malicious attacks in théamek since
the attacker is a typical and active participanth@ network
communications [20].

4) External versus internal attack:External attacks
originates fom the envirioment external to the roetw It can
be achieved via passive eavesdropping or the iosedf
malicious packets into the network with the capgbito

Moreover, internal form of attacks are carried bytnodes
assumed to be genuine that will behave in uninténdays
[23].

5) Group communication attacksCheikhrouhou [24]

information in critical applications such as hecitte,
military operations to be kept secret.

» DoS attack: This attack constitute an attempt to stop a
group from operating or to disrupt their servicgsan
attacker. DoS attacks can be scaled by an insider o
outsider by sending fake group leave request oalbeh
of other members.

In this section, we present the security challentyes
affects SDNs.

A. SDN in WSN Architecture

SDWSN is a new network paradigm that originatesnfro
the combination of the SDN and the WSN. WSN devibes
exist are considered to be half duplex since thay only
transmit or receives in one given frequency at\emitime.
Consequently, the in-band control communicationwket
SDN nodes and SDN controller is needed. The ainthef
SDWSN was to make network management of WSN flexibl
and simple and also to enable the central or aftstigw of the
whole networks.

SDNSsS SECURITY CHALLENGES

Jacobsson and Orfanidis [25] proposed a flexible
architecture for WSN and loT that are based on SivN
where in-network processing is an integral parte Téported
that the existing SDN architecture for WSN is faosith

gseveral challenges. WSN have constrained resourcdsin

most cases they use battery as source of powethentheans
that the available energy must be well managed.eévew one
of the basic functions in SDN architecture is the
communication between the control and data plarte am
increase in the communication will increase the rgne

conducted an indepth discussion on attacks on W&t t consumption. Therefore, energy efficiency is an drtgmt
emanates from group communication. In this formaiéicks, factor to be considered in the perspective of SDW3H].
group communication in WSNs are vulnerable to saver SDN is an important building block for being able tse
attacks as a result of the nature or the inhemmatufes of the standardized low-cost off-the-shelf hardware ant aghieve
networks. Some of the group communication attacks acustomization suitable to the individual deploynsent

discussed in [24] are sumarized as follows: Luo et al. [26] proposed the network paradigm called
* Replay attack: In this attack, old messages can beSDWSN, with architecture showing perfect separatietween
replay by an attacker for the sole purpose of ggini the control, the forwarding planes and the SengmenBlow
access either a particular group or to distracir the (SOF). SOF constitute the core element of SDWSNchvis
operations. In particular, for a successful intptice of  considered a communication protocol standard betwae
a vital information of a valid such as authentioati data and control planes. In the SOF architectheedata plane
information, the attacker can replay the message iare the network sensors having the functionalitéslow-
order to gain access. based packet forwarding. Furthermore, the contriaing
houses one or more controllers which is the brdinthe
network. It control and manages the intelligencehaf entire
network, perform efficient routing and QoS contf26]. The
rationale behind the architecture design was teodiice
rogrammability into the networks by deploying awil table
hat are customized based on the user needs onseasbr
through SOF as a solution to WSN challenges.

e Impersonation attack: This attack operates by
imitating the identity of one of the group membars
order to gain access or carry out malicious achiwit
the group. In the perspective of WSN, the attacker
gain connection with other nodes or to launch othe
attacks on behalf of the node.

« Injecting false messagein this attack, false or fake
messages can be inserted into the nodes to disteirb
operation.

B. Wireless SDN Security Opportunities

In both wireless and wired networks, SDN has treaigst
ability to provide an abstract view of network gwtto an
+ Eavesdropping: In this attack, there is passive element with the responsibility of detecting théstence of

participation of the attacker in a group commundgat threats and abnormal behaviors [27]. In the wigelestworks

by eavesdropping transmitted messages. This requirgo detect the presence of attacks such as rogessapoint will



require the cooperation of the access points irkiwgrtogether

TABLE I. SECURITY REQUIREMENTS OFSDN[32]

to which is expedited by SDN surveillance and canpower
[27].

Requirement

Description

C. Main Security challenges in SDN

Confidentiality

To prevent information disclosute unauthorized
third parties.

L Integrity To ensure that information is not modifiey any
_At the contr(_)ller_-appllcatlon le\_lel'_the SDN d(_xm have adversary. Availability To ensure that authorized
reliable authentication and authorization mechasitorenable users can access data, devices, and seryices
several parties to have access to the network mes®wvhile whenever they have the need.
providing the appropriate protection of these resesi[9]. One | Authenticity Entities are ensured to actually be bnes they
of the most potential security attacks in SDN isSDattack. _ claim to be.
Authorization Only legitimate users can accessuEes.

Furthermore, with SDN where there is open intedaeed

known protocols to simplify network programmingb&comes
easier for attackers to get into the network. Witle full

Nonrepudiation

Users cannot deny any action thaty thave
performed.

knowledge of how to control the network as welbasess the

Consistency

To ensure that flow rules defined biferdnt
applications have no confli

controller, the operation of the network can be &l easily
be subverted to the benefit of the attacker [9] rBpew

Fast responsivenes b

Security events should beegmed in a timely
fashion.

architecture of SDN are known to suffer from trisstues on
OpenFlow applications because it allows third party

Adaptation

To take into account user mobility atghamic
network conditions.

development [28]. Moreover, there is a new attabkt t
fingerprints SDN network and launches more efficiesource

As we stated earlier, some of the threats face8DVSN
can be adopted from SDN and WSN respectively. TABL4S

consumption attacks like DDoS. In general, SDN sgcu analyzed by Het al.[32] presents list and discussion of these

vulnerabilities comes from the absence of integrativith

existing security technologies and the inabilityptuke around
every packet [29]. Chert al. [30] outlined other security
challenges on SDN such as forged traffic flowsaaktswitch

vulnerabilities, attack control plane communicasiorattack
controller vulnerabilities and the lack of trust magement
between applications and controller.

IV. SDWSNSECURITY CHALLENGES

Security constitute an essential tool for everyvoek and
SDWSN is not an exception. However security in SDNWS
still at the infant stage and has not received idensble
attention. In the literature, several researches lieeen done
and solutions published in the perspective secofityDN and
WSN respectively. Some of these security solutioas be
applied to SDWSN and some cannot be applied [14]tl@
other hand, SDWSN lacks major security componeits |
middle boxes and transport layer security (TLS)alvhinakes
it more vulnerable to security attacks [31]. Thentcaller
which poses as a single point of failure is the hattacked
component in the SDWSN even if though attacks are
prominent in the whole network. moreover, DoS &aand
intrusion attacks are among the most popular adtackSDN-
based wireless networks [31]. However, some teclasidiave
been proposed that attempt to mitigate the attaci@DWSN
but have not completely mitigated them([31].

The important advantage of the SDWSN is that itaeicks
network security with its capability of redirectirgg filtering
traffic flows based on packet contents or netwdetes [32].
But in the traditional network, such functions nathy require
additional security modules. In SDWSN they can bgurally
supported. In addition, the clear separation batvike control
and data plane in the SDWSN offers several advastagd on
the other hand, introduce more risks which makegp#radigm
to become more vulnerable to more attack vectoas tie
traditional network. Consequently, the security uisgment,
shown in TABLE I, can be affected hardly by theaation of
planes in SDN [32].

security threats which are inherent in SDN.

Forged or faked traffic flows: The forwarding devices
and the controller are most likely to be endangdnged
this kind of attack. For instance, an attacker leaimch

a DoS attack to overwhelm the forwarding deviced an
the controller resources. Thus, this attack can be
mitigated by the authentication mechanisms.

Attacks on forwarding devices: This type of attacks
can easily overwhelm the network. In this caséngls
forwarding device could be used to discard, slowro
or deviate network traffic. In the worst case, faig
requests could be injected to overload the coetroll

Attacks on control plane communications:Attacks of
this nature can be used to generate DoS attacksest
flows of network traffic for the purpose of dateeth
Several weaknesses have been reported concermng th
TLS/SSL communication and the public key
infrastructure. Consequently, the controller can be
compromised and the security of those communication
suffer from a single point of failure, which may be
self-signed certificate or a compromised certiicat
authority. The TLS/SSL mode alone is insufficieat t
guarantee the controller and the forwarding devices
trust establishment.

Attacks on the controller: This is a serious attack on
the SDWSN because a malicious or faulty controller
could compromise the entire network.

Lack of trust mechanisms between the controller
and management applications: The lack of trust
mechanisms result in lack of trusted relationships
between applications and controller. This can teisul
the controller being attacked or failed.

Attacks on administrative stations: This constitute a
machine that is used in SDN to access the contiatie
the threat surface as seen from a compromised mechi
is even larger.



TABLE II. THREATSINHERITED IN THESDN[32]

Threat

Forged or faked traffic
flows
Attacks on
devices

Consequences in SDWSN
Can be an entryway for DoS attacks.

forwarding| The effect is possibly expanded.

Attacks on control plane Correspondence with coherently
communications incorporated controllers can be
investigated.

Controller attacks Controlling the controller magde off the

whole system.
Lack of trust mechanisms Compromised applications can now
between the controller and effectively be created and sent o
management applications controllers

Attacks on administrative Presently the effect is possibly increased
stations

Lack of trusted
infrastructure for forensics
and remediation

In TABLE II, we present a summary of the threatSIDN
which are also applicable to SDWSN. Since secunias
become critical in the SDN, the security model/feavork of
the SDWSN must be designed to protect the netwiself, the
controller plane, the sensors and the protocolsd ufse
communication within the network. The network mastall
times be alert and aware of any potential threat.tHe
viewpoint of SDN, Ai et al.[33] explained that, SDN security
can be enhanced by utilizing the characteristics itef
architecture, however, the architecture itself poaesecurity
bottle-neck. In point of view of the of the WSN,r@kaet al.
[34] highlighted on the issues of sensor

5

It is as yet basic to guarantee quick
recovery and finding when flaws happen,

TABLE Ill.

netWorkSSDN as well as the entire work done, given SDWSN..

authentication. Rawat and Reddy [31] stated theh e&nsor
node begins ‘“life” trusting only itself. Consequgntit is

therefore important that a node is able to extermth $rust to its
neighbouring counterparts for the goal of creatmngecure
network which is achievable using various protocols
authentication. This requires that nodes shouldetpaeipped
with the capability of protecting themselves intgadar and
the entire network at large from any node thatdeswered
malicious/compromised via the application of datargption

techniques [34].

Moreover, Akhunzadat al. [35] from SDN perspective
outlined some of the security vulnerabilities, et and
security challenges that are inherently commorh& dontrol
plane. They include packet-in controller manipalatattacks,
configuration conflicts, manipulating the systemriahles,
controller capability of proper auditing and auttieating
diverse applications.

Padmavathi and Shanmugapriya [36] also classifyrigc
threats of the WSNs such as corruption of mesgaggsical
attacks, node outage, fake/false node, replicatibmodes,
collection of passive information and privacy ak&®hough,
the SDWSN is a new network paradigm, most exissiqurity
requirements are still applicable as summarizetABLE 1.

TABLE Il introduces existing work in SDN securitihe
security solutions using different techniques. MNwe, it
present the summary of different algorithms thatehaeen
developed by researchers to solve different sgcaspects of

SDNSECURITYCHALLENGESAND COUNTERMEASURES

Algorithm name

Security aspect

Techniques Used

Summary

“Novel mechanism
for resilience to
failures in SDN”
[37]

Scaling a man-in-
middle attack
among switch and
the SDN controller

Controller
replication

This is a new mechanism implemented as resilieaaetwork failures in the SDN. [37]]
developed the component to enhace resilience in N uses its component
organization. Moreover, a Primary-Backup method vistsoduced to enhanve the
resilience of the SDN.

“SDN-based DDoS|

DoS/DDoS  attack

DDoS Blocking

The DDoS blocking scheme is used to protect messaghange among the DDQS

of

on

]

=3

multi-controllers-
based threats

control plane and
overlay networks

Wireless Area Network (WAN) and overlay networksisidered to be guarded. DISCOl|is

blocking scheme”| specifically on the| Application blocking application that executes on the contrake well as the server in SDN-managded
[38] controller network. However, everyother interactions are edrout in the interfaces of the standard
OpenFlow.

“Virtual source | Launching a DoS Integration of | [39] highlights the important limitations of the SAMligh that bound addresses one

Address Validation| attack aim  at| Validation SAVI is still forgable making it difficult for SAVIto be trusted and deployed. However,

Edge (VAVE)” | overwhelming the| mechanism with| the problem can be mitigated via a solution calléd/E. According to [39], it constitute

[39] the Flow Table and OpenFlow/NOX the first proposal to be made about a machanissoofce address validation with the
Flow Buffer architecture. architecture of the OpenFlow/NOX.

“Flover “[40] Security rules and Flow Verification | [40] proposed proposed a novel approach of modeipenFlow flow tables using Yices
configuration SMT solver which whether non-bypass property amdateéd. In addition, a prototypg
conflicts known ad the flow verification tool (FLOVER) waswd#oped. It transforms a given flo

table into a series of Yices assertions as wedheesking for any inconsistency based
the prevailing security policy of the netw.

“NICE” [41] lllegal access automating  the| [41] implemented a tool called NICE which automidue testing of OpenFlow applicatior)

testing of Open-| using a combination of both model checking and obimcexecution. The tool is tq
Flow applications | expidite the exploration of the state space ofathiginal programs of the controller mean
for NOX platform.

“DISCO” [42] A distributed DISCO for WAN | [42] also developed what was called DISCO (DlstribudN COntrol plane) for

organized in a per domain manner, where an indalidwntroller is responsible for
specific SDN domain.

V.

CONCLUSION

This paper presents several security challeng&DoVSN
that originates from the perspective of WSN and SDNe

paper also discuss several existing countermeasanes
existing proposed solutions that can be used tmabé those
security challenges. The paper surveyed and peefbrm
security analysis of the inheritable security adradjes faced by



the

network paradigm of SDWSN. Based on the surwey,

found that SDWSN is still at its infancy stage as®turity
remains the major issue. Therefore, mechanisms itigate

security attacks

in SDWSN must

implemented. Security model/framework must be dexigto
protect the entire network, the controller plahe, $ensors and
the protocols used for communication within theamek. This
is important to ensure that SDWSN is secured apeérmtiable,
gain widespread applicability and so on.
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