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Abstract. Digital identity with biometrics is the future of how individuals will be
identified in this digital era. Although there are current solutions that provide digital
identity, the research reveals that traditional solutions lack security for biometric data,
making them vulnerable to biometric data breaches, and data lost with difficulties to
recover. This study discusses the importance of protecting our identities, as identity theft
is increasing rapidly due to the rise of identity verification online. A comprehensive
review on protecting identity using biometrics and Zero Knowledge Proofs has been
conducted. A novel biometric system architecture based on Zero Knowledge Proofs has
been proposed, ensuring that verification of an identity is performed without exposing
biometric data. This architecture also includes a reference data engine for updating bio-
metrics data in case of a breach, to improve security and overcome challenges faced by
traditional biometric systems. The proposed architecture can be used to secure identities
while preserving privacy.

Keywords: Identity, Security, Privacy, Biometrics, Zero Knowledge
Proofs.

1 Introduction

Identity is a collection of unique characteristics that can be traced back and rec-
orded or captured to distinguish and recognize individuals [1]. Identity can be
authenticated using three factors: “something a person knows: a password or
security question “something a person has: a token, smartcard, 1D card, or cryp-
tographic key, “something a person is: biometric data, such as a fingerprint or
facial scan [2]. As compared to passwords and smart cards, biometric data is
considered more secure as it cannot be misplaced or forgotten [3]. Biometric
authentication uses unique biological characteristics like fingerprints, iris pat-
terns, or facial features to verify identity [3]. However, it faces challenges like
centralized storage, privacy concerns, data misuse, and lack of transparency
due to proprietary algorithms and lack of scrutiny [4]. In addition, stolen bio-
metric data can be challenging to recover [5]. These issues hinder its wide-
spread use in access control, mobile devices, online authentication, and finan-
cial transactions.
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Traditionally, individuals and organizations relied on conventional paper
documents as a means of proving their identities, this practice is quickly be-
coming outdated due to technological improvements. People nowadays need to
prove their identity remotely, online and digitally.

The issues surrounding identifying and verifying the identity of an individ-
ual or entity and organizations have gained significant attention from govern-
ments, organizations, and federal criminal units worldwide due to the persistent
rise in identity theft and related crimes. Identity theft is a costly and widespread
issue. The victim of the crime not only bears a heavy financial and psycholog-
ical cost, but the organizations involved in the crime also suffer a financial blow
[6]. Once an identity has been stolen, fraudsters can use it to access the victim’s
email accounts, open credit card accounts, perform transactions and apply for
loans [7]. The victims of identity theft/fraud spend time recovering their iden-
tity.

There is a need for securely protecting each form of identity during identity
capturing verification and identification to guard against identity theft. Security
in digital identity helps maintain trust in the online system. Users are more
likely to engage in digital services if they know their identities are secured and
kept private.

The demand for security and privacy in managing digital identities has be-
come critical in this digital world. The challenge of user security and privacy
in identity authentication has thus been the subject of numerous works.

Hence, it's critical to ensure that identity is protected and secured when used
online. This can be done by utilizing applications that offer enhanced identity
information security and privacy [8]. This includes applications that encrypt
sensitive data (identity information), use multi-factor authentication and secure
protocols for data transfer and communication [8]. Cryptographic approaches
such as homomorphic encryption [9], ring signature [10], secure multiparty
computation [11], and Zero-Knowledge proof (ZKP) [12] are currently intro-
duced in the identity field to solve those challenges. The first three methods
cannot verify sufficient transactions/information without revealing sensitive in-
formation. ZKP is an interactive protocol that convinces a verifier that the
prover possesses certain data without revealing any private information, includ-
ing identities. It does not require a complex public key and repeated use does
not help malicious users gain useful information [13]. ZKP can also be useful
for anonymous identity verification applications such as voting, secure digital
asset exchange, secure remote biometric authentication, and secure auctions
[14].

In this work, presented is the proposed biometric system architecture that
can be used to protect the identity of an individual using biometrics and ZKP.
The overview of this work is as follows: Section 2 presents the background of
this study with an emphasis on the importance of securing our identity, Section
3 presents a literature review for the related research works and market analysis
based on biometrics and ZKP solutions, Section 4 presents the proposed system



architecture, towards a secure identity system. Section 5 represents the results
and discussion, then Section 6 concludes the study.

2. Background

1.1  Authentication factors in identity

Identity authentication is the process of verifying and confirming the identity
of an individual by providing unique information or data from different layers
of identity. This unique information forms part of authentication factors which
include passwords (what you know), tokens (what you have), 1D badges (what
you have), or biometric data (what you are). In digital and physical authentica-
tion, provided information is usually compared with what is known. For exam-
ple, in physical authentication, the traffic officer can verify if you have a valid
driver’s license produced by the Department of Transport. With digital authen-
tication, to access an online service, one will have to provide valid previously
registered credentials. with stored data to verify the user's identity. This helps
reduce fraud and adds security to data and information. Authentication is dif-
ferent from identification, which is explained in the next section [15].

Multi-factor authentication is a security method that grants access to a ser-
vice or application after verifying identity with multiple factors. It protects sys-
tems against intruders, as traditional methods are vulnerable. Current systems
use two-factor authentication, biometrics, or token devices, but require high-
cost hardware equipment for small and medium companies [16].

1.2 Identification and Verification

Identification is a process where an identity claimer is determined if his/her
identity exists and belongs to the claimer [17]. Three main parties are required,
the claimer/owner of the identity, the identity and identifier system, which can
be a tool or person. During the process of identification, a tool or person makes
use of provided identity information to prove that the identity belongs to the
claimer. The results indicate whether the claimer’s identity was successfully
identified or not. For example, identification using username, password and bi-
ometrics involves the process where a username, password and biometrics need
to be previously linked and stored so that during the identification, these factors
can be compared to what the user is providing. Corresponding username, pass-
word and biometrics are searched through a database, if this combination exists,
it means the user is identified.

Identity verification is the process where an individual claims an identity,
and that identity is compared to what is provided by the user to prove if the
identity is for that person [3]. This process includes three parties,



owner/claimer, identity, and verifier (which can also be a person or a tool. For
example, if using biometrics, ID card, and username, an individual can claim
to be the owner of the username and ID card. The verification process will
compare the biometrics of an individual, with the biometrics corresponding to
the claimed ID card and username. If they match, it will mean the individual is
successfully verified.

1.3  Biometrics

Biometrics is a technology used for identifying and controlling individuals
based on their unique physical and behavioral characteristics, often under sur-
veillance. Biometrics has by far proven to be an effective solution for many of
the security challenges that are prevalent in most of the technical fields in this
Digital era [18] The use of biometrics is increasing each day as modalities like
faces, fingerprints, palm vein irises, hand geometry and voices are unique. This
makes them an effectual blockade to cyber criminals trying to underhandedly
impersonate individuals [2]. Generally, a biometrics system has two processes,
first-time interaction with the system (registration), identification and verifica-
tion. During registration biometric images are captured, processed, features get
extracted and then stored in the database as a template. This template is then
linked to an individual on the database. During verification or identification,
biometric image is captured, processed, features get extracted and compared
with the template that was stored during the registration.

14 ZKP

Zero Knowledge Proofs(ZKP) are mathematical techniques that verify infor-
mation without revealing data, which makes this concept important of privacy
and security of identifiable credentials and biometrics [12]. This concept is
mostly used for enhancing technologies and cybersecurity, particularly in ver-
ifying the identity of individuals and protecting sensitive data on public services
[14]. ZKPs can be used in the authentication and access control fields to ensure
that sensitive information such as passwords, smart cards and biometrics is not
revealed during verification and identification. This results in secure authenti-
cation techniques.

Biometrics and ZKP when used can protect user data and ensure privacy.
Keyless, an information security organization, uses a Zero-Knowledge plat-
form to verify users' identities without knowing their biometric template [19].
This system complies with regulations like GDPR and uses biometric templates
for a unique hardware device. Mastercard, a biometric card company, uses ZKP
to verify digital copies of biometric data without revealing the biometric data.

However, it does not change the issuer's ability to contest transactions if bi-
ometric authentication fails. Mastercard has joined a tech industry initiative
called Fast Identity Online, which generates an encrypted passkey stored in a
device and can only be accessed through biometrics [20]. The biometric



identification scheme (BIS) uses Zk-SNARK technology to reduce communi-
cation overheads and protect the fingerprint template from disclosure. The BIS
framework explains the process of collecting fingerprints, extracting and pro-
cessing features, and providing authentication results.

2 Literature Review

2.1  Current research works where ZKP and biometrics are used
together

In this section, different current research works are discussed. This is to provide
collective information that can assist organizations that are in the process of
implementing ZKP-based systems. Details review of what has been done in this
field can be found in the previous publication [21].

The work of Tagne et al [22] proposes a 3-factor authentication (namely
password, smart card and biometrics) technique based on the concept of ZKP.
This technique uses the concept of digital signature (DS) to authenticate the
identity of the sender or the signer within a single communication. Since DS
uses asymmetric encryption, a one-way hash of the user's identity is created and
then signed using the private key.

Sarier proposed an identity management system for the smart industry using
10T, using ZKP protocol to protect biometric data during authentication [23].
This method prevents data transfer across connected devices and stores bio-
metric data in a secure database during enrollment, ensuring no transmission
during authentication or verification.

Liu. et al. presented a secure remote biometric-based authentication scheme
using chaotic map Zero-Knowledge for crowdsourcing on the Internet of
Things (10T), [24]. Their approach allows the server to gateway node to re-
motely authenticate all authentication factors and participate in key agreements
without transmitting or storing sensitive information. This scheme offers low
computation and communication overheads, making it attractive for limited re-
sources and battery power on devices. Liu. et al., in the following years, also
proposed a new ID-MAKA scheme for mobile cloud computing, which com-
bines remote biometric-based authentication, single sign-on, and center-less au-
thentication [25]. They designed a ZK-token based on Elliptic Curve Cryptog-
raphy (ECC) and cryptographic hash function, introducing fuzzy extractor tech-
nology and ZKP technology into their scheme. This improves usability, scala-
bility, and security compared to other existing solutions.

A light-weight biometric authentication method using ZKP and artificial in-
telligence was presented in [18]. This method operates based on binary repre-
sentation of biometric instances, such as fingerprints and iris. The Support



Vector Machine and Multi-layer Perceptron Neural Network were chosen for
fingerprint-based and iris-based authentication capabilities.

In [26] Hugde et al, proposed a multi-factor authentication scheme for ve-
hicular cloud computing, using biometrics and ZKP for secure user identity
authentication. This method provides good privacy preservation, prevents ad-
versaries from tracing vehicles, and is cost-effective compared to similar exist-
ing schemes. Zhang et al. proposed BioP-TAP, an identity authentication pro-
tocol based on cancelable biometric and Physical Unclonable Function (PUF),
which enables two-way authentication between users and servers [27] The
method includes biometric template protection to preserve user privacy. Gaba
et al. presented a novel mutual authentication method based on ZKP protocols,
which uses key agreement protocol to ensure secure applications in 10T and
critical healthcare [28]. The protocol withstands major security threats and of-
fers anonymous and untraceable communication in public channels.

Mao et al. presented Biometric Authentication ZKP (BAZKP), an alterna-
tive biometric-based authentication method that combines biometric technol-
ogy with a ZKP protocol to verify users while maintaining anonymity [29] BA-
ZKP satisfies completeness, soundness, and Zero-Knowledge, and provides re-
liable and secure authentication. Guo et al. proposed a zero-knowledge Suc-
cinct Non-interactive Argument of Knowledge (zk-SNARK) biometric identi-
fication scheme to address privacy protection against theft or loss of biometric
data [30]. The proposed scheme reduces communication overhead and protects
the fingerprint template from disclosure, making it a cost-effective and efficient
solution for large-scale practical applications.

Song et al. studied ZKP of knowledge (ZKPoK), a zero-knowledge protocol
that allows a prover to prove to a verifier without revealing any secret infor-
mation [31] This method is not specifically used in biometrics. Alikhani et al.
discussed an experimental zero-knowledge protocol with two separated veri-
fier-prover pairs, ensuring security through special relativity [32]. This protocol
works at short and long distances in about one second, demonstrating its prac-
tical potential for identification tasks and Blockchain applications like crypto-
currencies or smart contracts.

Presented in Table 1 is the summary of related works where ZKP and bio-
metrics are used. This research shows that more research is still required to be
done on how to protect biometrics data using ZKP. Most articles were consid-
ering fingerprints, and some the combination of both fingerprints and face or
iris. Based on the research done, there is no architecture presented that can be
applied in different systems to Incorporate the use of ZKP to protect biometrics
data. Thus, the contribution of this paper is to look at the architecture of bio-
metrics systems without using ZKP and propose a system architecture with the
use of ZKP.



Table 1: Identified Studies on Biometrics and ZKP.

Ref ZKP Protocol Biometric/iDENTITY Application
used
[23] and [33] ZKPoK protocol of Representa- Fingerprints Blockchain-based Identity Management Sys-
tion of Committed Value described in tem
[34]
[24] ZKP proposed by Schnorr [35] Fingerprints and face Application of crowdsourcing Internet of
Things
[25] ZKP proposed by Schnorr [35] Fingerprint and the face Identity-based mutual authentication
[18] Chaum-Pedersen protocol which Fingerprints and iris Privacy-preserving biometrics fingerprint au-
is one of the interactive ZKP proto- thentication scheme
cols [36]
[26] Zero Knowledge protocol [37] Not specified Multi Factor Zero Knowledge Proof Authenti-
cation
[27] ZKP proposed by Schnorr [35] Face Identity authentication protocol based on can-
celable biometric and Physical Unclonable Func-
tion (PUF) namely BioP-TAP
[28] Proposed a new protocol based on Not specified Internet of Healthcare applications (loHA)
Zero Knowledge Proofs Protocol
from [38] and [39]

2.2 Traditional Biometrics System Architecture

Traditional systems for protecting identity lack security and privacy. Shown in
Fig. 1 is the traditional biometric system with four subsystems. The data acqui-
sition subsystem, signal processing subsystem, data storage subsystem, and
comparison subsystem are the four steps that make up the architecture of a bi-
ometric system. The primary function of the data acquisition subsystem is to
record biometric information utilizing biometric sensors and scanners, like
cameras or fingerprint scanners. After it has been obtained, the biometric data
must be transferred from the data acquisition subsystem to the signal processing
subsystem, leaving a gap that identity thieves could use to their advantage. The
signal processing subsystem bears the responsibility of processing and obtain-
ing pertinent features for use in the compilation of reference biometric data.
Where in the composition of the reference data must be sent to the data storage
subsystem to be used for comparison.

Nevertheless, biometric data storage devices are susceptible to damage, bi-
ometric tampering, and biometric theft. The reference and query biometric fea-
tures are compared and matched by the biometric comparison subsystem,
which then makes decisions depending on the outcomes of the matching. How-
ever, spoofing, replay, biometric tampering, and biometric data reuse make bi-
ometric data vulnerable during comparison. It indicates that the traditional bi-
ometric data architecture has shortcomings that could lead to identity theft




because there is a lack of data protection and privacy. ZKP can be integrated
with a biometric system to guarantee data security and privacy.
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Fig. 1. Tradltlonal Biometric System Architecture.

3 Proposed System Architecture of a Secure Identity
using Biometrics and ZKP

This study focuses on using unique constant features of biometrics to protect
and strengthen the identity of an individual and make use of ZKP to secure and
preserve the privacy of identity. Biometrics are very linked to who we are, they
act as an umbrella for our identity. ZKP also adds another layer of protection
for our biometrics and identity. Without ZKP, our identity can be exposed to
identity theft, misuse and unauthorized usage of identity after a data breach that
can be difficult to control or fix.

The proposed architecture depends on capturing biometrics features and
storing a challenge generated from these features, without revealing the exact
values of features. This improves the security and privacy of biometrics data.
Even in case of a data breach, the challenge can be updated using a different



pattern, for the same biometrics features, Instead of storing actual features, a
challenge generated from extracted features is presented. To make this method
even more secure, the challenge on the database is updated every time there is
a successful verification. This means a new biometric-based challenge will be
created and stored in the database by replacing the existing one.

This architecture is made of five subsystems, Data Acquisition Subsystem,
Signal Processing Subsystem, ZKP-based feature Extraction, ZKP-Based Data
Storage Subsystem and ZKP-Based Verification Subsystem, as illustrated in
Fig. 2. The first subsystem is the same as in the traditional biometrics system.
The Data Acquisition Subsystem captures biometric data from users using sen-
sors to detect and record biometric traits like fingerprints, ear images, and faces,
converting them into digital formats.

Signal Processing Subsystem involves quality check, normalization and data
cleaning. Captured raw data must be assessed for quality before feature extrac-
tion to improve the extraction of accurate features. Various image quality as-
sessment tools are available, such as the National Institute of Standards and
Technology (NIST) Image Quality Checker for fingerprint biometrics data,
NIST Fingerprint Image Quality (NFIQ) 2 for optical and ink fingerprint im-
ages, Face Analysis Technology Evaluation Quality performance scores for
face and ear images, and specific libraries like OpenBR and OpenCV for face
image quality. The Iris Image Quality Assessment framework is commonly
used for iris recognition quality assessment, evaluating factors like focus, pupil
dilation, and image resolution [40].

ZKP-Based Feature Extraction involves the process of extracting features
from biometric images of good quality. These features need to be constant
throughout the lifetime of a biometric. Studies already defined constant bio-
metric features, in this research existing algorithms are used to extract constant
features. Additionally, this subsystem involves the process of generating a chal-
lenge from extracted features. This challenge is then passed into a ZKP-proof
generator method to generate proofs, and then hashed and sent into the database
so that it can be linked with other identity information. Both proofs and hashed
challenges are stored in a database. ZKP-Based Data Storage Subsystem is
where data is stored and it involves ZKP reference data engine to perform proof
selection and corresponding data selection that’s required during verification.

On a ZKP-Based Verification Subsystem, the proofs stored on the database
and from query biometric data are compared. The prover requests for the chal-
lenge, and the verifier sends back the challenge. The system on the prover side
will generate the response based on the challenge from the captured biometric
data. The proofs should give the same value if they are generated for the bio-
metrics of the same person. The results can be verified or not. If successfully
verified, access can be granted to the user. While the user is using the system,
s/he can be asked to update their details.



Biometric Data

ser Response Transmission [ Biometric
Interface amams Sensor
Interface
Engine
................................................................................... i U
Resubmission, Un-acceptabl¢ Captured Raw Qata
Biometric Data Quality
E Quality Check
2
2 Acceptable Quality
. 20 Biometric Data
Signal =i
Processing 8 Feature
Subsystem Extraction
No
Yes Extracted?
ZKP-Based L
Feat Biometric
Ee'? urf Reference Data Based ZKP
xtraction Composition Challenge
Subsystem Features
ZKP-Based Reference Data Refersnce Data
Data Storage Database KP Engine
Subsystem
Query Biometric
Challenge Features
-
Challenge
Response N Request and
Score Response
Generation
ZKP-based
Verification _<
Subsystem
Grant Deny
.| Access Access
\ "

Fig. 2. Proposed Biometric system Architecture.

4 Results and discussion

The proposed system focuses on enhancing the security of identity by com-
bining traditional methods with a new approach, as summarized in Table 2.
Both systems the traditional and proposed, use the same sensors and methods
for biometric data acquisition and signal processing. After signal processing,
biometrics features are then extracted. The proposed method generates a
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challenge and a hash value after feature extraction, which depends on biometric
data features. The system does not directly store biometric features but gener-
ates proofs and challenges, along with other linked identity information. The
verification subsystem compares proofs that are generated and stored from the
process of registration, ensuring no biometric data is exposed.

Table 2: Comparison of traditional and proposed biometric system architecture.

Subsystem Traditional Proposed Comments, security of identity
System System

Data Acquisition | Yes Yes Both traditional and proposed architecture include

Subsystem data acquisition using the same sensors and meth-
ods.

Signal Processing | Yes Yes Both traditional and proposed architecture include

Subsystem biometric data processing using the same tools
and procedures.

ZKP-Based Fea- | No Yes Traditional methods extract features based on the

ture Extraction existing algorithms and store those features for
later verification. With the proposed method, after
feature extraction, a challenge is generated to-
gether with a hash value, that is later will be used
during verification.

ZKP-Based Data | No Yes With traditional methods, biometric data features

Storage Subsystem are stored. The proposed method does not store
biometric features directly but generates proofs
and a challenge, together with other linked iden-
tity information.

ZKP-Based Verifi- | No Yes The proposed architecture is based on comparing

cation Subsystem the proofs generated from registration and verifi-
cation challenges. With this method, no biometric
data is exposed.

The proposed system ensures that biometrics data is never directly exposed,
significantly reducing the risk of data breaches. This is because ZKP allows
one party to prove to another that they know a piece of data without revealing
the data itself. This means the system can verify a user’s identity without ever
exposing the actual biometric data. In addition, since ZKP involves generating
new proofs for each verification, replaying old data is ineffective. This ensures
that the proposed system complies with the General Data Protection Regula-
tion, and NIST-SP 800-63-3 which emphasizes the protection of biometric data.

Traditional biometric systems store and transmit biometric data, which can
be vulnerable to theft. With the use of ZKP, only proofs are shared during ver-
ification not actual data. This ensures that the proposed system comply to the
ISO/IEC 24745 that emphasize that biometric data is securely stored and trans-
mitted. With the proposed system, data breaches and identity theft will be chal-
lenging for criminals. This is because by not storing actual biometric data, the
system reduces the risk of data breaches. In addition, without access to actual
biometric data, attackers cannot impersonate users.
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Moreover, many regulations require the protection of personal data, includ-
ing biometrics data. ZKP ensures that biometrics data remains confidential, as
only proof of validity is shared, not the data. In addition, ZKP enables secure
verification processes without requiring trust in the verifier, which is crucial in
future decentralized technologies and applications.

5 Conclusion

This study presented the importance of protecting our identity in the digital
world. As technology evolves, identity theft is also increasing at a very high
rate. It is thus important to invest in solutions that will strengthen the security
of an individual’s identity while preserving privacy. To achieve that, it is cru-
cial to understand what forms the identity. In this study, five layers of identity
were presented, primary, secondary, tertiary, organizational and cultural. These
layers lead towards an implementation of a secure identity, by investing more
effort in the crucial layers based on the sensitivity of the data involved in that
particular layer.

A comprehensive literature review on existing works where identity is pro-
tected using biometrics and ZKP has been conducted. The outcome indicated
that traditional solutions, even if some incorporate the use of ZKP, there is a
lack of security for biometric data, which is the primary layer of an individual’s
identity. These systems are vulnerable to biometric data breaches that are not
easy to resolve since once biometric data is stolen, it cannot be replaced by a
different biometric since a person owns only one biometric. Based on the con-
ducted desktop market analysis, there are existing technologies where biomet-
rics-ZKP are used, such as Biometric Identification Scheme, Mastercard, and
Keyless.

A novel biometric system architecture based on ZKP has been proposed.
This architecture ensures that ZKP challenges and proofs are generated from
biometrics data, and stored for later verification, without exposing biometric
data. This architecture also includes a reference data engine to enable the chal-
lenges and proofs to be updated when needed. This improves the security of the
stored identity and overcomes the challenges faced by traditional biometric sys-
tems in case of data breach.

However, to implement ZKP solutions, or integrate them with current sys-
tems, individuals typically need a strong background in mathematics, cryptog-
raphy, security awareness, experience, problem-solving skills in ZKP and com-
puter science. ZKP experience includes practical experience with ZKP proto-
cols such as zk-SNARKSs (Zero-Knowledge Succinct Non-Interactive Argu-
ments of Knowledge) and zk-STARKS (Zero-Knowledge Scalable Transparent
Arguments of Knowledge). Familiarity with ZKP libraries and frameworks
such as zk-SNARK libraries in various programming languages can be advan-
tageous.
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