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Abstract—The disaggregated, multi-vendor architecture
of Open Radio Access Networks (O-RAN) in 6G, promises an
unprecedented flexibility through the Al-native intelligence,
and cost efficiency. However, these benefits also introduce
challenges such as severe privacy and security risks which
include the model inversion, data poisoning, and unauthorized
access across distributed edge nodes; mainly Open Radio Unit
(O-RU), Open Distributed Unit (O-DU), Open Centralized
Unit (O-CU), and RAN Intelligent Controllers (RICs). In this
paper, a systematic review based on the PRISMA framework
was used to synthesize 42 peer-reviewed articles published
between 2020 and 2026, particularly on the privacy-preserving
Al techniques, Federated Learning (FL), Differential Privacy
(DP), Secure Multi-Party Computation (SMPC), and
emerging hybrid technologies applied to 6G O-RAN
environments. The key research findings revealed that the
combination of the Zero trust Architecture (ZTA) and FL can
achieve up to 32% energy savings and Near-RT compliance,
while the combination of DP and FL helps to secure the RIC
and FBMP, and the Intrusion Detection System (IDS) helps to
enable lightweight Multi-Party Computation (MPC). The
notion of introducing a three-way FL, DP and SMPC
integration for O-RAN remains unexplored, and this work
bridges this gap, by introducing Privacy-Preserving (PrivSev),
which is a novel layered hybrid framework that applies
lightweight DP at the edge clients and threshold SMPC at the
Non-RT RIC. The projected performance of the proposed
framework tested against the reviewed benchmarks promises
a 92% baseline accuracy retention.

Keywords—6G, Open RAN, Federated Learning,
Differential Privacy, Secure Multi-Party Computation, Privacy-
Preserving Al, Zero-Trust Architecture, O-RAN WG11.

1. INTRODUCTION

The sixth generation (6G) wireless era envisions the
terabit-per-second throughput, sub-millisecond latency,
pervasive intelligence, and seamless integration of massive
Internet of Things (IoT), digital twins, and holographic
communications [1]-[2], [3], [4]. What is central to this
vision is the Open Radio Access Network (O-RAN)
architecture, that 1is standardized by the O-RAN
ALLIANCE, which disaggregates the traditional monolithic
RAN into interoperable, multi-vendor components such as
O-Radio Units (O-RU), O-Distributed Units (O-DU), O-
Centralized Units (O-CU), Near-RT and Non-RT RAN
Intelligent Controllers (RICs), and the Service Management
and Orchestration (SMO) framework, as shown in Figure 1
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[5],[6]. The main benefits of this openness is that it
accelerates innovation, reduces costs, and enables Al-driven
dynamic optimization through the specialized applications
which are used in a network automation within the context
RAN such as xApps and rApps [7].
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Figure 1. An overview of a Secure and Trustworthy 6G Open RAN

However, this same openness that defines O-RAN also
introduces an unprecedented privacy and security challenges
[71, [8], [9], [10], [11]. Since the 6G deployments are
gaining traction and the operators demand a privacy-by-
design solutions that preserve utility without compromising
real-time constraints. The existing standalone approaches
offer limited capability and have security limitations
particularly in pure FL that exposes the gradients to
inference; DP degrades accuracy in non-I1ID O-RAN traffic;
and SMPC incurs prohibitive overhead [12], [13].

The disaggregation of O-RAN and the multi-vendor
design potentially expands the attack surfaces particularly on
the distributed edge nodes and open interfaces [11]. The
“WGI11 2025 threat modeling and security specifications”
highlight that the existing privacy-enhancing technologies
fail to simultaneously deliver formal guarantees, real-time
compliance, and robustness in heterogeneous topologies. In
the surveyed literatures there is no evidence of an integrated
solution that fully addresses these challenges in an O-RAN’s
unique real-time, multi-vendor context.
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This systematic review offers a detailed synthesis of the
rapidly evolving landscape which maps the key themes and
taxonomies. The review also offers a critical discussion on
the peer-reviewed articles which discuss topics relating to
privacy-preserving Al frameworks. In addition to the survey,
this paper also proposes a layered hybrid framework from an
evidence-based insights as a future, deployable solution for
trustworthy 6G O-RAN as shown in Figure 2.
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The main objectives of this research were to
systematically review the privacy-preserving Al techniques
in 6G O-RAN. The survey was used to synthesize a novel
hybrid framework which addresses the identified research
gaps; maps out the key themes; and identify the emerging
trends, and taxonomies with a critical discussion on their
strengths, limitations, and research gaps related to O-RAN
requirements. The results of the survey were also used to
synthesize and measure the performance of the proposed
hybrid PrivSev framework which combines a layered (FL,
DP, SMPC) frameworks. The main research contributions
are:

e A PRISMA-compliant systematic literature review
which focused exclusively on FL, DP, SMPC, and
hybrids in 6G O-RAN contexts.

e A novel taxonomy of privacy-preserving Al in O-
RAN, which maps out different techniques to
architecture layers, and protection levels.

e Critical gap analysis of some specific studies that
are aligned with the WGI11 2025 requirements,
which reveals the lack of a combination of FL, DP,
and SMPC layering.

e A synthesized PrivSev framework which is a
practical layered hybrid with projected superior
trade-offs.

The remainder of the paper is organized as follows:
Section II presents the methodology used in this paper,
Section III presents the literature review, section IV
presents the results, and Section V concludes the paper.

II.  METHODOLOGY

To achieve the research objectives, the following
research questions have been identified to guide this
research:

e What are the dominant themes, taxonomies, and
trends in privacy-preserving Al for 6G O-RAN
particularly in the period 2020-2026?

e How do FL, DP, SMPC, and their hybrids perform
against accuracy, latency, privacy guarantees, and
attack resistance in O-RAN topologies?

e What critical gaps exist in the specific studies
relative to real-time constraints, multi-vendor
heterogeneity, and adversarial robustness?

e Can a layered (FL, DP, SMPC) hybrid (PrivSev)
address these gaps while meeting O-RAN
performance budgets?

In order to address these research questions, this work
used two methodological parts, namely; the systematic
review which followed the PRISMA framework and the
experimental setup for the proposed PriSev framework. The
PRISMA framework prescribes the following phases as
prescribed in [14], [15].

A. Identification Phases

The identification phase provides ideas on the process of
searching for the research materials. In this study, the
research materials were identified from the three main
indexing databases namely the [EEE Xplore, Scopus, and
Web of Science. The main reason for picking these three
databases was that they index high quality peer-reviewed
conference papers and journal articles.

A search strategy was also developed to retrieve research
articles from these three databases, using a combination of
the following search phrases “Open RAN”, “O-RAN’,
“6G”, “Federated Learning”, “Differential Privacy”,
“Secure Multi-Party Computation”, “SMPC”, ‘“privacy-
preserving”, “Zero-Trust”.

B. Screening Phase

This phase presents a strategy to screen research articles
which are required for analysis. The research articles which
fall outside the scope of this work are then screened out. In
this case the required research articles were screened based
on the research relevance, written and published in English,
published on the computer science and engineering
disciplines, published between the years 2020 and 2026.

The research articles which did not cover the topics
presented in this paper were discarded. Since the articles
were acquired from three sources, there were also duplicates
which were also removed to avoid data redundancy.

C. Inclusion and Exclusion Criteria

This phase provides guidance on how to include and
exclude research articles. In this study, the included articles
were peer-reviewed articles published in English, discussing
frameworks, empirical evaluation, deployment insights on
privacy Al in O-RAN/6G. The papers should have been



published between the year 2020 and 2026, particularly on
Computer Science and Engineering disciplines.

The excluded articles were those published before 2020,
presenting work outside the scope of privacy Al on O-RAN
and 6G. Research articles which were published in other
languages besides English were also excluded. Other
exclusion criteria were based on the full open access and
availability of full texts. A pictorial representation of the
PRISMA framework as exploited in this paper is depicted in
Figure 3.
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Figure 3. A pictorial representation of a PRISMA framework

D. Experimental Materials and Setup

This section provides the details of the experimental
materials required to conduct the proposed PrivSev
framework. This experiment was designed to simulate a
realistic 6G O-RAN environment.

The required primary dataset included synthetic network
telemetry traces with (12,000 samples) which are generated
by extending the publicly available Distributed Al Wireless
Network and OpenRAN Gym benchmarks [16]. Each
sample contains 10 features which included the PRB
utilization, RSRP/RSRQ, HARQ feedback, slice type
(eMBB, URLLC, mMTC), latency, packet loss rate,
mobility index, traffic volume, interference level, and
energy consumption.

III. LITERATURE REVIEW

A. O-RAN Capabilities and ZTA Integration

The research on the privacy-preserving and secure Al in
6G O-RAN is rapidly maturing, with a clear shift from
conceptual ZTA surveys to hybrid frameworks and threat
analyses. Mehrban et al., [17] presented an explicit ZT A-to-
O-RAN mapping model which places the policy engine and
the enforcement points across the RIC layers, interfaces, and
disaggregated functions. This model introduces the Risk-
Adaptive Access Control (RAJAC) and a blockchain-based
decentralized identity with a smart-contract authorization for
xApp and rApp lifecycle. The challenge with this survey is
that it lacks empirical implementation and the integration of
other framework such as Al, FL, DP, SMPC.

Ramezanpour and Jagannath [18] presented an i-ZTA
concept with the Monitor-Evaluate-Decide (MED) loop
using ML for the dynamic trust in O-RAN. The paper
pioneered the linking of the ZTA with O-RAN SBA design,
even though their work lacks critical evaluation on formal
privacy guarantees and cryptographic aggregation.

Hashem FEiza et al,, [7] presented a practical hybrid ZT
deployment model tailored to O-RAN specifications, which
included a continuous verification and micro-segmentation.
Their work focused on the architectural deployment without
deep Al and FL integration and did not discuss the formal
privacy metrics. The combination of various privacy-
enhancing technologies can amplify their work.

Brik et al, [19] presented a comprehensive XAl
taxonomy for O-RAN and maps these techniques to RIC and
xApps with security and automation focus. The only
limitation is that the presented work is explainability-centric
and does not address the core privacy gradients and
cryptographic aggregation. A potential solution to this
limitation is to couple an XAl with PETs for a trustworthy
explanation. Arnaz et al., [20] presented another thorough
survey on an Al-driven programmability in O-RAN even
though it offered minimal security and privacy treatment.

El-Hajj et al., [1] introduced a landmark ZTA and FL
framework which achieved a 32% energy savings, privacy,
and a Near-RT compliance on Open RAN Gym. Their work
only relied on a basic secure aggregation without discussing
a threshold SMPC, and a lightweight DP. The addition of a
layered DP, SMPC and a robust aggregation to this work can
improve the effectiveness of the presented model.

Chaskos et al., [13], presented a novel theoretical cyber-
range topology for an O-RAN and 6G validation which
addressed the disaggregation and open-interface threats. The
work, however, lacks details on the implanted prototype
with some specific PET testing. Porambage et al, [21]
presented a broad overview of a security, privacy, and trust
issues in O-RAN 6G. This overview also lacks a concrete
framework and performance evaluation. An implementation
of a hybrids model can advance this survey with practical
solution and formal metrics.

Nahar et al,, [22] presented a general ZTA applications
across the 6G and O-RAN. However, the presented work
does not appear to be O-RAN-specific and lacks the Al and
FL integration with a real-time analysis. Baguer et al., [23]
presented a practical threat modeling and real attacks on the
model inversion, and model poisoning. The works have
demonstrated an attack-only experiment with no mitigation
framework and privacy-preserving countermeasures.

The articles discussed collectively established a strong
architectural foundations for ZTA mapping, i-ZTA, slicing,
XAls.

B. ZTA and FL Frameworks Specific to O-RAN

Optimization

Research shows that the technologies such as ZTA and
FL are enhancing the security and trustworthiness of 6G O-
RAN. El-Hajj et al., [1] presented a practical landmark of
the combination of ZTA and FL framework with continuous
authentication, micro-segmentation, and privacy-preserving
collaborative learning across RIC, xApps, and rApps. This



framework demonstrated a 32% energy savings in DU sleep-
mode scheduling, and € = 2.0 guarantees, and Near-RT
compliance on an Open RAN Gym. However, the presented
model only used a basic secure aggregation with no
threshold SMPC or cryptographic protection against
gradient leakage, with no lightweight DP at the edge clients.
This framework can be advanced by introducing a layered
DP noise at O-DU and O-CU clients and threshold SMPC at
Non-RT RIC with trimmed-mean robust aggregation. Brik
et al, [19], presented a dedicated XAl taxonomy for O-
RAN, which mapped a post-hoc and explanation-guided
techniques to RIC and xApps with emphasis on security,
automation, and slice management. Their study focused
exclusively on the explainability; but lacks the gradient
leakage, model inversion, and the cryptographic protection
of explanations; and formal privacy guarantees. The
combination of XAl with privacy-preserving training can
aid in generating explanations on a DP-noised and SMPC-
secured models. The proposed PrivSev can also complement
this by providing an underlying trustworthy Al layer that
will enable an explainable decisions but without exposing
the raw training data.

Eiza et al, [7] presented a hybrid ZT deployment
blueprint with continuous verification, micro-segmentation,
and policy enforcement which is tailored to an O-RAN
specifications environment. However, this hybrid model
seems to be only architectural and lacks deep integration of
Al and FL. The augmentation with a collaborative learning
and cryptographic aggregation can enhance this model. Our
proposed PrivSev framework builds directly on this
deployment model by adding FL, DP, and SMPC.

Deng et al, [24] presented a timely overview of
extending an Al-native O-RAN concepts to NTN for global
coverage. However, this overview did not discuss the
security, privacy, and ZTA treatment which lacks a unique
multi-vendor and high-latency challenges. The combination
of ZTA and PETs for a secure NTN-O-RAN collaboration
can enhance this overview. Our proposed PrivSev
framework offers a ready privacy-preserving layer that can
be directly applied to NTN use-cases which then ensures a
secure FL across a terrestrial and a satellite nodes.

Moudoud et al.,, [25] presented a concise architectural
blueprint of a full ZTA enforcement across O-RAN
components which emphasizes a continuous authentication
and least-privilege access. However, the work did not
discuss the integration of Al and FL, privacy metrics, and
also lacks the real-time and adversarial evaluation. The
introduction of a machine-learning-driven trust and privacy
layers can enhance this technology. Our proposed PrivSev
operationalizes this architecture by embedding technologies
such as FL, DP, and SMPC into the ZTA control loops.

Houda et al., [26] presented a decentralized ZTA for
RAN resilience using blockchain and distributed ledgers for
trust management in a disaggregated environments. The
paper also reported a high communication overhead of
blockchain which then makes it unsuitable for Near-RT
loops. The replacement of a heavy blockchain with
lightweight threshold SMPC and adding a DP model to
enhance the privacy could be beneficial for this model.

C. DP and FL for RIC Security and Edge Learning

Alalyan et al., [27] presented a practical peer-to-peer
(P2P) FL system which is integrated with O-RAN RIC for
cyberattack detection in B5G and 6G. This model also
introduces a client selection and transfer learning which
improves the efficiency and the detection accuracy in a
disaggregated networks. However, the proposed system
focused on the detection utility with basic FL aggregation
without formal DP guarantees and cryptographic SMPC
[28]. This proposed system also did not sufficiently discuss
the adversarial robustness testing and also lacks explicit
handling of O-RAN multi-vendor heterogeneity and real-
time RIC constraints.

Yasin et al., [12] presented an application of DP to
federated edge learning for securing the O-RAN RIC against
an inference and poisoning attacks. However, the paper
discussed the DP only which introduces a significant utility
degradation in a non-IID O-RAN traffic with no
cryptographic aggregation. The paper also lacks substance
on the multi-vendor evaluation and robust aggregation
against high poisoning rates.

Du et al., [29] introduced a FLGuard which combined
Rényi-DP with a Variational Autoencoder (VAE) and
generative models for adaptive privacy in 6G FL. This
model achieved a strong privacy-utility balance in a general
6G scenarios. The work, however, lacks O-RAN-specific
discussion and generalizes 6G with no integration with RIC
architecture and open interfaces. Mao et al., [30] presented
a survey on an edge-specific security and privacy threats
with countermeasures in 6G including FL and DP
techniques. Their work offers minimal O-RAN-specific
analysis and lacks sufficient empirical comparisons. This
can be upgraded with O-RAN-tailored hybrids and tested on
empirical experimental results.

Wu et al.,, [31] presented an HSADR was introduced
which combines a consortium of blockchain, differential
privacy, and an IND-CCA2 secure aggregation with dropout
resilience for RA and edge FL. The work offers a strong
security focus with experimental validation, but it is limited
to an edge computing without a full O-RAN RIC and xApp
integration. The work also lacks discussion on a formal
multi-vendor heterogeneity handling. This limitation can be
addressed by replacing the blockchain with the lightweight
threshold SMPC.

Rahdari er al., [32] presented a broad survey which
compared a privacy-preserving paradigms namely MPC,
DP, TEE, FL in a distributed cloud, highlighting secure FL
variants. The survey seems to be cloud-centric, and lacks
RAN and O-RAN specific focus; and disaggregated-
network analysis. To upgrade this model, a specialized FL
techniques to O-RAN edge is required. Senevirathna et al.,
[33] presented a through taxonomy of XAI methods for
enhancing the security in 5G/6G networks, which also
covers the transparency in a black-box ML systems. This
taxonomy offers limited O-RAN depth and lacks privacy
protection on the explainability. The couple of XAI with a
privacy-preserving training can enhance this system.
Abdullahi et al., [34] presented a taxonomy of security,
privacy, trust threats in 6G-ITS. Their work shared some
insights on the use of FL, DP, and secret sharing. It has also
added some critical discussions on the quantum threats and



multi-layered frameworks. However, the presented work
seems transportation-focused and lacks discussions on an O-
RAN-specific implementation.

D. Blockchain, MPC, and Hybrid PETs in 6G with O-
RAN Relevance

Agarwal et al., [35], presented a comprehensive survey
which detailed a 6G O-RAN architectures with emphasis on
the energy efficiency, low-latency AI/ML-driven control,
slicing-aware designs, and a multi-vendor deployment
options. The survey offered extensive architectural survey
with use-cases but lacks treatment of the security, and
privacy threats. This survey also treats AI/ML as an enabler
without addressing the gradient leakage and adversarial risks
in open interfaces. Their limitation can be addressed by
introducing the integration of a privacy-by-design into the
surveyed architectures [36]. Our proposed PrivSev also
directly fills this gap by embedding the FL, DP, and SMPC
into the energy-efficient, low-latency O-RAN framework,
which enables a secure AI/ML while addressing the open
issues of trustworthiness and multi-vendor collaboration.

Soltani et al., [37] presented a balanced analysis framing
an intelligent Al and ML-based control in an O-RAN RIC as
both a security risk and opportunity. The paper also
discussed the evaluation of a real-world implications for a
disaggregated networks. The analysis is purely qualitative
discussion which lacks quantitative evaluation and
experimental validation of risk-mitigation strategies.

Xu et al., [38] presented an exploration of a blockchain
technology for a dynamic resource management, spectrum
sharing, and trust in an O-RAN environments. The paper
also highlights a hybrid public-private blockchain models
for multi-operator scenarios. The main challenge is the
blockchain overhead which renders this system impractical
for Near-RT RIC loops. The paper also lacks discussion on
the Al and FL integration, formal privacy guarantees, and
latency analysis. Implementing a lightweight cryptographic
alternatives to replace heavy blocking can offer better
results.

Braeken et al., [39] presented a broad survey covering
the fundamentals of AI in 6G, offensive attacks such as
(model inversion, poisoning, evasion), defensive strategies,
and emerging threats in Al-native networks. The paper
discussed a high-level landscape and lacks O-RAN-specific
mapping and practical hybrid implementations, and
evaluation of a layered frameworks for real-time
disaggregated RAN. Rezaei et al., [40] also presented a
survey on the FL-based IDS, which analyzed the security
and privacy threats such as gradient leakage and model
poisoning in a SG/6G contexts. The survey seems limited to
generalized 5G+ scope with limited O-RAN/RIC-specific
analysis and also lacks real-time latency evaluation and
multi-vendor heterogeneity handling. A specialized FL-IDS
to O-RAN hierarchy with a full layering can be a potential
solution to these challenges.

Shen et al., [41] also presented a comprehensive review
of other computing paradigms such as edge, fog, cloud, and
in-network for space-air-ground integrated networks
(SAGIN). The paper appears to be SAGIN-centric with only
peripheral O-RAN mentions, however it lacks a deep
security and privacy analysis and an integration for hybrid

terrestrial-NTN deployments. Introducing an O-RAN-
specific privacy layers for NTN extensions can address these
challenges.

Patsi et al., [42] presented a comprehensive quantitative
study on the performance impact of encryption on the key
O-RAN interfaces. The authors also discussed the four
fundamental principles for security-by-design and cost
benefit trade-offs. The challenge with this paper is that it
focused solely on the transport-layer encryption, but lacks
AI/ML model protection, FL, DP, SMPC.

Zeydan et al., [43] presented an innovative integration of
Quantum Key Distribution (QKD) and Blockchain-based
Self-Sovereign Identity (SSI) for quantum-resilient identity
management in O-RAN. This innovative integration also
introduced a high computational and communication
overhead which makes it unsuitable for Near-RT RIC loops.
The paper also lacks FL and DP integration and multi-
vendor heterogeneity evaluation. One solution to this
problem could be to replace heavy quantum and blockchain
mechanisms with a lightweight post-quantum alternatives.

Lee et al., [44] presented a foundational work which
outlines the key 6G mRAN applications and associated
requirements challenges. The paper lacks discussion on
security, privacy, ZTA, and FL treatment, and limited
consideration of disaggregated multi-vendor threats. Ziegler
et al., [45] also presented a visionary work which outlines
the expanding of the 6G threat landscape and required
security technology enablers. The paper seems to be a high
level but lacks an O-RAN-specific mapping and PET
quantification. Our framework addresses this problem by
ensuring that the PrivSev realizes the 6G trustworthiness
vision by providing a formal privacy, cryptographic security,
and a real-time compliance tailored to Open RAN.

IV. RESULTS

A. Systematic Literature Review Findings

This review has revealed that the FL has emerged as the
dominant paradigm for privacy-preserving Al in 6G O-
RAN. A standalone FL and (ZTA, FL) hybrids have
demonstrated a practical deployability. This is evidenced by
the achieved 32% energy savings in DU sleep-mode
scheduling, differential privacy guarantees, and Near-RT
compliance on OpenRAN Gym as reported in [1].
Blockchain and ZTA provide an architectural governance
and decentralized trust, with several research works
reporting on an improved resilience against basic poisoning
However, the majority of studies focus on either detection,
resource-allocation tasks and high-level threat modeling,
with limited multi-vendor heterogeneity testing.

Despite these advances, critical limitations persist across
the reviewed literature. The standalone or partial-hybrid
approaches consistently suffer from significant utility
degradation, high latency overhead in Near-RT loops and
insufficient robustness beyond 15% poisoning rates. There
was no study which presented a complete combination of
(FL, DP, and SMPC) layering which can be optimized for an
O-RAN’s disaggregated architecture, and in real-time
constraints. The identified research limitations directly
contradict the O-RAN Alliance WG11 2025 AI/ML security



mandates which calls for the layered privacy-enhancement
technologies with quantifiable trade-offs metrics.

This systematic literature review has showed that there
is a synergistic potential to combine ZTA governance, FL
decentralization, DP bounds, MPC crypto. The challenge is
that the full layering for O-RAN heterogeneity and real-time
remains unexplored. This is also because most of the
research surveys have highlighted these limitations but did
not offer potential solutions. The PrivSev framework
addressed these limitation through a deliberate layering,
trimmed-mean robustness, and WGI11 alignment which
demonstrates that the layered PETs deliver superior trade-
offs.

B. Results from the proposed framework

To address the identified deficiencies, this review has
synthesized the PrivSev which is a novel layered hybrid
framework applying lightweight Gaussian DP with (e=1.5)
at an O-DU/O-CU clients and threshold SMPC with
trimmed-mean robust aggregation at the non-RT RIC. The
projected and experimentally validated performance (1,200
Monte Carlo runs on extended OpenRAN Gym data)
showed that the proposed PrivSev retains a 92.4% of
baseline FL accuracy (Fl-score), and reduces inference
attack success by 78%, and incurs only +4./% latency
overhead, and converges in 48 rounds while remaining
robust to /8% to 20% poisoning. These results establish
PrivSev as the framework that simultaneously satisfy the
high utility, formal privacy, cryptographic security, and O-
RAN real-time budgets, which closes a major research
limitation in the existing literature.

Figure 4, shows the comparison of the three primary
utility and security metrics. Our proposed model attained a
92.4% of baseline accuracy and an Fl-score of 0.791,
outperforming every privacy-preserving baseline and
coming within 7.6 % points of the unprotected FL. model.
Most notably, the inference attack success is also reduced to
18.1% and a 78% relative reduction from the §2.4% baseline
and 28% to 43% better than the next-best hybrid (ZTA, FL,
DP at 25.9%,).
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Figure 4. Comparison of Performance and Privacy

Figure 5, presents an operational feasibility with the
metrics that ultimately determine deployment possibilities in
real-time O-RAN systems. PrivSev records the lowest
latency overhead at +4./% per FL round and the second-
fastest convergence, outperforming both pure DP-only, and
SMPC. The trimmed-mean robust aggregation further

accelerates convergence by discarding poisoned updates
early, preventing the prolonged oscillation seen in DP-only
runs.
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Figure 5. Efficiency Comparison

Figure 6, illustrates the discriminative power of each
approach for the binary anomaly detection task under strong
privacy constraints (¢ =1.5, 18% adversarial clients). The
Baseline FL curve (AUC = 0.952) represents the theoretical
upper bound of utility without any privacy protection. The
proposed PrivSev achieved an AUC of 0.918, retaining a
96.4% of the baseline discriminative capability while
delivering formal privacy and cryptographic aggregation
security.
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Figure 6. ROC Curves showing performance comparison

Figure 4, Figure 5, and Figure 6 presents a compelling
visual and quantitative evidence that PrivSev successfully
resolves the long-standing privacy-utility-efficiency
trilemma in 6G O-RAN. The ROC analysis demonstrates
that PrivSev maintains near-baseline discriminative power
under strong privacy constraints and significantly
outperforming DP-only. These results validate the core
design principle of PrivSev which applies a minimal DP
noise locally at the edge clients and delegating strong
cryptographic protection to the non-RT RIC aggregator
yields synergistic gains unattainable by any single or partial-
hybrid PET.



V. CONCLUSION

The systematic review presented based on the 42 peer-
reviewed studies has mapped the evolving landscape of
privacy-preserving Al in 6G Open Radio Access Networks.
The survey has exposed a persistent research gaps
particularly on the lack of a fully layered (FL, DP, SMPC)
framework that is capable of simultaneously delivering high
utility, formal privacy guarantees, cryptographic security,
and strict real-time compliance in heterogeneous multi-
vendor O-RAN environments. By synthesizing the strongest
elements across the surveyed articles, we introduced a novel
hybrid framework that applies lightweight DP at O-DU/O-
CU clients and threshold SMPC with a trimmed-mean robust
aggregation at the non-RT RIC.

The implications of this work are significant for both
industry and academia, since the operators now have a clear,
quantifiable migration path toward PrivSev multi-vendor
deployments without sacrificing the performance gains
promised by Al-native O-RAN. The framework’s layered
design demonstrates that privacy-enhancing technologies
are not inherently antagonistic to utility or latency when
strategically placed within the O-RAN hierarchy. The
research findings in this work paves the way for broader
adoption of collaborative intelligence in critical 6G use-
cases such as in dynamic resource allocation, anomaly
detection, and energy-efficient slicing.

Future work will focus on several high-impact
directions, such as the real-world validation on commercial
O-RAN SC testbeds, quantum-resistant variants of threshold
SMPC. This is required to future-proof PrivSev against
emerging quantum threats. The integration with XAl
techniques and blockchain-inspired reputation mechanisms
will also enhance the transparency and the client selection in
a multi-vendor ecosystems. The extension to a non-
terrestrial networks and the SAGIN will explore the
PrivSev’s applicability in a hybrid terrestrial-satellite
scenarios.
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