A Decentralized Cyber Threat Information (CTI)
Sharing Platform

Tanita Singano', Sthembile Mthethwa' and Sthembile Ntshangase'

! Council for Scientific and Industrial Research (CSIR), Information and Cyber Security Centre
(ICSC), Pretoria, South Africa
smthethwalcsir.co.za

Abstract. Embracing the changes in technology and cybersecurity is crucial es-
pecially for organisations. As the technology space evolves so does the tech-
niques used by cyber attackers, it gets more sophisticated. For organisations to
secure their environment, it is vital to collaborate with other organisations to fight
against zero-day-attacks. This can be achieved through sharing cyber threat in-
formation. Most organisations are hesitant to share CTI because of trust. There-
fore, this paper presents a DLT based CTI sharing platform, which presents a
trust-less environment for sharing. The nature of DLT presents opportunities for
sharing CTI in a secure and decentralized manner, thus allowing global collabo-
ration.
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