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A st a t: I  the ashes of Moo e’s La , o pa ies ha e to a li atise to the ast i ease of data flo i g th ough thei  

et o ks. Repo ts o  i fo atio  ea hes a d ha ke s lai i g a so  fo  o pa  data a e a pa t. We li e i  a o ld 
he e data e ui e e ts ha e e o e d a i , he e thi gs a e o sta tl  ha gi g. The field of i t usio  dete tio  

ho e e  ha e ot ha ged u h, t aditio al dete tio  ethods a e still the o  fo  o e ial p odu ts p o oti g a 
igid, a ual a d stati  dete tio  platfo . I t usio  Dete tio  S ste s IDS  a al se et o k t affi  to ide tif  suspi ious 

patte s ith the i te tio  to o p o ise the s ste . P a titio e s t ai  lassifie s to lassif  the data ithi  diffe e t 
atego ies e.g. ali ious o  o al et o k t affi . Ma hi e lea i g has g eat pote tial he  applied i  the i t usio  

dete tio  do ai : de isio  t ees DT , a do  fo ests RF  a d a t olo  opti izatio  ACO  a e all popula  esea h topi s. 
This pape  fo uses o  the e e t ad a es ithi  a hi e lea i g, spe ifi all  the A t T ee Mi e  ATM  lassifie . The ATM 
lassifie  p oposed  Ote o, F eitas & Joh so   uilds de isio  t ees usi g a t olo  opti izatio  i stead of 

t aditio al C .  o  CART te h i ues. Ou  e pe i e tal p o ess e su es elia ilit , o pa a ilit  a d ep odu i ilit , hi h 
a e la ki g i  so e p e ious esea h ithi  the field. This app oa h is i te ded to i p o e o  p e ious studies o i i g 

oth do ai s. The ATM lassifie  has ot ee  tested i  the i t usio  dete tio  do ai .  
 
Ke o ds: a t t ee i e , a t olo  opti izatio , de isio  t ees, i t usio  dete tio , s a  i tellige e 

. I t odu tio  
Ke e e  a d Vig a  defi ed i t usio  dete tio  ID  as the p o ess of disti guishi g et ee  ali ious 
o  u autho ized et o k a ti ities. As is hie ous a d ale ole t a ti ities e o e o e ad a ed a d 
adapta le, i t usio  dete tio  te h i ues a e e ui ed to pe fo  o e i tellige tl  i  o de  to o e o e 
a a t-ga de atta ks Ku a , ; Ho ue et al., ; Aghda  & Ka i i, . Co pute  e i o e ts a e still 

ei g pe et ated a d the a ou t of data ha ou ed a d t a spo ted th oughout o pa  et o ks has astl  
i eased i  e e t ea s. The data oo  has left o pa ies ith sig ifi a t ul e a ilities aiti g to e 
e ploited.  
 
Bilge a d Du it as  pe fo ed a  e pi i al stud  o  ze o-da s atta ks, a d fou d that t pi al ze o-da  
atta ks last  da s o  a e age. O e the ul e a ilit  is dis losed pu li l , the u e  of e ploits i eases 

 a fa to  of fi e. I  additio , as Bu dette  oted, ost su essful o po ate atta ks a e o l  dis o e ed 
o  a e age afte   da s. F ei  f o  Fi eE e also suppo ts this ala i g state e t.  
 
The eal u  ithi  the e se u it  field is dete tio . It is diffi ult to p e e t so ethi g ou a e u a a e of, 
a d ithout dete tio , o o t ols ill e a le to p ope l  satisf  the u de l i g isk. The dete tio  p o le  
lead to the o goi g esea h i  i t usio  dete tio  usi g a hi e lea i g te h i ues su h as de isio  t ees, 
a do  fo ests a d a t olo  opti izatio  as lassifi atio  te h i ues to lassif  i t usio  data.  

 
Despite ast a ou ts of esea h i  i tellige t ID do ai s, fe  studies ha e fou d a  effe ti e solutio  
So e  & Pa so , ; Moha ad, Sulai a  & Khalaf, ; Lee et al., . I ep odu i le esults a d 

u elia le esea h te h i ues a e to la e Se tio  . Ho e e , it has ee  sho  that it is possi le to eate 
i tellige t ID o po e ts. De isio  t ees a d a do  fo ests ha e p o ed to e a o g the est lassifie s to 
use fo  i t usio  dete tio  Al a ati & Issa , . A t olo  opti izatio , although u o e tio al ithi  
i t usio  dete tio , does ha e sig ifi a t alue he  used to sol e opti izatio  p o le s o  e e  to lassif  
data López-I á ez,Stützle & Do igo, .  
 
Se tio   o e s a kg ou d i fo atio . I  Se tio   o tai s a  i t odu tio  to the A t T ee Mi e  Classifie , 
a d a des iptio  of the e pe i e tal setup is gi e  i  Se tio  . Results a e dis ussed i  Se tio  , a d the 
o lusio  a d a dis ussio  of futu e esea h a e gi e  i  Se tio  . 
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. Ba kg ou d i fo atio    
I  this se tio , e dis uss i t usio  dete tio  s ste s a d the diffe e t dete tio  ethodologies used i  o de  
to dete t ali ious data. The e efits a d i ple e tatio  of a hi e lea i g te h i ues follo  as e look at 
popula  te h i ues su h as de isio  t ees a d a t olo  opti izatio  i  the i t usio  do ai . 

. I t usio  dete tio  s ste s   
Diffe e t t pes of i t usio  dete tio  s ste s IDS  a  e ide tified ased o  ho  the s ste s ope ate a d 
gathe  i fo atio . I  o de  to sift th ough all the data a d ide tif  ali ious a ti ities, a dete tio  o po e t 
is e ui ed. A  IDS akes use of se e al ethodologies i  o de  to dete t the ali ious data o  a o alies, a d 
the ost used dete tio  ethodologies a e sig atu e- ased, a o al - ased dete tio  a d e e  h id 

ethods S a fo e & Mell, ; Modi et al., . 

. Ma hi e lea i g ith i t usio  dete tio  
Data i i g, o i ed ith a hi e lea i g is defi ed as p o essi g data to gai  the i plied, p io  u k o  
pote tial of useful i fo atio  Pa iha  a d Ti a i, . The e efit of a hi e lea i g i  ID is the a ilit  to 

ithd a  the e ui ed a d u k o  i fo atio  a d egula ities f o  assi e et o k data. If a hi e 
lea i g te h i ues a  dete t patte s i  a set of data, it should also e a le to dete t futu e i t usio s i  the 
sa e data. Classifie s a e algo ith s hi h e ei e la elled data f o  t ai i g datasets, alig  it to p edefi ed 
g oups defi ed  thei  spe ifi  ualities a d the  output a lassifie  that a  p edi t the o e t lass to hi h 
a e  ite  elo gs. Classifi atio  of i t usio  data is a atu e esea h a ea a d se e al lassifie s ha e had 
su ess i  dete ti g i t usio s Ngu e  & Choi, ; Tsai, Hsu, Li  et al., . The a hi e lea i g do ai  
is e ol i g o e apidl  tha  that of ID, a d this eates a  u ge t eed to fi d i p o ed te h i ues ith the 
a ilit  to lassif  i t usio  data. De isio  T ees a e ega ded to e the ost elia le a d a u ate ethod 
i ple e ted ithi  i t usio  data Al a ati & Issa , ; Ta allaee et al., . De isio  t ees a e t ee-like 
g aphs that o sist of i te al odes that ep ese ts a test of a  att i ute, a hes that de ote the out o e 
of su h tests, a d leaf odes that outli e the la el. The path follo ed f o  the oot ode to the leaf i di ates 
the ules fo  lassifi atio . The ai  ad a tage of DTs o e  othe  lassifi atio  algo ith s is that the  p o ide a 
i h set of ules that a e eas  to u de sta d a d a  e i teg ated ith eal-ti e te h ologies. Si gh a d Ne e 

 oted that although DTs a e e  a u ate, the  a e o putatio all  i te si e. Ma hi e lea i g 
e se le ethods a e used to o tai  ette  p edi ti e pe fo a e that ould ha e ee  i possi le ith a  
o stitue t lea i g ethod e.g. C . , t ee lea e s, de isio  t ee lea e s a d Ba esia  ethods Diette i h, 

. Figu e  illust ates a si ple de isio  t ee that lassifies i t usio  data. The p oto ols TCP a d UDP 
ep ese t a hes of the oot ode . The t o lassifi atio s, se o _ ate a d logged_i , a e i te al odes. 

TCP p oto ol ith a se o _ ate alue o e  , ill t igge  a  ala . 

 
Figu e : De isio  t ee i t usio  lassifi atio  e a ple 

Rai et al.,  p oposed the eatio  of a DT algo ith  i  hi h the  use thei  o  split algo ith  fo  
i ple e tatio  ithi  ID. Tesfahu  a d Bhaska i  used a do  fo ests as ell as thei  o  S theti  
Mi o it  O e sa pli g Te h i ue. Zha g a d Zulke i e  applied RF fo  ID a d i p o ed pe fo a e  

uildi g a ala ed dataset. Ta allaee et al.,  applied DT, RF a d se e al of the ost popula  lassifie s i  
thei  NSL-KDD dataset, p o idi g a aseli e esult. 
 
S a  i tellige e atte pts to epli ate the atu e of s a s a d olo ies. A ts the  lea e a he i al 
su sta e, phe o o e, to a k a spe ifi  oute. Phe o o e e apo ates slo l  o e  ti e. The st e gth of the 
phe o o e le el ill e apo ate faste  o  a lo ge  path e ause it takes lo ge  to t a e se. Thus, sho te  paths 
a e hose  o e ofte , a d uild up highe  phe o o e le els tha  lo ge  paths. Based o  this k o ledge, ACO 
algo ith s a e k o  fo  sol i g opti izatio  p o le s a d luste i g data a d ha e ee  pa ti ula  su essful 

54



 
Frans Hendrik Botes, Louise Leenen and Retha De La Harpe 

he  applied i  usi ess, e gi ee i g a d s ie e. The algo ith   Do igo a d Ga a della  i t odu ed 
a e  a  of lassif i g data usi g the atu e of a t olo ies. Ra os a d A aha   i t odu ed the 
ANTIDS, a  a t olo  ased luste i g te h i ue to dete t i t usio s. Tsa g a d K o g  i p o ed the 
a t i i g luste  algo ith  a d applied it to the KDD  Cup dataset fo  i t usio  dete tio . Aghda  a d Ka i i 

 eated a featu e sele tio  p o ess usi g ACO i  ID e hi iti g e  lo  o putatio al o ple it  he  
usi g a si plified featu e set. A e e t ad a e, o i i g ACO a d DT,  Ote o, F eitas & Joh so   
i t odu ed a e  a  to uild DTs. Thei  i itial e pe i e ts ith othe  a hi e lea i g datasets sho ed 
i p o e e t f o  the t aditio al te h i ues used to uild DTs. 

. The a t t ee i e  lassifie  
The u k o  spe t u  of i du i g DT ith ACO algo ith s has ee  a e  esea h topi  si e  Ote o, 
F eitas & Joh so , .  The di ide-a d- o ue  p i iple is used to i du e a DT: it i ol es ite ati g f o  top-
do , sele ti g the est att i ute to la el a  i te al ode of the t ee. Ho e e , this p o ess e o es oot as 
the app op iate att i ute has to e sele ted ased o  heu isti  e aluatio . The ost popula  heu isti s fo  
sele ti g the att i utes i  de isio  t ees a e CART, ID  a d the ell-k o  C .  algo ith  B ei a  et al., ; 
Qui la ,  a d . Ote o a d et al.  p oposed a e  ethod to i du e DTs  the ethod follo s the 
t aditio al st u tu e of ACO. Figu e  sho s a high-le el o e ie  of the ATM algo ith  i  pseudo- ode.  

I put: t ai i g sa ples, list of p edi to  featu es 
Output: est t ee 

. I itialisePhe o o es ; 

. Co puteHeu isti I fo atio ; 

. t eeGB ← e pt  set; 

.  ← ; 

. hile  < a i u  ite atio s a d ot Che kCo e ge e  do 

.  t eeIB ← e pt  set; 

.  fo   ←  to olo  size do 

.  t eeN ← C eateT ee E a ples, Att i utes, − ; 

.  P u e t eeN ; 
.  if Q t eeN  > Q t eeIB  the  
.   t eeIB ← t eeN; 
.  e d if 
. e d fo  
.  UpdatePhe o o es t eeIB ; 
.  if Q t eeIB   >  Q t eeGB  the  
. t eeGB  ← t eeIB; 
.  e d if 
.   ←  + ; 
. e d hile 
. etu  t eeGB ; 

 

Figu e : ATM pseudo ode adopted f o  Ote o a d et al.  

The ATM Classifie  diffe s sig ifi a tl  f o  the A t-Mi e  algo ith   uildi g DTs i stead of ules. The ATM 
ethod of i du i g DTs has ot p e iousl  ee  i ple e ted ithi  ID. Se tio   outli es ho  DT ased 

algo ith s a e a o g the est to use ithi  ID. Ote o a d et al.  e pe i e ted ith the e  ATM lassifie  
a d the esults o luded i p o ed a u a , pe fo a e a d statisti all  sig ifi a t diffe e es f o  othe  
lassifie s. Ho e e , the uestio  still egs: Ho  ill the ATM Classifie  pe fo  he  i ple e ted ithi  a 
e  do ai  ith u h o e o ple  data?  

. I ple e tatio  a d testi g 
Resea h a d e pe i e tatio  ithi  the o i ed i t usio  dete tio  a d a hi e lea i g fields ha e 
e ei ed a lot of iti is  Ta allaee et al., ; So e  & Pa so , . Poo l  desig ed e pe i e ts ha e 
ee  to la e fo  dis epa ies i  su ess et ee  esea h a eas a d p a ti al i ple e tatio s.  Pitfalls a e 

su a ized elo  Ta allaee et al., ; So e  & Pa so , : 

No lea  i di atio  of datasets used fo  t ai i g a d test pu poses 

Fla ed datasets su h as KDD  used fo  a hi e lea i g  

No lea  i di atio  of pa a ete s used, oti atio  fo  thei  pa a ete  sele tio  o  u e  of si ulatio  
u  du i g e pe i e ts 

La k of e aluati g lassifie s ased o  atta k t pe 
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Poo  e aluatio  te h i ues - o o side atio  of pe fo a e o  ost o e heads 

The e pe i e t le Figu e  used to test the ATM lassifie  i  ID has ee  desig ed i  o de  to o e o e the 
li itatio s a d fla s i  p e ious studies ta geti g the o i ed do ai s.  

 
Figu e : E pe i e tal p o ess 

. Datasets 
The NSL-KDD dataset Ta allaee et al.,  i p o es upo  the popula  KDD  dataset. Due to the sig ifi a t 

u e  of i p o e e ts, the NSL-KDD dataset as sele ted fo  t ai i g a d testi g the ATM lassifie . It is 
i po ta t to lassif  ea h seg e t of the dataset used fo  spe ifi  pu poses: 

T ai i g dataset – Based o  the NSL-KDD % t ai i g dataset, used to t ai  the ATM lassifie . 

Validatio  dataset – Based o  the NSL-KDD % t ai i g dataset split i to t o pa ts, % t ai i g o l  a d 
% alidatio  u see . The dataset as used to alidate the pa a ete s fo  the lassifie . 

Test dataset – NSL-KDD Test  dataset as used fo  test pu poses as it featu es u k o  atta ks a d 
the efo e i eases ealis . U like othe  test datasets the Test  spe ifi all  e ludes eas  dete ta le 
atta ks a d the efo e ou ds the pe fo a e to % Ta allaee et al, . 

The datasets e e also p e-p o essed  usi g featu e- odi g; atego i al featu e e odi g as used to ha ge 
the atego ies to u e i  alues, a d the o i al fields ill the  e ep ese ted i  u e i  atego ies i stead 
of te t. No i al fields ep ese t e tai  lasses o  atego ies e.g. TCP, ICMP o  UDP, host a es, http, o  e ho 
et . Afte  the featu e- odi g p o ess, the dataset had the featu es as displa ed i  Ta le . The datasets used i  
this esea h a e a aila le at http://githu . o /F a sHBotes/NSLKDD-Dataset. 
 
The NSL-KDD dataset o tai s the follo i g atta k lasses: 

I  P o e atta ks the i t ude  s a  the s ste  fo  ul e a ilities s opi g the et o k, ha d a e a d 
soft a e i  o de  to ide tif  pote tial ul e a ilities to e e ploited. 

Use  to Root U R  atta ke  t ies to gai  ad i ist ati e oot  a ess to the s ste   e ploiti g 
ul e a ilities. 

Re ote to Lo al R L  atta ke  t ies to o tai  lo al a ess a oss a et o k o e tio . 

De ial of Se i e DOS  atta ks t ies to i te upt a d ipple se i es o  a host. 

The lassifi atio  task as o l  i a : o al o  i t usi e.  Ea h atta k lass as split to e aluate the lassifie  
pe  atta k lass a d uild a  e se le odel. 

Ta le : Featu es ithi  NSL-KDD dataset 

# Des iptio  # Des iptio  # Des iptio  # Des iptio  

 Du atio   su_atte pted  s _se o _ ate  dst_host_s _diff_host_
ate 

 s _ tes  u _ oot  e o _ ate  dst_host_se o _ ate 

 dst_ tes  u _file_ eatio
s  s _ e o _ ate  dst_host_s _se o _ at

e 
 La d  u _shells  sa e_s _ ate  dst_host_ e o _ ate 
 o g_f ag e t  u _a ess_files  diff_s _ ate  dst_host_s _ e o _ ate 

 U ge t  u _out ou d_
ds  s _diff_host_ ate  p oto ol_t pe 

 Hot  is_host_logi   dst_host_ ou t  se i e 
 u _failed_logi s  is_guest_logi   dst_host_s _ ou t  flag 

 logged_i   Cou t  dst_host_sa e_s _ at
e 

 u _ o p o ised  s _ ou t  dst_host_diff_s _ ate 
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# Des iptio  # Des iptio  # Des iptio  # Des iptio  

 oot_shell  se o _ ate  dst_host_sa e_s _po
t_ ate 

. Featu e sele tio  
Featu e sele tio  e t a ts statisti all  ele a t featu es f o  the datasets. We used the i fo atio  gai  a d 
a ke  featu e sele tio  ethod. The i fo atio  gai  e aluates the statisti al sig ifi a e of ea h featu e 
ased o  the edu tio  of e t op  afte  a dataset is split at that featu e. The a ke  ethod the  a ks hi h 

featu es should e lo  a k o  high a ked a o di g to the featu e sele ted. I  ost ases, all featu es ith 
less tha  % i fo atio  gai  e e e o ed f o  the featu e-sele ted datasets. Ta le  su a ises the 
featu es sele ted fo  ea h atta k t pe a d the full % t ai i g dataset. We used the WEKA toolkit Hall et al., 

. Afte  the ele a t featu es fo  ea h atta k t pe e e esta lished, the datasets e e t i ed to o l  
i lude those highlighted du i g the featu e sele tio  p o ess.   

Ta le : Featu es sele ted fo  t ai i g ATM 

T ai i g Dataset Featu es Sele ted 
P o e , , , , , , , , , , , , , , , , , , , , , , , ,  
U R , , , , , , , , , , , , , , , ,  
R L , , , , , , , , , , , , , , , , , , , , , , ,  
DOS , , , , , , , , , , , , , , , , , , , , , , , , ,  

% T ai i g , , , , , , , , , , , , , , , , , , , , , , , , ,  

. E aluatio  te h i ues 
T o te h i ues, pe fo a e et i s ased o  a o fusio  at i  a d a ost e aluatio  taki g a ou t se e al 
fa to s, e e hose  to alidate the lassifie ’s pe fo a e. 

. . Pe fo a e et i s 

Ea h e e t lassified  the lassifie  a  ha e fou  possi le out o es as illust ated i  the o fusio  at i  i  
Ta le . Wu a d Ba zhaf  stated that the effe ti e ess of a  IDS should e e aluated  thei  a ilit  to 
gi e o e t lassifi atio s; the  i di ated ost k o  pe fo a e et i  as the Dete tio  Rate DR  ith the 
False Ala  Rate FAR , a d that IDSs should ha e a high DR a d lo  FAR. 

Ta le : Co fusio  at i  TP=t ue positi e, FN=false egati e, FP=false positi e a d TN = t ue egati e  

A tual Class P edi ted Class 
Atta k No al 

Atta k TP FN 
No al FP TN 

O  its o , the o fusio  at i  does ot eall  ep ese t a  usa le et i s to e aluate the IDS. Othe  
i po ta t easu es a e Wu & Ba zhaf, : 
 

   

   

  

   

  

 
The FAR efe s to the u e  of o al i sta es lassified as atta ks, he eas the e o  ate u e ates the 

u e  of i o e t p edi tio s i  total. The F- easu e i di ates the a u a  of a test  u e ati g a ala e 
et ee  the p e isio  a d e all. It is useful he  test datasets a e used, espe iall  ith u ala ed datasets. 

U ala ed datasets te d to ha e a high a u a  a d a lo  e o  ate ut high FAR,  fa ou i g the ost 
o o  lass We g & Poo , . I  these ases, the F- easu e is o side ed to e supe io . The a u a  
ate is app e iated he  t ai i g a d test data a e sha ed Ta allaee et al., . 
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. . Cost e aluatio  

A elsso   ite ated the i po ta e of o putatio al o ple it  i  ID, d a i g spe ifi  fo us to the 
esou es, sto age a d spe ifi all  ti e a  it pe fo  i  eal-ti e . Ou  ai  is to esta lish ATM as a lassifie  

fo  ID, eithe  eal-ti e o  offli e. The o e of ou  ost a al sis is the esult i  the ti e a d o ple it  of the 
o st u ted DTs. The ti e i  se o ds as a o pa iso  esult a  e i ele a t due to diffe e t o pute  setups 
Ta allaee et al., . We a gue that t a spa e t desig  oti ates ep odu i ilit  fo  use as a  e aluatio  

te h i ue. Li g, Ya g, Wa g, et al.  e phasized that less leaf odes esult i  edu ed ost i  DTs. The ti e 
take  to o st u t the de isio  t ee is also a o side atio .  
 
The ualit  of the de isio  t ee is ased o  the elatio ship et ee  t ai i g e a ples a d the e o  ate, i  
ATM it i flue es the a ou t of phe o o e e ui ed to p odu e the odel Ote o et al., . A high ualit  
t ee uses o e phe o o e. Ou  ost s o e follo s lo est s o e ep ese ts est ost : 
 

  
ith LN = total u e  of leaf odes ithi  the odel, T = the ti e take  to uild i  se o ds, a d TQ = total t ee ualit  fo  

the DT.  

. Classifie  i itializatio  
The ai  pu pose this stud  as to e pe i e t ith the ATM lassifie  applied i  the ID do ai . The ja a 

i a ies a  e o tai ed f o  the p oje t a githu  eposito  Ote o, . Ve sio  .  of the A t T ee 
Mi e  lassifie  as used ith tu i g of the follo i g pa a ete s: 

Colo  Size s  - u e  of a tifi ial a ts ithi  ea h olo  

Ma  Ite atio s i  – ite ates u til a glo al- est t ee is fou d o  i is ea hed 

E apo atio  Fa to  ef  - fa to  to hi h phe o o e ill e apo ate fo  ea h e t  i  the phe o o e at i   

The opti al pa a ete s fo  the lassifie  a e ide tified  pe fo i g a alidatio  e pe i e t le, usi g the 
alidatio  datasets. I easi g the pa a ete s ill ot i p o e pe fo a e o  a u a  u h as i di ated  

Ote o et al. : a olo  size of  a d e apo atio  fa to  of .  pe fo s slightl  ette  tha  othe  
o i atio s, a d o  a e age  ite atio s e e pe fo ed u til the lassifie  o e ges. Se e al e sio s of 

the ATM e e e pe i e ted ith, ea h ith diffe e t setti gs i  a  atte pt to tu e the pa a ete s. Ta le  
su a izes the pa a ete s, a d Ta le  sho s the esults. Ea h e pe i e t as pe fo ed  ti es a d the 
esults a e aged fo  a al sis. 

Ta le : ATM alidatio  e pe i e t pa a ete s 

Pa a ete  ATM - df ATM – s ATM - ef ATM - i ATM - op 
Colo  Size      

Ma  Ite atio s      
E apo atio  Fa to  .  .  .  .  .  

Ta le : ATM alidatio  e pe i e t esults 

E aluatio  DF CS EF MI OP 

E o  Rate . % . % . % . % . % 

A u a  . % . % . % . % . % 

DR . % . % . % . % . % 

FAR .  .  .  .  .  

T ee Qualit  . % . % . % . % . % 

Leaf Nodes .  .  .  .  .  

Ru ti e s  .  .  .  .  .  

F- easu e .  .  .  .  .  

Cost .  .  .  .  .  

ATM – DF desig ates the default pa a ete s fo  the ATM lassifie  as sele ted  Ote o et al. .  
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The ATM – op e sio  as o side ed the opti al pa a ete  ased o  the esults. The esults e ealed that 
edu i g the olo  size astl  edu es the lassifie  ost hile o l  slightl  affe ti g a u a . Redu i g the 
olo  size fa o s the edu tio  of leaf odes. The esults o t adi t e aluatio s  Ra i a d Pa hal  
ho sho ed a  i ease i  the olo  size de eased the a u a . De easi g the e apo atio  fa to  uilds 
o e a u ate lassifie s, ut does ot a a t the sig ifi a t i ease i  ost, as this i eases the a ou t of 

phe o o e used. Whe  the a i u  ite atio s a e de eased, the a u a  slightl  de li es, ho e e  ith 
e eptio al edu tio  i  ost, the pa a ete  ill i flue e the u ti e sig ifi a tl . Ho e e , Ra i a d Pa hal 

 oted the a u a  de eased usi g the ATM lassifie  he e e  the u e  of ite atio s ea hed , 
thus suppo ti g the sea h fo  opti al pa a ete s ased o  lo e i g the alues. 

. E pe i e t setup 
Ta allaee et al.  highlighted the o e s a d u elia ilit  of e aluati g lassifie s ithout u see  data. 
With the e pe i e t u  t o les he e pe fo ed. The fi st le fo us o  the lassifie ’s a ilit  to lassif  
the full NSL-KDD dataset, he eas the T ai  % a d Test  dataset e e used.  
 
The se o d les digs deepe , peeki g i to the lassifie ’s a ilit  to dete t ea h atta k o  its o .  Ea h 
e pe i e t le as pe fo ed  ti es a d the esults a e aged fo  a al sis. The e pe i e ts e e 
pe fo ed o  a Le o o Ideapad s, Wi do s , a  I tel Co e i - U p o esso  a d GB DDR  a .  

. Results a d dis ussio  
Ou  esults a e s uti ized pe  e pe i e t le pe fo ed. We ha e highlighted the sig ifi a e of o du ti g 
elia le, ep odu i le a d t a spa e t esea h. Se e al studies o  lassifie s i  ID p o ise dete tio  a d 

a u a  ates of o e  %, ut this eeds to e o side ed i  the o te t of ho  the e pe i e ts e e 
pe fo ed. Without appl i g the asi  p i iples these studies ha e e o e al ost i possi le to epli ate o  
o pa e. The e is a defi iti e issue ithi  the oss do ai  esea h a eas to p o ide o pa a le esults, a d 

this state e t is suppo ted  Ta allaee et al.  a d So e  & Pa so  . Whilst eati g the NSL-
KDD dataset Ta allaee et al.  also e pe i e ted ith se e al lassifie s o  thei  Test  dataset. We a  
o pa e the Test  esults ith the FULL a d FULLFS esults o tai ed: i  the esults f o  the alidatio  a d 

test les, the high a u a  ates a e sig ifi a tl  edu ed, as the Test  dataset i ludes ha d to dete t 
atta ks Ta allaee et al., . This e plai s the sig ifi a t d op i  a u a  a oss the oa d.  
 
Cases he e oss- alidatio  o  the split of a t ai i g dataset as ith the alidatio  dataset  a e ot o pa a le 
due to the sele tio  p o ess i ol i g a  esse e of a do ess he  the test datasets e e eated. Ta le  
su a ises the esults o tai ed f o  the e pe i e ts u  usi g the ATM – op e sio  FS de otes the featu e 
sele ted e pe i e ts pe fo ed; ATMa Pe  Atta k ep ese ts the esults f o  t ai i g the ATM pe  atta k t pe 
a d the  o i i g ea h p edi tio  odel, t ee ualit  a d leaf odes a e a e aged . 

Ta le : ATM esults o  NSL-KDD Test  dataset 

E aluatio  FULL FULL 
FS 

DOS DOS 
FS 

P o e P o e 
FS 

R L R L 
FS 

U R U R 
FS 

ATMa 
Pe  

Atta k 
E o  Rate %  .  .  .  .  .  .  .  .  .  .  .  
A u a  %  .  .  .  .  .  .  .  .  .

 
.
 .  

DR %  .  .  .  .  .  .  .  .  .
 

.
 .  

FAR %             
T ee Qualit  

%  .  .  .  .  .  .  .  .  .
 

.
 .  

Leaf Nodes .
 

.
 .  .  .  .

 .  .  .  .  .  

Ru ti e s  .
 

.
 .  .  .  .  .  .  .  .  .  

F- easu e .  .  .  .  .  .  .  .  .  .  .  
Cost .

 
.
 

.
 

.
 

.
 

.
 

.
 

.
 

.
 

.
 

.
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. KDD NSL-Test  full dis ussio  
Ta le  outli es the esults of Ta allaee et al. , e aluati g se e al a hi e lea i g lassifie s o  thei  
Test  dataset. The J  DT e plo s the C .  split. I tuiti el , RF a d NB T ee a  all e ega ded as e se le 

ethods i.e. a o i atio  of lassifie s o  p edi tio  odels a d a ked * i  Ta le . The ATM is ho e e , ot 
t ul  a  e se le lassifie , a d o pa iso s should e do e ith o el algo ith s su h as J , Ra do  T ee, 
SVM a d M-La e  Pe ept o . The ATMa hi h o i es p edi tio  odels a  e o side ed a  e se le 
lassifie  a d o pa ed ith othe  e se le lassifie s su h as a do  fo ests o  NB t ee. 

Ta le : A u a  of se e al lassifie s o  Test  dataset 

Classifie  A u a  %  
SVM .  

NB T ee* .  
Ra do  fo est * .  

M-La e  Pe ept o  .  
Ra do  T ee .  

J  DT  .  
ATM .  

ATMa* .  

With fe  appli a le esults to o pa e ith the ATM’s pe fo a e, the lassifie  o tai ed o e tha  
satisfa to  esults i  lassif i g all atta ks, o side i g o l  the a u a . E ludi g the e se le lassifie s, 
the ATM o tai s esults o l  % lo e  tha  the t aditio al DT lassifie  a d akes a e  st o g ase as a  
i t usio  lassifie   outpe fo i g se e al othe  lassifie s. O e all, the o el ATM a ks th he  o pa ed 
to othe  o el a d e se le lassifie s. Ho e e , he  e e se le the lassifi atio  odels uild f o  
t ai i g ea h atta k t pe, the lassifie  s o es % a u a . The e se le esult is de oted as ATMa i  Ta le  
a d . ATMa outpe fo s ost lassifie s a d highlights ast pote tial fo  i p o i g the ATM lassifie   ea s 
of e se le te h i ues. The app oa h is si ila  to aggi g, ho e e  i stead of a do l  sa pli g the dataset, 
the ATMa lassifies data ased o  the p edi tio  odels uilt f o  ea h atta k t pe. The i p o e e t i  
a u a  o es at a ost due to the high t ee ualit  a d u ti e. B  e se li g the ATM the FAR ate is 
edu ed to %, the lo  dete tio  ate of % aises a othe  pote tial a ea fo  i p o e e t. Whe  o pa ed 
ith the FULL esults o tai ed the ATMa a  e o side ed a ette  ID lassifie .  

. Results pe  atta k t pe  
B  splitti g the datasets pe  atta k t pe, the ATM fa ed a highl  u ala ed dataset; this is suppo ted  the 
esults he  o side i g lo  e o  ates a d high false ala  ates. Reg etta l , o pa ati e esults split pe  

atta k t pe, usi g the sa e t ai i g a d test dataset, a e s a e. The ATM o tai ed the est a u a  he  
lassif i g U R atta ks . % a u a , ith the highl  u ala ed dataset the F- easu e of .  ould e 
o side ed a e  good esult. This is e  sig ifi a t si e U R atta ks a e o side ed to e e eptio all  

da ge ous. Re athi a d Malathi  e pe i e ted ith dete ti g U R atta ks usi g the NSL-KDD dataset, 
a d thei  Multi-la e  pe ept o  o tai ed the highest esult ith . % a u a . The  ho e e  failed to 

e tio  hi h t ai i g a d test datasets e e used. The ATM’s a ilit  to dete t DOS a d P o e atta ks ould 
e o side ed fa ou a le, as this i ludes the lo est pe e tage of FAR ith high DR o e  %. The a u a  of 

% a  also e o side ed to e good. It is i po ta t to keep i  i d that the Test  dataset o l  i ludes 
atta ks that a e ha d to dete t. Nou eldie  a d Yousif  e aluated the a u a  of a ious a hi e lea i g 
te h i ues to dete t DOS atta ks, usi g the T ai % a d Test  NSL-KDD datasets. The ATM lassifie  
outpe fo s the J  DT lassifie  i  dete ti g DOS atta ks,  %. I  ge e al, e ote the ATM lassifie  
pe fo s ette  he  split et ee  ea h atta k t pe tha  tasked ith dete ti g all t pes of atta ks. 

. Co lusio  a d futu e esea h pote tial 
I  this pape , the ATM lassifie  has ee  su essfull  i ple e ted i  the ID do ai . The esults o tai ed a e 
satisfa to  a d a o g the top pe e tile he  o pa ed ith se e al othe  lassifi atio  te h i ues. The 
esults e ealed  t ai i g the lassifie  pe  atta k t pe a d the  e se le the i di idual lassifi atio  odels, 

outpe fo s ost lassifie s he  o pa ed ith esult o tai ed  Ta allaee et al. . Ou  e se le 
ATMa as a le to lassif  atta ks ith % a u a , ith a FAR ate of %. This sho s ast pote tial fo  
i ple e ti g e se le te h i ues ith the ATM lassifie . This stud  also suppo ts the fa t that DT ased 
lassifie s a e still a o g the est to use i  ID. The use of a e  ost et i  to a al ze the ATM lassifie  allo s 

a aseli e fo  fu the  e pe i e ts, espe iall  i p o ed e sio s of the lassifie . The ost fo ula is spe ifi all  
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tailo ed to the ATM lassifie  a d has sho  useful ess he  pe fo i g alidatio  e pe i e ts. The 
o t adi ti g esults fou d i  e aluati g the pa a ete s highlights a eed fo  fu the  i estigatio , spe ifi all  

i ludi g so e affi it  to the osts. The high ualit  p o esses ith ega ds to o pa a ilit , t a spa e  a d 
ep odu i ilit  ithi  the e pe i e ts i sta tl  a uishes the u e t a ade i  issues fou d i  si ila  
esea h. E e  though the ATM lassifie  sho s fa o a le esults, f o  a  i t usio  dete tio  pe spe ti e the 
lassifie  ill e ette  fo  sig atu e ased dete tio , this state e t is suppo ted  the dispa it  et ee  
alidatio  a d Test  dataset esults. We a gue that the ATM ill e e  apt as it sho s high a u a , a d lo  

FAR ates du i g the alidatio  e pe i e ts. Se e al a e ues fo  futu e esea h e e ged. Al a ati a d Issa  
 oted DT pe fo  ette  he  tasked ith la ge datasets, the ATM lassifie  as li ited to t ai i g o  

o l  % of the full NSL-KDD dataset. Che upati  highlighted the i sta ilit  of the ATM lassifie  a d 
applied the aggi g e se le ethod to sig ifi a tl  i p o e a u a  a d edu e e o  ates. Ou  o  ATMa 
i p o ed the a u a   o i i g the p edi tio  odels f o  ea h atta k t pe odel, si ila  to the aggi g 
app oa h. With a aseli e fo  ATM ithi  ID esta lished, it is e ide t that othe  futu e esea h should i ol e 
appl i g e se le ethods o  the ATM lassifie  spe ifi all  i  i t usio  dete tio . I  ge e al, the 
i ple e tatio  a d esults a e e  good he  o pa ed ith othe  ell-k o  ethods su h as DT, SVM 
a d Multi-la e  pe ept o .  
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