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Abstract-Since the inception of side channel attack and generation of certificates. If only one nod&aptured
research has gone a long way in proving that embedd by the attacker, the impact on the complete netwark be
devices capable of running cryptographic algorithmsare  significant. An attacker can monitor the side clenn
highly susceptible to these attacks. These attackse information leakage, such as power consumptioningm
non-invasive in which an attacker can obtain and electromagnetic emanations, for cryptanalysisodes
confidential information such as secret keys by siply are captured. Thus this serves as motivation tesiiyate
observing the side channel information leakage (shcas the vulnerabilities of WSN to these types of atsadkarious
the power consumption, timing, and electromagnetic cryptographic services required for the WSN appiices
emanations). Wireless sensor networks are particutly  involve not only solutions for data protection laso self-
vulnerable to these attacks as they are deployed open implementation concerns [4]. This paper surveys the
environments with no protective physical shielding.In  feasibility of implementing power analysis attacks
this survey paper, we give an overview of the side wireless sensor networks and the  suggested
channel attacks (particularly power analysis attack) countermeasures.
against wireless sensor networks and in addition s¢uss
some of the suggested countermeasures against powefThe remainder of the paper is organized as foll&estion
analysis attacks. Il introduces the concept of side-channel attaSlextion 111
presents the hardware characteristics that leadth&®
Index Terms—uwireless sensor networks, power analysi vulnerabilities of the wireless sensor nodes to groanalysis

attacks, side channel attacks, countermeasures. attacks. Section IV presents a summary of the lafaand
the suggested countermeasures. Section V conclides
|. INTRODUCTION findings of this paper.

Wireless Sensor Networks (WSN) have been widely
considered as one of the most important technddogfiehe
21* century [1]. They primarily consist of several
autonomous sensors to collaboratively monitor gafsitnd The goal of side channel attacks is to extract gbeiv
environmental conditions [2]. These sensor nodessarall information, i.e., a secret key or even the impleteé

in size and equipped with sensors, embeddeagorithm, from the physical behavior of the targewice
microcontrollers, and radio transceivers. They @b anly [4]. The attacker can use different variants desthannel
have sensing capabilities but also data processing attacks to deduce the inner workings of the softwarthe
communicating capabilities. They are also apghbeat hardware of the node [5]. The attacker may usenigaes
dependent and primarily designed for real-time emtibn such as power analysis (simple power analysis and
and analysis of low level data in hostile environisg3]. It  differential power analysis), execution cycle fregay

is this reason that they are well suited to a sultisl analysis, timing information analysis (on data nmoeet into
amount of monitoring and surveillance applicatioitfie and out of the CPU), electromagnetic radiation ysig)
examples of applications include; environment nainig, acoustic emission analysis, etc. [5].

military surveillance, intelligent communicatiorhservation

of critical infrastructure, and industrial processntrol.  Figure 1 presents a classification of the attalrkprinciple,
Majority of these sensor networks are deployed astite any of the above side channels can be consideredrfo
environments with active opposition [1] [2] [3]. U$ the attack. This paper’s focus is on the power analgtiacks
security of these networks is of utmost importance. (exploits the power consumption leakage).

Il. SIDE CHANNEL ATTACKS

WSNs are particularly vulnerable to side channel
information attacks. Side channel information f®imation
that is leaked while a cryptographic device is @ering
cryptographic computations such as encryption/geimmy
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Figure 1: Classification of attacks (adopted frai) [

A. Power Analysis Attacks

The concept of power analysis attacks was firgspéhced
by Kocher et al. [6]. This paper presents two basigants
attacks (simple power analysis and differential eow
analysis attacks). A simple power analysis (SP#gcitis a
technique used to directly and visually inspect posver
consumption signal measurements collected whileacd
is performing cryptographic operatioriBifferential Power
Analysis (DPA) attack uses statistical analysis amcbr
correction techniques to extract information cated to
secret keys of a cryptographic device [6]. In SRhe
information of a single power consumption measurgroan
be used for an attack. However, the attack can bely
successful if the signal which the attacker wantsxploit is
fully present in the obtained power trace. If tignal which
the attacker wants to exploit is covered with adbhoise,
then several power consumption traces can be tetleand
statistical procedures can be used for signal aisalyhich
is referred to as DPA. An attacker using SPA isuieg to
have a detailed knowledge of the cryptographic ritlym
implementation on the device and also the devicgeun
attack; this is not the case for DPA [7]. An imort feature
of side channel attacks in general is that an lettaonly
monitors the device’'s emanations without activel
interfering with its computations. Figure 2 showtyaical
power consumption trace used for an attack.
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Figure 2: The power consumption of a DES [14].

By visually inspecting the figure one can cleadgritify the
16 Data Encryption Standard (DES) rounds. The foshd
begins at approximately 1.6ms and the™16nds at
approximately 8.2ms.

The common setup for measuring the instantaneouwsnt
consumption is resistor-based, that is, a smalbktas(of

about 5@) is connected in series with the groundd\pin

of the cryptographic device and the true ground [ Nf

the entire measurement setup. An oscilloscope that
capable of sampling voltage differences at higlydescies
with high accuracy can be used to measure the power
consumption of a cryptographic devideee et al. [8] used

the same setup described above to measure theyenerg
consumption of AES, RC5, and XXTEA cryptographic
algorithms implemented on MicaZ and TelosB nodégure

3 shows the experimental set up for measuring theep
consumption of a sensor node.
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Figure 3: Power consumption measurement setup [8].

Side channel attacks are not supposed to intertupt
normal operation of a device. However, these astanky
not remain unnoticed when implemented to sensoes{@l.
The reason for this is that, the attacker would ehdw
remove the node from its deployment area to perfarm
power analysis attack. In wireless sensor netwoeksilar
communication with neighboring nodes is usuallyt pafr
normal network operation [10]. Continuous absentea o
node can therefore be considered an unusual condtiat
can be noticed by its neighbors [10]. Thus, makinge a
very important factor in evaluating attacks agaisshsor
nodes, as the system might be able to detect stimtks
while they are in progress and respond to theneahtime
10]. It is for these reasons that Meulenaer eitdldesigned

measurement setup that lets the attacker acqoineer
traces from the node without removing it from thetwork
or disturbing its normal operation.

I1l. HARDWARE CHARACTERISTICS

Sensor nodes typically consist of embedded hardwitre
low power consumption, and low computation powé@][A
typical node is comprised of a few sensors (suchmeatson,
light, temperature, etc.), a radio chipset for \eiss
communication, an EEPROM chip for logging sensdada
node-to-host communication interface and microasietr
which contains some amount of flash memory for paoy
storage and RAM for program execution. Power is/jolex
by batteries. Typical microcontrollers that are duse
sensors nodes are the 8-bit Atmegal28 or the 1Bebxias
Instrument MSP430familly [10] [12] [13]. They aldmve
the amount of RAM varying between 2kB and 10kB and
flash memory ranging from 40kB to 128kB [10]. Extakr
Electrically Erasable Programmable Read-Only Memory



(EEPROM) ranging from 8kB to 1MB. With the speed ofesults suggest that several key bits can be ¢gttabrough

radio communication in the order of 100kbit percset

The microcontroller would be an interesting tarfmt an
attack, as it controls the core operation of thesse node.
Sensor networks are particularly vulnerable to sidennel
attacks due to the lack of protective physical lsing and
their deployment in open environments [2]. Unprtgdc
implementations often offer various possibilitiesr fside
analysis attack [7].
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power analysis. Han et al. presented a solid DR#claton
the Advanced Encryption Standard (AES) hardware
implementation for wireless sensor networks [4]ey first
conducted three traditional power analysis attaSkggle-bit
DPA [14], multi-bit DPA [14] and Correlation Power
Analysis (CPA) [18], on the intermediated resulfstioe
AddRoundKey and the SubBytes. The first two attack
could not retrieve the correct subkey from 6000 @ow
measurements. As for the CPA attack on the inteiated
results of the AddRoundKey, the subkey was revebtestd

on 4000 power measurements. However, none ofhtiee t
attacks were successful on extracting the cornaukesy on
the intermediate results of the SubBytes. Basedthen
results of the successful CPA attack, the authoakema
point that the AES hardware implementation hadjiieatest
probability that it could leak data-dependent powaring

its encryptions. Thus it was concluded that theedn
(AddRoundKey and SubBytes) operations in the AES
hardware implementations result in more data-depeind
power leakages than other round operations [5]il&iwith
CPA, the improved power attack extracted the correc
subkey for the intermediate results of AddRoundKreyn
5120 power measurements.

Side-channel attacks are usually carried out inoatext
where the possible attacker can control the tadgeice, at
least briefly [9]. This is highly impossible agsinvireless
sensor networks. The specificities of wireless sens
networks scenario can be challenging for an attaftkethe
following reasons: passive acquisition, on-site uggitjon,

Figure 4: General schematic view of the sensor nodkevice not controlled, and real-world devices (@dor an

hardware [10].

A large number of physical components of a senederare
exposed giving the attacker sufficient closenessptecific
modules of the sensor node in certain cases. Timdgr
these circumstances, an attacker can initiate @ckabn a
part of the node by collecting leaked informatidmatt is
available at close proximity.

V. ATTACKS AND COUNTERMEASURES

This section presents an overview of some attackisthe
countermeasures that could be possible solutionside
channel attacks on wireless sensor networks.

A. Attacks

Kocher et al. first introduced power analysis daon the

Data Encryption Standard (DES) [14]. They demonstia
that by carefully measuring the power consumptiénao
smart card running a DES algorithm, it was possiiole
determine the secret key of the algorithm. Subsetiyyea

lot of researchers took to the task of implementiagver

analysis attacks on cryptographic devices [15].[16]

elaborative description). Node compromise is doaliissue

in wireless sensor networks. A popular approacprévent

the problem relies on the detection events thaeaduring
the attack (loss of connectivity, removal of a noeke.) [9].
Meulenaer et al. presented two solid case studiepaower
analysis attacks (DPA [19] and template-based SIA) of
AES and ECC implementations on two common types of
nodes: MICAz and the TelosB [9]. For these attatties
authors considered a typical scenario of wirelesssar
networks, where the nodes periodically exchangeypted
messages. These messages are encrypted with AES and
ECC. The attacks are also restricted to the casrenne
on-site acquisition is convenient for the attackbe nodes
are easily accessible and the presence of thekattat the
site is not detected [9]. The authors developed a
measurement setup that allows them to measureadiverp
consumption traces of a node without interrupting i
network operations (see Section 4 in [9]). Thisigeatllowed

the attacker to attack the last round key of AESh@ DPA,
and by inverting the AES key schedule led to thénrkay.
Less than 40 and 80 traces were sufficient to recthe full
second AES key on both MICAz and TelosB node,
respectively [9]. Then their template-based SPAckttwas

on ECC. The authors only demonstrate the feasilwfitthe

Power analysis attacks can also be applied to sengdtack on both MICAz and TelosB nodes. With thigkwhe

networks, as they use a microcontroller to
cryptographic algorithms. Okeya et al. demonstrattes
potential threat that is presented by power analgsacks to

sensor networks [17]. They present SPA as well B&\ D

run thauthors proved the feasibility of implementing powe

analysis attacks without being detected in the exdnbf
wireless sensor networks.

attacks on Message Authentication Codes (MACSs).irThe



The achievements presented above on wireless sensor

network affirms the notion that power analysis @ttaare a
serious threat to wireless sensor networks.

(1]

B. Countermeasures

Power analysis of the power consumption of cry@pgic
devices depends on the intermediate values of xbeuéed

cryptographic algorithms

[19]. The goal of every2]

countermeasure is to make the power consumptioma of
cryptographic device independent of the intermediatiues
of the cryptographic algorithm. Countermeasuresinaga
power analysis attacks are classified into sevevals [21]:

The transistor level: logic gates and circuits ban 3]
built in such a way that the information leakage is
reduced. Tiri et al. [22] presented a countermeasur
that secure encryption algorithms against DPA using
logic gates. Their method makes use of the Senfzﬁ
Amplifier Based Logic, which its power
consumption is independent of data signals. Sokolov
et al. [23] also presented a concept of using Dual-
Rail circuits for security applications; S)

ii. The program level: the order of operations can be

iii. The algorithm

randomized or dummy instructions can be inserted
randomly to make the alignment of traces more
difficult. This countermeasure interrupts the regul
execution of the cryptographic process with dummyg]
instructions [24]. In an Application-Specific
Integrated Circuit, this countermeasure can be
refined so that the attacker is not able to distish
between a cryptographic operation from dumm¥7]
operation that does not contain any activity eslat

to the cryptographic procedure [24];

level (Masking): this technique
prevents direct operations between key and datae%/
adding a random ‘mask’ to data prior to th ]
cryptographic operations. Possible solutions using
masking as a way to protecting against power
analysis attacks were also presented in [25] [26]
[27]. (]

With these being possible solutions to protectigairast

power

analysis attacks, developers have to start

considering the use of multiple countermeasures qmoj
cryptosystems. As a single implementation does not
guarantee 100% protection, this would make the
attacker’s job much more difficult.

V. CONCLUSIONS

(11]

According to the observations made here it has Bhewed

how powerful power analysis attacks are and they dre
relatively easy to implement, thus making unpradct
wireless sensor networks susceptible to thesekattddis is
because the sensor nodes are deployed in unguar(flfg]

environments without proper physical

shielding. Wit

regards to the countermeasures, no single courdsure
will provide sufficient protection measures. Thuden
designing a cryptosystem, designers should consid

implementation

(69113

of multiple countermeasures X

combination of transistor and algorithmic level).
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