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Abstract: In South Africa, cyber security has been identified as a critical component contributing towards
National Security. More rural communities are becoming integrated into the global village due to increased
hardware and software corporate donations, the proliferation of mobile Internet devices and government
programs aimed at bridging the digital divide through major broadband expansion projects. These measures
facilitate the rapid growth of South African Internet citizens, both through desktop or laptop computers, iPads and
mobile phones. Comprehensive research conducted by the authors show that many of the new Internet users are
not aptly trained to protect themselves against online threats, leaving them vulnerable to online exploits and
inherently exposing the national system to potential international cyber attacks. It is estimated that mobile phone
penetration in South Africa is about 98%. In addition, it is suggested that 39% of urban and 27% of rural South
Africans are browsing the Internet from their mobile phones Mobile phone penetration statistics are used in
correlation with the economic development and exposure to technological advances of South Africans to classify
participants in the survey in three groups: urban netizens, semi-rural netizens and rural netizens. South African
citizens from areas within the Gauteng, Limpopo and Mpumalanga provinces participated in this study. This
article works towards the identification of any correlation between the economic development and mobile use
propensity of Internet users with regard to National Security. The classification is based on availability of digital
amenities, availability of and access to the Internet, the number of users per computer and the level of computer
maintenance. Separate from these criteria, the availability of and access to the Internet via mobile phones has
also been taken into consideration. The article uses the results from the surveys to identify direct and indirect
links between the factors in question. These results are then used to extrapolate the potential threat factor to
National Security based on South Africans’ cyber security awareness levels. As part of a larger research study,
the participants completed surveys regarding their exposure to technology and their responses to presented
cyber scenarios.
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1. Introduction

The increase in African broadband access has had a significant effect on the Internet access of South
Africans. With more South Africans having access to the Internet and a large portion of the population
that has not had regular and sustained exposure to technology and broadband Internet access, South
Africa is currently much more exposed to cyber threats than before the significant increase in
broadband availability in 2009 (Grobler, Jansen van Vuuren & Zaaiman, 2011). As an additional
threat, South Africa is in many ways the Internet entry point to the African continent and could
therefore be used as a hub for launching cyber warfare type attacks on the rest of the world (Jansen
van Vuuren, Phahlamohlaka & Brazzoli, 2010). In this context, it is of paramount importance to
increase the awareness of cyber security in the broader South Africa communities to prevent South
Africans from falling victim to shrewd cyber criminals. An increase in cyber security awareness will
also prevent South African citizens from inadvertently being used as digital soldiers in cyber attacks
against other countries. This article investigates the influence of cyber security awarenes levels of
South African citizens on National Security.

The reduction in cost of especially mobile access (McLeod, 2011), contributed to the increase in
mobile Internet access to 83% of mobile users, and Internet access to 27.5% of the South African
population. Prepaid mobile phone technologies contributed much to this extensive availability. These
estimations correlate with the economic development and exposure to technological advances of
South Africans to classify participants in this research survey in three groups: urban netizens, semi-
rural netizens and rural netizens. This classification was based on availability of digital amenities,
availability of and access to the Internet, the number of users per computer, and the level of computer
maintenance. For the remainder of this article, views will be given based on the three participant
group classifications.
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Figure 1: Broadband access in Africa (Song, 2011)

Before 2008, Internet access was mostly dependant on access to computers which was mainly
available in five isolated areas in South Africa (refer to Figure 2). In addition, telecommunications in
South Africa is largely dependent on mobile phones since most of the rural communities do not have
access to landlines. It is estimated that mobile phone penetration in South Africa is about 98%.
According to the International Telecommunications Union (ITU), only 17% of South African Internet
users utilise fixed landlines for Internet access (ITU, 2010).

The Mobility 2011 research project by World Wide Worx (2011) have shown that the mobile phone
habits of South African phone users have evolved dramatically in 2011 since smart phones, mobile
applications and the mobile Internet entered the mainstream. It also determined that Internet mobile
usage in South Africa exceeds 83%, with 39% of urban netizens and 27% of rural netizens browsing
the Internet on their phones (refer to Figure 3.

This increase in mobile access can be attributed to the competition between the South African mobile

phone service providers: Vodacom, Cell C, MTN and 8ta (McLeod, 2011). This mobile Internet access
also contributed largely to the increase in Internet access of 7.2% in 2007 (Van Huysteen & Botha,
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