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Abstract

The increasing dependence upon Information systaertise last few
decades by businesses has resulted in concerngiregauditing. 1S audit-
ing has changed from auditing “around the computerauditing through
and with the computer. However, technology is clapgnd so is the pro-
fession of IS auditing. As IS auditing is dependemtinformation Technol-
ogy (IT), it is essential that an IS auditor possssliT and auditing knowl-
edge to bridge the gap between the IT and audiiofessions. The aim of
the study is therefore to define the roles andamesipilities expected from IS
auditors, based on the different types of auditgassents and the steps in-
volved in performing an IS audit assignment. Ithalso describes the basic
IT and audit knowledge required from IS auditorsdzhon the roles and re-
sponsibilities identified, discusses the soft skittquired from IS auditors to
successfully perform an IS audit assignment antheléhe main types of IS
audit tools and techniques used most often tota&iguditors in executing
IS audit roles and responsibilities. The studylfinpresented a suggested IS
auditor’s profile.
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Introduction

The increasing dependence of organizations on ctariped systems
in recent years has led to concerns and challei@mse of these concerns
and challenges include security vulnerabilitieauttulent activities and the
speed of transaction processing. Watne and Tu2@§2(5-6) argue that the
concerns have an influence on the auditing proses® data and programs
are stored internally, modifications and manipwolagi can be made to data
and programs, the diminishing of audit trails, tfEsmission speed of proc-
esses and the rapid emergence of artificial igetice. Hall and Singleton
(2005) argue that recently developments in Inforomal echnology (IT) had
an impact on the field of auditing. IT has inspithd reengineering of tradi-
tional business processes to promote more effiaperations and to im-
prove communications within the entity and betwé®s entity and its cus-
tomers and suppliers. Auditors therefore, need bothputer and task profi-
ciency to perform their daily tasks efficiently aeffectively (Bedard, Jack-
son, Ettredge and Johnstone, 2003).

It has been noted that it is no longer possiblméet the expectations
of users of financial and other business perforreanformation without us-
ing IT (Ahmed, 2003:20). Although the objectivesasf audit remain rela-
tively unchanged, the process an IS auditor followasxecuting the audit has
been affected as shown from the above statementgghdy and O’Driscoll
(2002:33) support this by explaining that a fundatakrequirement for ef-
fective auditing is to provide an opinion to thesentive team and the board
audit committee on the adequacy of the internatrobframework operating
within the organisation’s IT and telecommunicatigii&&T) environment.

With the increasing use of IS by most organisatiamg the problems
encountered in the auditing profession a new chgéleemerged. Two, once
independent, professions need to be integratedhinm@w emerging impartial
profession, relying on the knowledge, skills, exiserand experience from
both the audit and IT professionals. The integratibthe two professions is
supported by Pathak (2004) stating that IT auditiag been accepted as a
distinct profession carved out of two distinctlypaeate professions of IT
based data communications and auditing.
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Figure 1: Integration of two auditing professions

Fink (1997:21) states that organisations rely oditats to evaluate
and improve the integrity of their IS. A specialggbup of IS auditors has
emerged to deal with systems which have becomentdotly complex and
diverse. This is explained by Hall and Singleto0Z3) who state that an
IT audit is associated with auditors who use tecdirskills and knowledge
to audit through the computer system, or providditaaervices where proc-
esses of data, or both, are embedded in technelogie

IS auditors are faced with the challenge of bemgived in the plan-
ning and organising of IT projects, implementatwhproposed solutions,
delivery and support of IS and the monitoring & firocess, controls, assur-
ance and evaluation (Kimpton & Martin, 2001:49)e\Wwously, auditors have
audited “around the computer” by auditing manualcpsses and controls.
This is no longer effective and it is essential &ditors to follow an ap-
proach of auditing through and with the computeterinal auditors focus on
the testing of IT processes and controls mitigatdentified business risks
and although also true of external audits. Extefhauditors’ focus on the
testing of controls related to the fair represéotabf the financial state-
ments. It is therefore necessary for IS auditorsrigage in learning and ob-
taining knowledge of both IT and auditing to becassful.

In the past research has focused on how IT chatigesole of IS
auditors, the available tools for IS auditors, Hmpe of IS auditing, the
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importance of training, and the inclusion of awiftware in the curricula for
undergraduate and postgraduate students. A limiteber of studies were
done to define an IS auditor's profile as a sedrghGoogle Scholar has
proved. The main objective of the study will theref be to determine an IS
auditor’s profile.

The paper’s layout is as follows: It starts withackground study and
the research methodology, then it disucssed tha dallected, create a
profile based on the literature and then it reconmuineow the study can be
applied and end with a brief conclusion.

Background

IT is defined by Whitten, Bentley and Dittman (26&)1las the combi-
nation of computer technology (hardware and so#yvesith telecommunica-
tion technology (data, image, and voice network§.are defined as an ar-
rangement of people, data, processes, informatieseptation, and IT that
interact to support and improve day-to-day openatio a business as well as
to support the problem-solving and decision-makiegds of managers and
users (Whitteret al.,2001:8).

According to the South African Auditing Standar@&\AS) 200, the
objective of an audit of financial statements isst@ble the auditor to ex-
press an opinion as to whether or not the finargtetements fairly present,
in all material respects, the financial positiorntloé entity at a specific date,
and the result of its operations and cash flowrmftion for the period
ended on that date, in accordance with an idedtifieancial reporting
framework and or statutory requirements.

Traditional auditing objectives as defined abowe iafluenced by the
impact of IT and IS, where manual inputs and owmre no longer proc-
essed and more risks are threatening the sectifitysinesses, their financial
statements and fraudulent activities. Weber (1999dkfines IS auditing as
the process of collecting and evaluating evidemceldtermine whether a
computer system safeguards assets, maintains rdataiity, and allows or-
ganisational goals to be achieved effectively asat uesources efficiently.

Hinson (2004:5) expands on this by stating thatmaer (IS) auditing
is all about a branch of general auditing concemitidl governance (control)
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of information and communication technologies (ICComputer auditors
primarily study computer systems and networks ftbm point of view of
examining the effectiveness of their technical gmdcedural controls to
minimize risks. According to Hall and SingletorO(:3) an IS audit is as-
sociated with auditors who use technical skills &mbwledge to audit
through the computer systems, or provide auditiseswvhere processes or
data, or both, are embedded in technologies. (1899:44) summarises the
definitions effectively when he stated that managetutilises IS auditing as
a tool for ensuring:

v' Reliability and integrity of information;
Compliances with IT policies and procedures;
Safeguarding of IT assets;

Economical and efficient use of IT resources; and

NN

Accomplishment of established IT objectives andgoa

It can be concluded that IS Auditing is the exarigraof an IS and
surrounding procedures to express an opinion aghttther or not the data
involved in processing, is fairly represented apacific date. It is also done
to ensure completeness, accuracy, validity anditwess of data and transac-
tions and to scrutinise the controls implementenhitigate identified risks as
well as to provide assurance on the safeguardirmggainisational assets and
resources.

Bagranoff and Vendrzyk (2000) argue that the evmuin audit and

IS has forced auditors from auditing around the mater to auditing with
and through the computer by incorporating the remngsknowledge and
skills from IT specialists. In the early stagesal®litors were actually finan-
cial auditors with some interest in IS. They ndiat tthe auditors conducted a
review of IS-related controls and have reportedtlan strengths or weak-
nesses. Financial auditors had little understandirtge work done by the IS
auditors and IS auditors did not always understaadmplications of control
weaknesses on the financial statements (Bagrand#igdrzyk, 2000:33).

According to Bagranoff and Vendrzyk (2000:33), k&di is largely
supportive of financial audit, but started to spénte at developing and of-
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fering client services such as security, IS comsgltbusiness continuity
planning and technical reviews and risks assessmihtAuditors began to
understand that IS can be used to their advantageused as a tool rather
than be seen as an adversary. IS reached thewgoene auditors could no
longer audit around the computer and were forcedst® computers as the
target of their audit, since all information wasogessed internally which
increased processing speed and storage capacitwasditilising artificial
intelligence. With emerging technologies the wook fS auditors kept on
increasing, and so is the specialised knowledgeskitld needed by IS audi-
tors.

Taken the above into account, it can be concluthedl S auditors
need to understand the process flow of transactwnismformation in IS,
which include technical knowledge and an understanaf the controls
needed to ensure accuracy, validity, timelinesscamobleteness of organisa-
tional information, resources and assets. For rid@son the combination
knowledge, skills, experience and daily roles agshonsibilities of IT and
auditing professionals fall under the professionSauditing. Thus, profes-
sionals coming from different backgrounds (IT amdioditing) are forced to
learn and develop the skills necessary to meedehgands of the IS auditing
profession as they are unlikely to have both tleuired IT and auditing
knowledge.

Research Methodology And Data Handling

From the literature review and the background eaesh question was
set: What are the IT and audit knowledge and safs gsequired from an IS
auditor, for an IS auditor to optimally perform lisher daily roles and fulfil
his or her professional responsibilities?

To define the IS auditor’'s profile, a qualitativesearch approach was
followed, based on a combination of non-empiridéér@ature survey) and
empirical studies (structured interviews). The datVve research data con-
sists of two main sources. Firstly secondary infron was derived from
the available body of knowledge through a literatteview. The construc-
tion research method was followed to obtain, amafrsd present a summary
from the literature survey. Secondly, an IS aust@rofile was designed
following a survey approach based on an empiritadys method. The re-
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sponses from the structured interviews were regbadegualitative responses
(non numeric data) and were used as the prefeatdodllection method for
this study.

The interviews were conducted with respondents dhasea distrib-
uted judgmental sample selection. The sample $sateadhered to the fol-
lowing criteria: Background (IT or Auditing); Yeaexperience in IS audit-
ing (4 or more); Level (Management or higher); diywpe of audit role (Ex-
ternal or Internal).

Ten interviewees were selected based on an eqglibbsepwveen the
different business sectors and whether the comparfprms internal or ex-
ternal audits (five internal audit and five extdraadit companies). The in-
terview population included the following busindsdustries containing IS
auditing divisions: Audit Firms; Government Depagtmts; Retail Industry;
Banking Industry; and Telecommunications Industry.

The primary data obtained through structured imgevs were inter-
preted and compared to the secondary data obthinedeans of the litera-
ture review. The aim was to combine primary andsdary data to define
an IS auditor’s profile. The interpretation, compan and combination of
the primary (interview response) and secondary @ldtxature review) is
presented according to characteristics such assRwold Responsibilities of
IS auditors; Knowledge; Soft Skills; and IS Audiddls and Techniques.

Roles and Responsibilities

The roles and responsibilities vary according ® l#vel of responsi-
bility. For the purpose of this study, the role&l aesponsibilities were di-
vided into three responsibility levels, namely: Goltant; Manager; and Di-
rector. The roles and responsibilities of an ISitaudchre perceived as very
important attributes of the IS auditor’s profiledaset the direction for per-
forming IS audits based on the type of audit age@mt. In order to perform
an IS audit through the defined roles and respditigb IS audit tools and
techniques are required to enable and assist tlaid&or to perform these
responsibilities and a certain set of soft skitks meeded to drive the success-
ful completion of the audit (also supported by Weld99 and Hall and
Singleton, 2005). The roles and responsibilitiekned for the IS auditor’s
profile is presented in Figure 2.
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Figure 2: An IS auditor’s roles and responsibilities

It can be concluded that roles and responsibiliti@ssists of the IS
audit process and the roles and responsibilitiesrding to a responsibility
levels (consultant, manager or director) (e.g.rduthe “planning and prepa-
ration phase” (step 2 - Figure 2), a manager'samsipilities will include
engagement planning. Engagement planning incluatEso(ding to the inter-
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view responses): Establishing and agreeing on gerpad objective of audit
and clearly communicate to audit team; Preparatctisquirements; Manage
timing of the audit (scoping, available time, peoahd budget), etc.

Knowledge

The basic knowledge required from an IS auditcgnsure the execu-
tion of the assigned roles and responsibilitiesevelafined using the common
entry routes into the IS auditing profession angleyment requirements
obtained during the interviews. These common erduyes/employment re-
quirements were found to be from either the IT/ISaaditing/accounting
backgrounds. The knowledge required of IS auditeais therefore divided
into IT knowledge requirements and audit knowledgguirements. The IT
and audit knowledge requirements as per summamy the secondary (lit-
erature) and primary (interview responses) dapeesented in Table 1 (on
the next page).

In understanding the concepts of IT and audit kedgé and the rela-
tionship between them, it can be concluded thait dundwledge should be
applied to IT knowledge to enable an IS auditoexecutes his or her daily
roles and responsibilities (Lucy, 1999) (e.g. ttphaarify the statement that
audit knowledge should be applied to IT knowledge: audit knowledge
concept, “understanding of the concept of risk”dtidbe applied to a spe-
cific area of IT knowledge depending on the scop@ abjective of the au-
dit).

The auditing concepts of (understanding the conoépisk) may be
applied in the IT knowledge area, information séguwhich will entail the
risk associated with information security beingided (e.g. (i) Unauthorised
access to application data and physical assetsemmlirces (servers); (ii)
Unlicensed versions of software loaded on the gtinachines; and (iii)
Resources and data are unprotected against viacksit

Another example is the auditing concept of obtajramd interpreting
relevant audit evidence. To ensure that IT strategnd policies and proce-
dures are aligned to business objectives (IT kndgdearea: IS manage-
ment/IT governance), the ICT strategy, policies g@ndcedure document
should be obtained from IT management. The docustemild be evaluated
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and compared with mission, vision and objectivesestents (usually stated

in minutes of a steering committee mee

ting or pgeeént presentation).

IT knowledge

Audit knowledge

Application programs / ERP systems

Understanding of the concept g
risk

Basic Information systems and Informatio
Technology general concepts

n Know about applicable standarg
and best practices

Programming languages and procedures

Audit planning (understanding th
. objectives of the audit, the scop
" of the audit and the areas of sig
nificance)

Computer communications and Networks
(including routers, switches and internet)

Audit testing methods (including
compliance testing, substantive
testing and analytical review prg

n

D O

cedures)
Data structures and database Understanding of the concept o
control
Information security (physical and logical Understand basic accounting
access) principles

Information systems management / IT gov-

ernance

Business understanding

Operating Systems

Obtaining and interpreting rele-
vant audit evidence

System analysis, design, development, te
ing, implementation and maintenance
(SDLC)

5t-
Independence

Business Continuity and Disaster Recove
planning

Information systems operations

Specialised areas

Table 1:IT and audit knowledge

Given the logic of audit knowledge being appliedfdknowledge, in-
dividuals from an auditing background have an athga because these in-

dividuals understand the auditing concepts andiblesto identify the impact
of risks on the financial statements. Individuaeni an IT background have

10
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the advantage of understanding the more techni@al® concepts and can
identify risks and controls within IT knowledge ase

The challenge of people from different backgroupossents the gap
between the IT and auditing professions. Indivisliiaae forced to interact
with each other within the working environment tansfer knowledge and
skills especially if the employees are from diffareprofessional back-
grounds. Extensive additional training is also reo@ended to bridge the gap
(see also Kimpton & Martin, 2001). The IT and addaiowledge required by
IS auditors is considered to be an enabler foptbeess of performing an IS
audit, because an individual who does not undeddta® auditing or IT con-
cepts will not perform the required audit steppeeglly steps 3 and 4 (refer
to Figure 2).

Soft Skills

IS auditors need to adapt to the different circamsgs and environ-
ments to perform IS audit functions. Having theuiegd IT and audit knowl-
edge and IS audit tools and techniques is not énfargan IS auditor to exe-
cute an IS audit assignment. In order to definel$auditor’'s profile, the
soft skills needed by IS auditors should be defihefdrmation obtained dur-
ing the fieldwork phase (step 3 - Figure 2) needsraction of the client and
the audit team. Soft skills are needed to obtappstiing evidence, observe
processes, document conclusions and finding armavietving staff (Lucy,
1999).

To complete step 4 (“reporting and follow-up” — &g 2) in the audit
process, it is essential that the IS auditor efdlithe skills such as: (1) Con-
flict resolution: client management may not accyatt business processes
are not operating as intended and may disagreefwdmgs; (2) Communi-
cation skills: verbal for client meetings and veittfor report; (3) Not under-
standing the client business or environment; afdg{rength of character: it
sometimes takes strength of character to stana ypessure from a client
not to publish negative audit findings (Pathak,200 he relevant soft skills,
as detailed in the literature review and intervi@sponses, are illustrated in
Table 2.

The soft skills provided in this study are onlywdgline and only fo-
cused on the basic levels of skills required. alh e concluded that an IS

11
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auditor's soft skills are the drivers towards swsteally completing an IS
audit assignment.

Soft Skills

Analytical / systematic

People’s person / people knowledge

Communication skills (both written and verbal, umting interview-
ing techniques, persuading, presentation, mandgemamunication
and negotiating)

Initiative

Managing people, resources, time and budgets (islaigé

Resilience

Good listener

Passion for auditing

Understand client environment / business

Team player

Conflict resolution

Constant learning / seeking new knowledge

Decisive / Judgement

Diligence and detail

Establish rapport

Inquisitiveness

Punctual

See the "bigger picture"

Strength of character

Tact

Tenacity

Table 2: Soft skills needed by an IS auditor

IS Audit Tools And Techniques

IS audit tools and techniques are part of the soiub the increasing
complexity of applications, software and networKkS. audit tools and tech-
niques enable the auditor to audit through the ederprather than auditing
around the computer (as in traditional methodsk (aéso Doughty &
O’Driscoll, 2002).

12
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IS audit tools and techniques are essential irs@sgithe IS auditor to
evaluate and assess detailed transactions inabgoin of the time of normal
manual evaluations. The following categories ofal&lit tools and tech-
niques are presented based on the interpretatittregdrimary and secondary
data:

= Generalised audit software: includes CAATs useddfta analysis
purposes (e.g. the most popular applications afd-,ADEA, Mi-
crosoft Excel and in-house developed SQL queridssaripts);

= Specialised analysis tools (e.g. security analysits (e.g. Sekchek
and ESM) and application analysis tools (e.g. aisl§ools interro-
gating SAP and Oracle applications));

= Audit methodologies, standards, guidelines andtgudigrams: as-
sisting the auditor in executing IS audit assignmeAccording to
the interview responses, the following standards gundelines are
used by IS audit organisations and professionaBBIT (100% re-
sponse); In-house developed methodology (70% res)pilcOSO
framework (60% response); Internal auditing stanslaf60% re-
sponse); International auditing standards (50%amesg); Itil (40%
response); and ISACA guidelines and frameworks (4€8ponse);

= General Applications: these applications includeuteent manage-
ment, planning and audit software and enable thit@uto create
working papers, reports and other related documents

According to the interview responses, the typeapmyilications often
used by IS audit organisations and IS audit prajaass are: Microsoft of-
fice (Word, Excel, Visio, Power Point, Projects addtlook); AuditPro (au-
diting software); MyClient (Teammate — auditing teadre); and Peoplesoft
(billing and project management). Generalisedtaaaiware (e.g. ACL) (as
defined under IS audit tools and technologies) lsarused during a data
analysis audit (as defined under IT and audit keogé). The audit software
will enable the IS auditor to identify duplicatezliynals or unapproved jour-
nals.

13



Mariana Carroll, Alta van der Merwe, Sam Lubbe

An IS Auditor’s Profile

Audit knowledge needs to be applied to IT knowle@zgillustrated in
Table 1). Knowledge is regarded as the enabletherexecution of an IS
audit, since an IS audit assignment cannot be ategbwithout the individ-
ual having adequate knowledge. The roles and regpbies of an IS audi-
tor are presented based on the steps performed|® audit per responsibil-
ity level (as shown in Figure 2). Soft skills aegarded the drivers of the
audit to ensure successful completion and are cgipé to all responsibility
levels (as per Table 2). Soft skills though, angallg more mature at director
level than, for instance, at consultant level. @hdit tools and techniques are
regarded as the supporting functions availablessistithe IS auditor in per-
forming IS audits (per the defined audit proceBsy. examples per category
refer to the above section.

It is important to note that the IS auditor’s plefas presented in this
study, is not the only or optimum IS auditor’s flefsince the characteris-
tics may differ according to person and businessdurcational institution.
The profile provided is only a guideline and hasufged on the basic level of
IT and auditing skills, soft skills, audit tools datechniques and roles and
responsibilities. For a graphical presentatiorhaf profile see Figure 2.

Recommended Use Of The Profile

By determining the roles and responsibilities dmeldoncepts applica-
ble to IS auditing, the knowledge and skills regdiland the IS audit tools
and techniques used in supporting the IS audiber,following institutions
and individuals can benefit by the establishedutar’s profile:

= Educational institutions may incorporate the cotggpesented in
the IS audit profile in the curricula of studergspecially the con-
cepts related to IT knowledge, audit knowledge thedS audit tools
and techniques. The terms and concepts as listEdyure 3 can be
used to incorporate these terms or concepts ioubhrecula for audit-
ing students to ensure that they meet the minimewal lof IT and
audit knowledge requirements. The IS audit toot t@chniques, es-
pecially the generalised audit software (e.g. ACILOEA), could be

14
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used as a guideline as to what types of IS audistare available
and mostly utilised by organisations (accordinghe interview re-
sponses);

The auditing profession will be able to utilise thefile to assess
employees and benchmark them against their progressding to
the defined concepts (e.g. according to the regipilinsmatrix, it is
required that an IS audit manager reviews audignamms and work-
ing papers during the fieldwork phase (step 3Yefro Figure 3). To
enable the manager to perform a review, the negeasait knowl-
edge (e.g. “Understanding of the concept of rist&udit testing
methods used”; “Business understanding”; “Know dkapplication
standards and best practise”; “Understand the @bnaiecontrol”;
and “Relevant audit evidence”) should be appliethtorelevant IT
knowledge area (as per the scope and objectiveeohtdit defined
in the planning phase (steps 1 & 2) (e.g. “Applmatprograms /
ERP systems”). The following IS audit tools andht@ques are ap-
plicable for step 3 (review of work papers by masqg(1l) General-
ised audit software (since it is an applicationeey ACL, IDEA or
SQL queries can be used to perform data analysshwhe manager
should review); (2) Audit methodologies, standamgisidelines and
best practise (the manager should ensure thatdhie performed ad-
heres to audit methodologies and meets all augittbes. Findings
can also be compared to best practise to identdgkmwesses (e.g.
Password settings should be 6 characters or mane)(3) General
applications (document management applicationsufensersion
control of working papers) and Microsoft office (Ydoand Excel)
for work paper documentation). The soft skills (é@ommunication
skills” (verbal communication with consultants andtten commu-
nication in review notes and the report); “Managpepple” (audit
team); “Diligence and detail” (to ensure accuramympleteness, va-
lidity and timeliness of work papers); “See thedag picture” (see
audit as a whole and not as isolated parts peringnapers); and
“Decisive / Judgment” (decide and make judgmentscah weak-
nesses or risks identified and reporting to managgmdrive the
manager to successfully complete step 3 in thet puolcess.

15
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Professional institutions will also be able to tlse IS auditor’s pro-
file to recruit employees based on the requireell®f knowledge
and skills. They can also use the roles and resipitities illustrated
to define the job descriptions of employees atdifferent responsi-
bility levels.

= Individuals in the IS auditing profession can defitheir roles and
responsibilities to execute audit assignments Sstolly and
benchmark these in the IS auditing profession (refehe example
above). They can use the knowledge and skills tzasgaluate their
current knowledge and skills, identify gaps andkaomwards the de-
sired level.

Conclusion

This article has defined the IS auditor’'s profikcarding to the fol-
lowing main characteristics: roles and responsiedj knowledge; skills; and
IS audit tools and techniques. This study contabub the existing body of
knowledge by means of enhancing the definitionateel to the roles and
responsibilities, knowledge, skills and IS audalsoand techniques available
and to provide insight to the relationship betwélesse concepts as illus-
trated by the IS auditor’s profile.
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