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Abstract

Client-server-based healthcare systems are unable to manipulate a high data volume, prone
to a single failure point, limited scalability, and data integrity. Particularly, several measures
introduced to help curb the spread of Covid-19 were not effective and patient records
were not adequately managed and maintained. Most vaccination-proof certificates were
forged by unauthorized parties and no standard verification medium exists. Therefore, this
paper proposes a blockchain-enabled vaccination management system (VMS). VMS
utilizes smart contracts to store encrypted patients record, generate vaccination certificates,
and verify the legitimacy of the certificate using a QR code. VMS prototype is implemented
using Ethereum, a public blockchain and simulations performed based on Apache JMeter
and Hyperledger Caliper to assess its performance in terms of throughput, latency and
response time, and the average time per transaction. Results show VMS achieved an
average: response time of 132.24 ms, the throughput of 379.89 tps, latency of 204.60 ms,
and time of transactions is 10s-12s for 1000 transactions. Also, its comparison with the
centralized database shows the traditional database’s effectiveness in transaction
processing but lacks data privacy and security strengths. We, therefore, recommend the
use of blockchain in the healthcare system and other related sectors such as elections, and
student records management to ensure data privacy and security and rid the system of a
single point of failure.

Keywords: Covid-19, healthcare system, blockchain, patients, vaccination, security,
privacy.

1. INTRODUCTION

In most developing nations, traditional healthcare is heterogeneous in nature and
critical patients’ healthcare records are diagonally created and maintained in
diverse healthcare outlets [1]. This makes it difficult for healthcare providers to
efficiently access such records internally and externally when needed for healthcare
services such as diagnosis, treatment, decision-making, etc. [1]. Moreover, the
traditional healthcare system generates and processes large volumes of patients’
data daily and is based on the client-server architecture or the traditional
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centralized database. However, a system with such an architectural orientation is
unsuccessful in manipulating the high volume of patients’ data and limits its
scalability, development, and integrity of data as well as serving as a single point
of failure [2]. Moreover, the system is prone to denial of service attacks, and
reliance on third parties to handle and maintain patients’ information, rendering
medical data less secure[3], [4].

In recent years, digital transformation has been witnessed all around in every sector
of the economy and the healthcare sector is not an exception. The healthcare
sector has shown improvements and effectiveness due to advances in technologies
such as the Internet of Things (IoT), blockchain, cloud computing, etc. These
technologies’ applications include sickness prediction, pharmaceutical traceability,
electronic medical records management, patient tracking, remote patient
monitoring, and the fight against contagious illnesses like the Covid-19 epidemic
[3], [5]- In particular, the IoT has significantly contributed to the healthcare
evolution from traditional to smart where patients are continuously monitored in
real-time, diagnosed, and treated remotely. Thus, these technologies have made
the majority of healthcare providers migrate from using conventional health
systems to eHealth to change how information is governed and handled [0].

However, the technology adoption in most countries is slow due to reliance on
two-tier or client-server architecture systems. The unanticipated outbreak of the
pandemic known as Covid-19 greatly exposed the limitations of the present
healthcare systems in their ability to respond to emergencies involving public
health [7], [8]. Since the first cases were reported in December 2019, the healthcare
sector has been under strain due to the demand for services [9]. People worked
tirelessly to discover the most effective solutions in terms of creating and testing
vaccines, decreasing disease transmission and promptly identifying viral carriers
since coronavirus is highly contagious|1], [8], [9]. This also accelerated the
development of various technologies to assist with managing the outbreak of the
virus including patient tracking or contact tracing applications, symptom
identification and remote monitoring applications [10]. Nonetheless, most of these
methods were not effective, for instance, the apps lack a source of trustable and
accurate data that could help to provide correct information about Covid-19[11].
Most clinical laboratories and general hospitals gave false information about
patients affected by the Covid-19 epidemic since there were not managed,
maintained or obtained based on defined criteria [3], [12]. Also, several nations
advocated the use of immunity passports [13]. Nevertheless, these immunity
passports pose serious scientific, practical, equitable, and legal issues[13], [14].
Most of the issued vaccination-proof certificates in several countries were forged
and there were no standard ways to verify their legitimacy, and in some cases,
patients’ privacies were violated[14]. This resulted in several counterfeit certificates
and fraudulent claims that the vaccine had been administered|[15], [16]. Therefore,
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there is a great need to develop cost-effective systems to deliver and deploy
vaccination certificates[17], [18].

Blockchain technology is one of the promising technologies to improve the
security and privacy of patient records in the healthcare system due to its
decentralized distributed ledger [1], [19]. Its application in healthcare has shown
promising results in terms of secure access to healthcare data. It has demonstrated
the ability to improve clinical trial data management, reducing regulatory clearance
delays and simplifying communication between multiple supply chain
participants[4], [1]-[20]. Blockchain is a distributed, append-only, and time-
stamped data structure that permits the formation of a decentralized peer-to-peer
network which eliminates the need for a trusted authority and enables individuals
who do not trust one another to interact with one another in a verifiable manner
[21], [22]. Currently, several blockchain-based solutions enable the safe transfer of
digital assets among untrustworthy clients [23]. It is an exciting new technology
that has the potential to assist numerous sectors to reduce inefficiency and
surmount bottlenecks such as speeding up transaction settlements, reducing costs,
and offering transparency, auditability, efficiency, income, and security [24].

Therefore, this paper proposes and implemented a blockchain-based vaccination
registration and verification system as a viable solution in the healthcare sector to
ensure that medical data is handled in a trustworthy and secure way. In terms of
proof of vaccination, which is required in almost every travel destination, this
proposed system will go a long way to curb the issuance of counterfeit certificates
and fraudulent activities. Moreover, throughout the epidemic, the transmission of
disinformation skyrocketed dramatically, and existing platforms were unable to
validate data, resulting in public fear and irrational behaviour. Consequently,
developing a blockchain-based verification system is important to guarantee the
dependability and credibility of information received by the public and
government institutions [25], [26]. Due to the features offered by blockchain
technology, the proposed system is used to register and verify vaccinated patients
via a quick response (QR) code-based application. This solution idea is not only
limited to vaccination but also may be applicable in other areas such as voters’
registration, transmission, and storage of election results, etc. Simulations were
also conducted to evaluate its performance and the results are promising.

The remaining parts of the paper are structured as follows: Section 2 presents the
background information about blockchain technology, Section 3 presents some of
the related works, and Sections 4 and 5 present the proposed VMS and the
algorithmic design respectively. Section 5 presents the simulations which evaluate
VMS’s performance, Section 6 presents the paper discussion and Section 7 is the
paper's conclusion.
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2. STUDY BACKGROUND

A wide variety of professionals, including those trained in chiropractic, dentistry,
nursing, pharmacy, and allied health, are responsible for providing patients with
healthcare. It can be administered in a wide number of locations, including
hospitals, clinics, nursing homes, and other community-based settings[27], [28].
The integration of healthcare with modern technologies has attracted significant
attention in academia and industry in recent years. This has resulted in the
emergence of systems such as electronic health records, electronic medical
records, mobile computing, telemedicine, telehealth, etc. [29]. This section
presents background information on blockchain technology.

2.1. Blockchain Technology

Blockchain is a transparent and secure information storage and distribution
platform that runs independently of a centralized authority [30]. It consists of a
series of blocks which are append-only logs of time-stamped records that are
interconnected and safeguarded using cryptographic techniques [31]. In the
blockchain, the order of the blocks is crucial, since there atre connected in a
predetermined, immutable order specified by the time of the block's creation.
Each block contains multiple transactions on the blockchain network that have
been veritied and records their hash values by the Merke tree [32]. The hash values
include the block’s hash value and that of the previous block, thereby maintaining
a chain structure among blocks [33]. In addition, when a certain amount of time
has passed, the blockchain will include a new block that is comprised of completed
transactions, it must be validated by an individual known as a miner [33], [32]. A
block's hash value is produced when the block is created; its value will change if
the block's data is modified and it comprises the hash value of the preceding block
as shown in Figure 1. The hash value is produced in such a manner that it is very
hard to do reverse engineering on it and the hash is updated every minute if there
is a change. Blockchain consensus mechanisms are used to approve and validate
the tasks, only when the transaction has been approved that it is accepted as a
permanent part of the blockchain [34], [35]. The consensus algorithm is executed
by all participating nodes in the networks on the block. Thus, blockchain
characteristics included immutable, distributed, anonymity, interoperability,
etc.[20].

¥ ¥
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Figure 1. Blockchain structure [33]
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Moreover, various classes of blockchain exist depending on the nodes’ inherent
permission mechanism [20]. This includes private, public (e.g. Bitcoin and
Ethereum), and consortium blockchains(e.g. Hyperledger fabric)[20]. Its critical
components for ensuring security and privacy in the blockchain system which are
the consensus protocols include Proof of Work(PoW) common in a public
blockchain, Proof of Authority(PoA), Proof of Stake(PoS), proof of
familiarity(PoF), practical byzantine fault tolerance common in consortium
blockchain, etc. [34], [35], [19]. These protocols are very important in terms of
validating and accepting new blocks into the blockchain|[34], [19].

2.2. Smart Contracts

A smart contract is a computer program that specifies the rules for managing
transactions in the blockchain system or processes for automated transactions that
carry out the contractual obligations of an agreement [36], [19]. As part of the
transaction verification process, they are generated on the decentralized ledger and
function independently. Its lifecycle includes creating, deploying, executing and
completing smart contracts [19]. To generate the smart contract, a transaction on
the blockchain platform (e.g., Ethereum, Hyperledger) is required, this will then
add the smart contract to the blockchain network. During this particular stage, a
contract is issued a unique 160-bit identification address and its code is transferred
to the blockchain network [37]. When propetly constructed, a smart contract
composes of a balance of contracts, a contract address, present executable code,
and a contracting state. The security of smart contracts is dependent on how well
the contract code is written, and the integrity of the blockchain may be setriously
undermined if a fault is found in the implementation logic of the contract code.
The execution of each contact statement is an immutable transaction stored in the

blockchain [19].

3. RELATED WORKS

This section presents some of the blockchain-based works in healthcare system
ecosystems. Harris [38] proposed a blockchain solution involving storing and
viewing patient status and transaction log information relevant to Covid-19
medical problems. The confidential information is only accessible to the relevant
government and municipal authorities for monitoring and future action.
Thippeswamy ez al. [39] also proposed a blockchain-based approach for tracking
medical reports maintained in a secure and distributed blockchain network. A
patient is granted a monopoly on his/her medical records, making the system more
patient-centred. The system uses two-step authentication to provide security and
privacy. Similarly, Tarek ef a/. [40] suggested a secure inter-healthcare patient health
records exchange architecture based on blockchain. The proposed architecture can
detect and prevent any malicious activity on the eHealth records. It may also
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validate the integrity and consistency of EHR queries and responses from other
healthcare systems and provide them in a way that is easily comprehensible by all
healthcare nodes.

Kumar e7 al. [22] also presented a solution for the off-chain distributed storage of
patient diagnostic reports using blockchain and interplanetary file systems (IPFS).
It was based on a consortium blockchain-based architecture that can store medical
information and the IPFS has a version management technique. In this case, each
report is connected with its hash value, and a peer may obtain a patient's medical
report by utilizing the report's matching hash value which ensures the data is
reliable and accurate. Saha ¢7 a/.[21] also proposed a healthcare data management
system based on a consortium blockchain. It is a multi-layered architecture in
which various entities associated with the healthcare system would be represented
by distinct components. The entities include patients, physicians, hospitals or
clinics, medical records, etc. Also, Tripathi ez a/.[41] suggested a smart healthcare
system based on blockchain to improve the security and integrity of smart health
systems. cHealth records from clinical trials and other sensitive information
acquired from a variety of sensors are encrypted and stored among several nodes
in a blockchain network rather than in a centralized cloud. This allows for more
decentralized access to the information. Blockchain has the potential to improve
the healthcare system, however, most works done are mainly based on technical
issues involving privacy, security, access control, data management and monitoring
which leaves a gap to be filled in developing more decentralized systems with the
help of blockchain technology. Thus, this paper focuses on such a decentralized
system to boost healthcare security and privacy.

Table 1. Summary of related works

Proposed Solution and

Ref. Objective

Implementation Consideration

[38] A low-cost Blockchain Blockchain, Hypetledger — Trust and Security
method for storing and Fabric, Hyperledger
viewing patient status and Composer
transaction log information
relevant to their COVID-19
medical problems has been

presented.
[39] Blockchain-Based Medical Ethereum Blockchain, Security, Storage, and
Reports Monitoring System  Ganache Truffle suite, Authorization
Metamask wallets, Node
Js
[40]  The blockchain-based Blockchain, Smart Security, Integrity, and
solution to facilitate scalable  contract Consistency
and secure inter-healthcare
HER exchange
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Ref. Proposed .SOh.ltlon and Implementation Consideration
Obijective

[22]  off-chain distributed storage  IPFS, Blockchain, Consistency, Integrity,
of patient diagnostic reports  Python flask and Availability
using blockchain and
interplanetary file systems
(IPES)

[21]  Healthcare data Blockchain, FHIR Server  Transparency,  Data
management system based replication, and
on blockchain availability

[41]  S2HS-smart healthcare - Data integrity,
system approach based on Security, Privacy, and
blockchain Transparency

4. METHODS
4.1. Proposed System
4.1.1 System Overview

This proposed system utilized blockchain technology to develop a secure privacy-
aware and efficient vaccine management system (VMS). The system operation is
twofold: patients’ registration and certificate verification. To register a patient, the
system operates by first executing the node, deploying the smart contract and the
patient is registered by the Registration_Authority under normal operation of the
node. However, to successfully register a patient, valid credentials must be entered
for authentication. After successful registration, the patient will have a unique
smart contract ID that they will use for the generation of their certificate. In the
same vein, the Verification_Authority verifies the issued certificate. To achieve this,
the verifier must have access to the system and then perform certificate
verification by scanning the QR code to retrieve vaccination records. The system
is straightforward and will assist in addressing the several counterfeit certificates
and fraudulent claims of the vaccine having been administered.

4.1.2 System Architecture

This subsection presents the architecture of the proposed VMS. This is presented
in Fig. 1 and the components involved are discussed as follows.

1)  Patient: Any individual who is going to receive the vaccine from the
healthcare facility. Once the patient gets to the healthcare facility, a
vaccination dose will be administered to the patient and the vaccination
details will be stored on the VMA.

2)  Registration_Authority: A person or organization who handles the
registration of vaccinated patients in the VMS. He/she must ensure that
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the blockchain node is running correctly, must be registered, and
verified in the VMS to have access.

3)  Verification_Authority: A person or organization who handles all the
verification processes. They must also be registered in the VMS to be
able to verify the certificate via scanning of the QR code.

4)  Blockchain-based smart contract: This is the suggested method for
safely storing the information on the distributed ledger. Once patient
data has been collected and added to the blockchain, all the other parties
involved, including patients and verifiers, will have a more secure means
of accessing it. Its features include elements such as data integrity,
immutability, transparency, and availability, all of which are among the
system's most notable distinguishing characteristics [54].

Off Chain storage

il
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Healthcare Facility and unique smart
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g

- Retrieve Vaccination
Details

Verification
Authority

Figure 2. System architecture

4.2 Algorithmic Design

This section presents the algorithmic design which explains how different
operations performed in the proposed system happen from the time of patient
registration until the verification phase.
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4.2.1 System Operation

As shown in Fig. 3, the proposed VMS starts by executing the node and then is
followed by deploying the smart contract. If the node is running without any
errors, then the Registering Authority will be permitted to register the patient, or
else if the node is not running an error message will display alerting the
administrator to restart the node. A patient is successfully registered when the
Registering Authority enters the valid credentials for authentication. Once
registration is successful, a patient can log in with the issued credentials which will
be verified to access, request, and view the certificate. However, the requested
certificate can be verified by Verification_Authority after logging in with their
credentials. Once the credentials are correct, Verification_Authority is allowed to
scan the QR code and retrieve vaccination details. In both cases, the blockchain-
based smart contract is deployed, the core technology that ensures transparency,
integrity, confidentiality, privacy, immutability, and other desirable characteristics

of patient's healthcare information.
Contract

False Is Node

Running?

True

Registrattion_Authority
Login & Register
Patients

Registered Patient Login
& Request/Download
Certificate

Verification_Authority Login &
Verify Certificate by Scanning
QR code on Certificate

s Patient Verified?2

Display Patient
Information

Figure 3. Algorithm for system operations
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In the proposed VMS, the blockchain node must be operational for the smart
contract to be deployed. The correct execution of the smart contract was checked
using the hardhat command to build the API and bytecode. Once no error is
flagged, the hardhat instruction is executed to invoke the smart contract and
generate a unique address. Furthermore, a database is generated by constructing a
docker container which is accessible from the API which is launched by Prisma to
establish a connection to the database. Also, for effective security, symmetric data
encryption is done during registration and decrypted during verification. The
process involved in both cases is captured in Fig. 4 and discussed in-depth.

4.2.2 Registration process

This is an activity involving the addition of patients and their vaccination into the
VMS by the Registering Authority. In this process, once a vaccination dose is
administered to the patient, personal information such as the national ID and
vaccination details of the patient will be collected and stored in the VMS. To
achieve this, the Registration_Authority must be registered and verified with the
VMS to log in. That is, he/she is required to log in and an access token is
automatically created for post request to the API and the token validity will then
be checked. It is valid, a 128-bit key will be generated and stored on the database
and the plaintext will be encrypted using the generated key while a JSON object
will be returned with a ciphertext, as shown in Fugure 4.

Patient Clinic/Hospital System Smart Contract

Request for

Registration_Authority
vacccination i i

R
Registration_Authority
Deploy Smart contract

Patient

l— _Generate address  __|

Encrypt
vaccination info
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Return unique l
[<— -smart-contract —
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Validate patient
Request vaccination | unique ID

certificate ~

Retrieve data
Generate

certificate

Decode QR code

Request certificate |
verification

Verification_Authority

verifies certificate

& decrypt data

Return verification

[~ Teport(vacinnated/mnot
vaccinnated)

»
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Figure 4. Registration and verification processes
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Once all details are entered into the system, the data will be encrypted and saved
into the blockchain smart contract as well as the off-chain storage and a unique
QR code 1is automatically be generated alongside a certificate. The
Registration_Authority will then assign the unique smart contract ID generated by
the VMS to the patient for the generation of the certificate for verification. The
information will be safely stored on the blockchain node for potential use in the
future or verification by the relevant authorities. Moreover, a patient can request
a certificate of vaccination or registration proof using the unique smart contract
ID obtained after registration. It is a valid ID that creates the QR code and encodes
it with a vaccinationHash and makes it available for download.

4.1.3 Verification process

Once a patient has successfully registered and been issued a valid certificate, the
certificate can be verified for authenticity. To achieve this with the VMS, the
Verification_Authority must log in to the system to have its credential’s
authenticity and user role checked. It is valid, access will be granted, and the 128-
bit key will be used to decrypt the data, returning a plaintext from a JSON object.
As access is granted, he/she activates the camera and uses it to scan the QR code
embedded in the certificate. The data extracted from the QR code will then be
translated into a string format and saved into a local variable. Once achieved, the
smart contract is then invoked and a request for the vaccine hash is made for the
smart contract to provide the saved information. If information is unavailable, an
error message will be flagged, otherwise, the smart contract will return all relevant
information about the user and the vaccine administered.

5. RESULTS AND DISCUSSION
5.1 Sumulation

This section presents the evaluation of the proposed system prototype to
determine its effectiveness and performance.

5.1.1 Setup

In this paper, after the implementation of the proposed VMS prototype, we
conducted a series of simulations to evaluate its effectiveness and performance.
The performance has been tested based on Apache JMeter and Hypetledger
Caliper|[42] using metrics: latency, throughput, and response time. The simulations
executed between 0 and 1000 threads with a ramp-up speed of one second. The
benchmarks were carried out in a PC with Windows 10 Home, a 64-bit operating
system, having an intel Core-i5-8265U CPU 1.80GHz, 8GB DDR4 RAM, and
500GB HDD. Morte three scenarios were involved.
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5.1.2. Tools

As stated above, Apache-JMeter 5.4.5 and Hyperledger Caliper were used to
simulate and evaluate the proposed solution. The Apache JMeter is open-source
software based on a Java application built to assess functional behaviour and
perform load testing. It assesses the performance of apps and online resources
that is either static or dynamic on the web. It also simulates high demand on a
server, group of servers, network, or item to test the item's resilience or investigate
the item's overall performance under a variety of different sorts of loads [43]. In
the same vein, the Hyperledger Caliper is a blockchain benchmarking tool used to
evaluate how well a blockchain implementation works based on a set of use cases
that have already been set up. It was introduced by Hypetledger and is to show
how well the blockchain systems, Hyperledger Iroha, Hyperledger Burrow,
Hyperledger Fabric, Hyperledger Besu, Hyperledger Sawtooth, Ethereum work
and FISCO BCOS. Currently, it can handle performance measures like
transaction/read throughput, success rate, transaction/read latency (minimum,
maximum, average), and resource consumption (CPU, memory, network) [44].

5.2 Results and Analysis

This section presents the results and analysis of the simulations. The analysis is
based on the two simulations scenarios 1, 2 and 3. Scenario 1 employs the Apache
JMeter and scenario 2 is Hyperledger Caliper tests while scenario 3 compares VSM
to centralized database system performances in terms of the response time,
throughput, latency, etc. per the number of threads.

5.2.1 Scenario 1. Apache JMeter tests with and without blockchain

The results for VMS’s performance with integrated blockchain based on Apache
JMeter are presented in Fig. 5. As shown in Fig. 5, the response time or throughput
or latency is directly proportional to the number of threads. Thus, the average
response time is 132.24 ms while the average latency calculated was 204.60 ms,
and the average throughput calculated is 379.89 tps. However, in terms of latency,
once it reaches a certain peak it becomes linear and starts increasing again. The
rationale could be that current blockchain architectures do not allow them to scale
up to thousands of transactions per second rates. This is in line with literature
where scalability is a blockchain challenge [31], [25]. Moreover, in terms of the
average time per transaction, the relationship with the number of threads is directly
proportional since it increases with the number of threads. Nonetheless, the
proposed VMS is capable of processing 1000 transactions in about 10-12 s which
signifies VMS is efficient since it can process many transactions in a short time.
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Figure 5. Apache test with blockchain

In the same vein, Fig. 6 presents the Apache JMeter tests where the blockchain
was not integrated. That is, VMS was implemented in an off-chain environment
but evaluated with the same performance measures. As shown in Fig. 6, the
response time or the latency or throughput also increases with the increased
number of threads. The average time is 4.77ms, the average latency of 15.18ms
and the average throughput is 105.62tps. However, the latency is very low without
blockchain. In terms of the average time per transaction, the average time per
transaction increased with the number of threads.

== Response Time == Average Time PerSecond THROUGHPUT Latency
400

300

200

100

0 250 500 750 1000

Number of Threads

Figure 6. Apache test without blockchain
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Figure 7. Hyperledger Caliper tests
5.2.2 Scenario 2. Hyperledger Caliper tests.

This subsection presents the results of the system’s performance using
Hyperledger Caliper which assesses several blockchain systems with distinct use
cases and generates performance reports [45]. To achieve this, we evaluated the
performance in terms of patient registration using about 1000 different
transactions. With the registration activity that executes the smart contract on the
blockchain network, Fig. 7 presents the latency and throughput per the number of
transactions involved. Accordingly, the latency seems to be directly proportional
to the number of transactions, but this proportion remains constant between 250
and 800 transactions. Buts as the number of transactions reached 1000, there was
a significant decrease in the latency which could be due to the server restriction.
Thus, a latency of 0.114 seconds on average across all runs was achieved. Similarly,
for throughput, from 0 to 400 transactions, there was a significant increase in
throughput which then decreases gradually to a certain level. Also, as the
transactions increase beyond 850, they started decreasing and immediately started
increasing towards 1000 transactions.

Thus, the throughput showed haphazard behaviour with the number of
transactions, having an average of 8.01 transactions per second. This shows
scalability is still an issue in blockchain [46]. According to [31], blockchain was not
designed to hold vast volumes of data; as a result, scalability issues must be taken
into consideration when combining blockchain technology with the IoT.
Moreover, in terms of the vaccinationHash retrieval process, as shown in Fig. 7,
the time taken to acquire the vaccine hash does not change. However, for above
450 transactions, the latency begins to increase, and at a certain peak, it begins to
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decrease until it reached a constant. Hence a latency of 0.0529 seconds was
expended in retrieving the vaccine hash from the blockchain. The throughput
showed a direct proportionality with the number of transactions, but as the
number of transactions exceeds a particular threshold, it remains constant. In this
case, about one transaction was completed every second on average. In terms of
how long it took to register a user on the blockchain-based smart contract and the
amount of data processed, Iig.6 shows that the latency or throughput is directly
proportional to the number of transactions. However, for more than 300
transactions, the throughput remains constant. Thus, the average latency is 28.8
seconds while the average throughput is 13.59 TPS.

5.2.3 Scenario 3. Blockchain-enabled VMS compared to a centralized
database system

This section presents the comparison between the blockchain-based system and
the traditional database system. The goal was to compare and assess the
performance and effectiveness of both systems based using the same measures as
shown in Fig. 8. In this scope, the response time is proportional to the number of
threads for both systems. However, the traditional system has a better response
time as compared to the blockchain-based system. This is due to the execution of
smart contracts and other consensus mechanisms in the blockchain system. Also,
in terms of average time per transaction, the traditional system can process 1000
transactions in 0.20 seconds while the blockchain-based system can process 1000
transactions in 10-20 seconds. Moreover, though throughput increases as the
number of threads increases in both systems, the average throughput of the
traditional system seems to be lower than that of the blockchain system.

80O w= RESPOMNSE TIME
BLOCKCHAIN

RESPONSE TIME
TRADITIONAL

AVERAGE TRAMSACTION
PER SECOND
BOCKCHAIN

AVERAGE TRAMSACTION
PER SECOND
TRADITIONAL

THROWGHPUT
BLOCKCHAIN

THROWGHPUT
TRADITIONAL

LATENCY BLOCKCHAIN
LATEMNCY TRADITIONAL

0 250 500 750 1000

MUMBER OF THREADS

Figure 8. Traditional vs blockchain system
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5.3 Implementation

This section presents the system prototype of the implemented blockchain-
enabled VMS. We designed and implemented a system using a public blockchain
because of its availability in research. The blockchain was implemented on a local
computer using the hardhat client to host the node. To store the database, an API
using REST was implemented. The system’s front end was designed using material
UI, React]S and CSS.

VAGCHATION SYSTEM

I-n%v—;

sl e

Figure 9. Registration and data Figure 10. QR code and certificate
confirmation generation

Moreover, for the front-end and smart contract interaction, we utilized ethers.js
and web3.js which assisted in providing effective communication between them.
Fig. 9 presents the form for entering a patient's vaccination details by the
RegisteringAuthority. To this end, details such as smart contract ID, patient’s ID
number, patient’s full name, vaccination administrator, vaccine type and number,
vaccination site and date, etc. are required for a successful registration. Similarly,
Fig. 9 also presents the communication between the VMS and the smart contract.
This is achieved by the Registrating Authority entering all the information about
a patient and performing wallet confirmation that confirms the transaction to the

smart contract.

1676428d-BAeb-47d!-

Vaczine hash: Oxfelldeldacl8co5306bi5a7od06182962710280b8:59Tb3T04dob Bic 382060

[Temumber “Inams’
2022 voccinetame Plizer vaceinesite Mokwarela')

Figure 11. QR code scanning for Figure 12. Successful data retrieval
verification from blockchain
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In the proposed VMS, upon successful login, patients can view or request their
certificates using their unique smart contract ID and can download their certificate
embedded with a QR code as shown in Fig. 10. To verify a patient’s registration
to avoid counterfeit and fraudulent claims, Fig. 11 presents how the QR code is
scanned by the Verification_Authority on the certificate provided by the patient
verifies its legitimacy. On scanning the QR code, all the details stored on the
blockchain-based smart contracts will be retrieved as proof that the patient has
been vaccinated as shown in Fig. 12 which consists of transaction hash,
vaccination hash and stored collected records.

5.4 Discussion

The centralization of data in the traditional system opens up a lot of possible fraud
as data can easily be stolen and modified. Therefore, this paper proposes and
presented a decentralized system to minimize or eliminate fraudulent activities
surrounding healthcare data. The implemented VMS runs on a local blockchain
network, which allows the registration of patients and the storage of vaccination
details to the smart contract deployed on the blockchain then encrypts the data
using symmetric encryption before the data is stored on the smart contract. The
system will eliminate the risk of cyber-attacks and provides security and privacy
for patient's medical information in the healthcare system. In addition to the
immutability attribute of the blockchain, the security is enhanced using an
encryption scheme to encrypt data before storage in the blockchain, making it a
cyber-attack-resilient system. Moreover, the proposed VMS was evaluated via a
series of simulations to assess its performance and effectiveness. Parameters such
as latency, throughput, and response time were used and results were compared
to related implementations such as [47] and [48]. The results obtained confirm
previous studies such as; latency, response time and throughput increase with the
number of transactions. However, it varies with different testing servers, and this
might be due to blockchain scalability issues. This shows the results are consistent
with other previous studies' findings. Consequently, it shows that blockchain
technology has the potential to improve the security, privacy, and effectiveness of
healthcare systems. Furthermore, the security analysis of the proposed system was
theoretically performed on the data confidentiality, integrity, privacy, availability,
access control and transparency. This includes:

1) Confidentiality: The protection of patients' information is one of the core
goals of the proposed system. blockchain technology was utilized due to
the embedded cryptographic as well as the widely held belief that
blockchain networks are exceptionally secure, reliable, and sturdy[49].

2) Privacy: In the context of the VMS, the Ethereum blockchain based on a
public blockchain was utilised. Nonetheless, the solution can also be applied
to the permissioned blockchain network, thereby, increasing the privacy
level. Moreover, blockchain is renowned for its high degree of anonymity
because it conceals its public keys [50][51]. In this case, the proposed VMS
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encrypts the data before it sends it to the smart contract which provides an
additional layer of privacy.

3) Data integrity: This is an essential security component that is core to the
system. Due to the cryptographic underpinnings upon which it is
constructed, blockchain is inherently protected against tampering and so
maintains its integrity. In this case, once the information has been added to
a blockchain, it becomes impossible for any party to edit or alter it in any
way. As a result of the immutability of user access control rolls and
challenges that are issued with the uset's private key, the system forbids
adjustments to any of these elements[49],[48],[52]. With that being said data
integrity is well maintained in our system.

4)  Availability: This is also a core security component and our system design
guarantees that any data that is pertinent to the verification and
authentication processes that are kept on the blockchain is always available
to users. In this case, the transaction data is replicated and kept up to the
current by each node. The functionality of the network as a whole will not
be affected in any way, regardless of whether a node was removed from the
network mistakenly, deliberately, or for any other cause [48],[52],[50]. Thus,
our system will provide an extremely high degree of availability

5) Access control: On the blockchain, users are authorized to make
transactions, but before using the system, each user is required to go
through the authentication process. Because in our system just the
registration authority is required to register the user, and the vaccination
authority is required to validate the certificate, access control is quite crucial
[49],[51]. Thus, the system will not allow access to any authorized user
organizations to submit transactions.

6) Transparency: This is the characteristic of a blockchain network in which
all of its nodes have access to the system's records and in which any
alterations to those records are visible to users [53]. Thus, our system is
transparent and will not allow unauthorized changes to be made in the
blockchain network.

In summary, this analysis shows that our blockchain-based VMS can enhance
healthcare systems’ security, privacy, transparency, etc. Similar results were
obtained in previous studies such as [30], [48], [54], making our system consistent
with previous studies.

6 CONCLUSION

This paper proposed and implemented a blockchain-based VMS prototype that
registers and verifies the legitimacy of vaccination certificates. Both smart
contracts and encryption techniques were utilized to improve the security, privacy
and transparency, etc. of the healthcare system. VMS’s performance was assessed
using simulations based on latency, response time and throughput against
transactions performed. Also, a detailed theoretical security analysis was
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performed and the simulation results were compared and presented. The results
showed that the throughput, latency and response time were directly proportional
to the number of transactions performed. Nevertheless, the traditional database
system outperformed the blockchain-based system in terms of response time while
the security evaluation shows the superiority of the blockchain-based systems. The
overall findings show that blockchain can be integrated successfully into healthcare
systems to achieve data security, privacy and operational transparency etc., thereby
eliminating cyber-attacks and counterfeit documents. The findings corroborated
the findings in the existing literature in terms of blockchain scalability issues.

In future, we intend to implement a complete VMS with more features and deploy
it in a real-world environment to very whether the vaccine has been approved by
pharmaceutical authorities as well verify the identity of the patient. Moreover, the
proposed solution can be implemented on a private blockchain and tested on a
real-world server such as the Rinkeby testnet to compare the performances to the
public blockchain and local servers. Also, different data encryption algorithms can
be utilized and tested against several cyber-attacks as well as apply a good privacy
model into VMS such as anonymizers to make it more privacy-aware. VMS’s idea
can also be applied to ensure fair and transparent elections, students’ record
management, especially exams and results, etc.
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