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Abstract. The tremendous growth of the Internet of Things (IoT) connected
devices calls for a way for manufacturers to standardise the newly created de-
vices for security purposes. As these devices are getting smaller and smaller so
does the computational power in them. The resource constraints introduced by
the devices eliminate some of the cryptographic features that can be performed
by these devices. Thus, developers are looking for a secure method for automat-
ing processes and exchanging information in real-time. With that, new technol-
ogies like distributed ledger technologies (DLTSs) introduce a promising solu-
tion for enabling large-scale 10T applications in a decentralized and autono-
mous manner. Therefore, this work aims to investigate the integration of DLTs
and loT to create a safe and secure environment for 10T devices whilst being
aware of the constraints brought by these devices. In this paper, a proposed so-
lution is presented that adopts emerging standards introduced by the World
Wide Web Consortium (W3C), to ensure an internationally recognisable system
and platform.
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1 Introduction

The Internet of Things (1oT) is a network of devices consisting of sensors that can
detect data from the physical environment and can communicate and interact with its
surroundings [1, 2]. 10T turned conventional objects into smarter ones. There has been
a tremendous increase in the adoption of 10T in various sectors. It is projected that
there will be more than 75 billion loT-connected devices in use by 2025 [3]. The con-
tinual use of 10T devices span to various sectors i.e., health (for medical equipment),
governments or municipalities (smart devices to monitor energy use, and water and
air quality), agricultural sector (monitor crop conditions—Ilight levels, humidity, soil
moisture, crop health, and more—and then automate irrigation and other processes
accordingly) and engineering or operational technology (OT — which is part of 10T
devices) (identify, monitor, and control physical devices, processes, and events).



Among these applications are many safety-critical tasks, where a malfunction or ma-
licious tampering with devices can impact human health, may have a large financial
impact, or tampers with privacy. Their increasing spread and importance also increase
the interest attackers are developing for loT-devices. [4, 5].

0T devices collects data which is usually stored in a centralised cloud storage for
analysis and processing by various applications. Consequently, the data becomes
vulnerable to various forms of attacks and compromises its security [6].

With the advancements in 10T devices, whereby, the size of devices is significantly
reduced, consumes less energy and reduced hardware cost which enables them to be
integrated into everyday objects. Another issue is introduced due to the heterogeneity
of 10T devices, whereby the architecture varies per device. These devices are manu-
factured by various companies with different specifications. It is worth noting that,
with all the advancements in technology, 10T devices are still susceptible to challeng-
es, such as:

e Constrained resources - 10T devices have constrained resources with respect
to central processing unit (CPU) processing power, read-only memory
(ROM), Random Access Memory (RAM), and battery life. However, these
devices still have the capability of providing their intended functionalities
such as collecting and transmitting data, across the Internet for storage and
analysis [7].

e Privacy - these are issues relating to the collection, storage, use, and sharing
of personal information. The vast amount of data generated by 10T devices
raises privacy concerns, as personal information could be collected and used
without consent.

e |oT device security — there are currently no proper measures to protect loT
devices from cyber-attacks, hacking, data theft, and unauthorized access. This
can be due to various reason i.e., outdated software, weak passwords, un-
patched vulnerabilities, lack of encryption, etc. Therefore, to ensure the secu-
rity and privacy of sensitive information stored on these devices, it is essential
to implement strong security measures.

o Interoperability — is the ability of different systems, devices, or components to
work together seamlessly and exchange data effectively. Therefore, ensuring
that different loT devices can work together seamlessly, and exchange data
effectively is essential.

e Identity management - which ensure that the right users have the right privi-
leges in terms of accessing devices, data and applications, and monitoring
their usage. Identity management in 10T is currently performed by exchang-
ing identifying information between devices for first time connection. This
process is susceptible to eavesdropping which can lead to man-in-the-middle
attack [8]. Hence, there is a need for a unique identity management solution
[9].

e Lack of standardization - the absence of agreed-upon specifications or proto-
cols in a particular field or industry which can result in different systems,



products, or processes being incompatible with each other (thus, leading to
inefficiency, and decreased interoperability). For example, in the context of
10T, this can cause difficulties in communication and data exchange between
various 10T devices and systems. Establishing standards and protocols can
help overcome this and ensure uniformity and compatibility. There is a lack
of standardization in loT devices, making it difficult to secure them consist-
ently.

With the rapid increase of connected devices and services, it is vital for 10T device
manufactures, and application developers to invest in a secure methods of automating
processes and exchanging information in real-time [10]. Hence, to ensure secure 10T
devices, new technologies like the distributed ledger technologies (DLTS) can be
utilised which appears to be a promising solution for enabling large-scale loT applica-
tions in a decentralized and autonomous manner. The first ever implementation of
DLTs was experienced through the inception of Bitcoin, a peer-to-peer version of
electronic cash that allows online payments to be sent directly from one party to an-
other without going through a financial institution [11]. As an open, trust-less, trans-
parent, immutable and distributed ledger, a DLT can record transactions among loT
devices in a verifiable and permanent way [10].

Over the years, the use of DLTSs has shifted from the mere use of transacting cryp-
tocurrencies but the main characteristics of DLTs have evolved and now includes
various sectors like supply chain, manufacturing, etc., Below are some of the promi-
nent features provided by DLTs that might be of interest in the field of information
security and loT:

o Decentralisation — no central entity controlling the network which can intro-
duce a single point of failure. Instead, the network is made up of various
nodes that work together to verify and validate transactions.

e Anonymity — the identity of participants is either anonymous or pseudony-
mous, thus improving privacy.

e  Security — cryptography is used to sign data in order to prove that a transac-
tion was approved by the owner thus, ensures that untrusted parties can com-
municate securely.

e Immutability — DLTs are permanent and unalterable network. Once a transac-
tion is recorded, it cannot be modified or deleted. Thus, providing a high de-
gree of security and trust. To guarantee data confidentiality and integrity, this
quality is essential.

o Distributed - all network participants have a copy of the ledger for complete
transparency. Information is not processed through a central server but is
transmitted and verified by nodes in parts of the network. allowing for a
peer-based network that can self-check.

e Traceability — enables any authorized entity to authenticate a transaction’s
history, if there is a need to prove the origin of a transaction.

e Transparency — all participants in the network can access information in the
network according to the permission they have been granted. For example, in



a public network anyone can access and view all the transactions on the net-
work.

Consensus — a decision-making algorithm for the group of nodes active on the
network to reach an agreement and for the smooth functioning of the system.
In DLTs nodes do not trust each other but they can trust the algorithm that
runs at the core of the network to make decisions.

Auditability — since data in the network is reliable, accurate, verifiable, and
cannot be altered; it allows the network to create an audit trail.

Considering these features, the use of DLTs can allow loT devices to communicate
among themselves and make decisions automatically. However, for a successful inte-
gration of DLTs with 10T, the following must be considered:

Limitations of 10T devices - most DLT implementations rely on consensus
algorithms (the process by which nodes in a network agree on a common state
of the ledger) i.e., mining. This requires huge resource capacity which be-
comes computationally intensive for 10T devices. Majority of 10T devices are
resource constrained (computational capacity, power, and storage), hence, the
use of mining might not work as it utilizes a lot of resources (it is computa-
tionally intensive).

Latency —ledgers maintain a history of all transactions which for example in a
blockchain implementation, transactions are organised in batches known as
blocks. However, not all DLTs employ blocks. Therefore, computational la-
tency is important, which refers to the average time until blocks (or transac-
tions) are added to the DLT so that the likelihood of tampering of previously
added blocks or transactions is below a certain threshold. The approach of us-
ing blocks is time consuming which is not suitable for over-the-top loT appli-
cations as they require low latency.

Scalability — currently, DLTs do not scale very well as the number of nodes
increases in the network, which will pose a challenge as 10T networks are in-
creasing at a high speed and the number increases tremendously.

Centralisation - current approaches in 1oT implementations are largely cen-
tralised, which raises several security concerns i.e., single point of failure,
trust, and privacy.

Overhead traffic - which may be undesirable for certain bandwidth limited
10T devices.

In this paper a DLT-based architecture for 10T that delivers lightweight, standard-
ised, decentralised, secure, and scalable platform is proposed. It aims to retain the
benefits of DLTs while overcoming the aforementioned challenges of 10T devices.
This architecture aims to be application—agnostic and well suited to diverse 10T use
cases. The proposed solution aims to be in line with emerging standards aimed at
standardising the process of identification.



The remainder of the paper is structured as follows: In Section 2, an overview of
IoT and DLTs is provided as well as highlighting 10T challenges. In Section 3, current
DL Ts-based applications and services for 10T are provided. In Section 4, we present
the proposed architecture and finally, conclusion and future work is provided in Sec-
tion 5.

2 Overview of 10T and DLTs

2.1  Overview of loT

The interconnectedness of 10T enables real-time collection and monitoring of various
types of data about i.e., properties, individuals etc [12]. Sensors and actuators as well
as heterogeneity and decentralisation are the key features of 1oT [13].

The interconnectedness combine with lightweight nature of 10T devices, makes
them susceptible to attacks. As 10T devices communicate with each other, a crucial
aspect of 10T security is the ability to trust in data received from another device that is
part of the network during the communication process [4] which is typical for wire-
less sensor networks (WSN). According to [12], WSNs “are ad hoc networks that are
considered the major building blocks for 10T devices. They are used for gathering
data from their surrounding and delivering them to users and for accessing connected
IoT devices remotely”. The communication between the Internet and the sensor nodes
should satisfy secrecy, trustworthiness, verification, and non-revocation [12].

The main challenge is that 10T devices are constrained by energy, memory, and
processing power. Another challenge is that they experience great data losses due to
node impersonation. For example, an attacker gaining unauthorized access to an ap-
plication and taking control of it. Therefore, it is infeasible for traditional security
mechanisms, e.g., encryption of memory and data transmission, requiring strong
computational power, to be applied on 10T devices as it contradicts its light-weight
nature [4].

The number of devices in the 10T network are expected to increase tremendously
in the future. Therefore, improving 10T device security is crucial.



2.2  Overview of DLTs

DLTs provides a universal data structure which combines a group of previously
untrusted nodes in a distributed environment thus eliminating the need of a
centralized third party to oversee everything that happens in the network whilst
proving immutability [14]. The first ever successful implementation of DLT was
Blockchain, which was introduced by Bitcoin the first decentralised digital currency
[11]. It is noteworthy that, all blockchains are distributed ledgers, but not all
distributed ledgers are blockchains [14]. Subsequently, other DLTs spanning from
cryptocurrencies have been introduced over the years.

Blockchain is a shared, decentralized, and immutable ledger of
timestamped series of transactions [15]. Blockchain is based on a peer-to-
peer topology as well as cryptography. To store a transaction in the ledg-
er, most participating nodes in the blockchain network should agree and
record their consent. Each new block includes a link to the prior block in
the chain through cryptography. Each block encompasses a timestamp
and hash function to the previous block. The participating nodes of the
blockchain network place their trust in the integrity and security features
of the consensus mechanism.

Directed Acyclic Graph (DAG) is a directed graph data structure that us-
es a topological ordering [14]. In DAG, transactions are linked to one but
possibly more transactions. However, links are specifically directed —
pointing from prior transactions to newer ones in accordance with topo-
logical order. DAGs are acyclic; thus, it is a non-circular structure
(whereby loops are not permitted) [15]. DAG does not add blocks se-
quentially (resulting to higher throughput), does not require proof of
work from miners, zero transaction fee, provides higher level of scalabil-
ity and is partition tolerant, which allows a portion of the network to split
off the main network for a period and continue to run without the Internet
connectivity [14]. There are several applications that use DAG such as
IOTA (built specifically for 10T), Byteball, Hashgraph, etc.

Hybrid DLTs are a combination of DAGs and blockchain technologies
and one example is the Tempo ledger. It is an essential part of Radix, a
DLT platform that works efficiently with 10T [14]. Tempo uses partitions
of the ledger to accomplish the appropriate ordering of actions that occur
in the whole network. The Tempo ledger comprises of three main ele-
ments; a networked cluster of nodes, a global ledger database that is dis-
tributed across the nodes, and an algorithm for generating a cryptograph-
ically secure record of temporally ordered events.



3 DLT-Based Applications and Services for 10T

The topic of integrating DLTs with 10T has gained a lot of traction over the years.
This is fuelled by the improvements introduced by DLTs [16]. However, most re-
search around this topic have mainly been focused on conducting surveys and theoret-
ical work [17,18]. This has left a research gap for practical implementations of DLTs
in the information security space; thus, presenting an opportunity for this study to
make a plausible attempt to bridge the gap.

The first implementation occurred when IBM in partnership with Samsung de-
signed a platform called ADEPT (Autonomous Decentralized Peer-To-Peer Teleme-
try) which utilises the design of bitcoin to construct a distributed network of devices
[19]. In 2017, Slock.it was introduced which aims to provide the transparency and
auditability features to the 10T objects by integrating blockchain with 1oT [20]. It
resolves the problem of connecting a device to the blockchain and improves the es-
sential features for non-blockchain designers working on 10T systems by providing an
interoperable and decentralised platform [15].

Chain of Things which provides an integrated blockchain and 10T hardware solu-
tion to solve 10T challenges regarding identity, security, and interoperability was in-
troduced [21]. A survey of types of distributed consensus or trust protocols from an
10T perspective, has been conducted by [5] which provides trade-offs and recommen-
dations. This would be vital for using DLTs for purposes of securing 10T devices.

To the best of our knowledge, SmartDID is the only distributed-identity manage-
ment system for 10T that implements DIDs standards to preserve privacy [22]. Hence,
the gap for ensuring 10T devices security using DLTs and standards.

4 Proposed Architecture

This section provides details about the proposed architecture for the integration of
these two technologies and how we envision it working. The planned prototype would
i.e., visualise and demonstrates the enrolment of devices, how 10T devices share data
or communicate, assigning identities to the devices etc., whilst considering storage
throughput in the order to cater for multiple of transactions per second between IoT
devices.

The major contribution of this research is to propose a solution aimed at ensuring
security is maintained even for resource constrained IoT devices. To achieve this, a
DLT has been employed to benefit from some of its prominent features discussed in
Section 1 and eminently solve some of the challenges outlined for 10T devices i.e.,
security, centralisation of data, privacy etc.



To solve the issue of standardisation in 10T devices, this paper aims to adopt stand-
ards introduced by the World Wide Web Consortium (W3C) which includes the use
of Verifiable Credentials (VCs) and Distributed Identifiers (DIDs). The W3C VC data
model ecosystem follows 4 basic roles that are followed as shown in Fig. 1 [23].

Firstly, an issuer is responsible for generating & issuing verifiable credentials
about a subject. Secondly, a verifier computes the cryptographic proof to verify the
legitimacy and authenticity of credentials about a particular subject. Thirdly, a holder
receives and manage verifiable credentials from issuers, and create verifiable presen-
tations which are presented to verifiers as proofs. A verifiable data registry maintains
identifiers and schemas. The conceptual architecture is portrayed in Fig. 1.

Issue tasks & Send

Toner/Clicat registers devices Hulder-"denc.e presentations | yepifier/ToT
S owner: acquires, Z
application Network
stores and presents|
Append & - Verify DIDs &
Verify DIDs Tracks DIDS update device status

Verifiable Data Registry/ DLT network:

maintains DIDs & device statuses

Fig. 1. Conceptual architecture.

This solution aims to ensure that device enrolment is secure, thus, prior to any l1oT
device being permitted to interact with other devices, it must be enrolled first
following an enrolment process. During this process, each device is provided with a
unique credential. To register, the device owner submits the registration request to the
system. This request is handled by the client app which issues a secret for the
enrolment process through the client app. For this process, public and private keys are
used along with the unique DID. A DID Document is then generated and is binded
with the public key. The timestamp and DID is then sent to the DLT for timestamping
purposes. The DID is then sent to the device owner to be used for authentication
purpose shown in Fig. 2. After the enrolment process, the device owner is allowed to
access and consume services provided by the network. To use the network a device
must first be authenticated. To achieve this, a DID authentication challenge in a form
of JSON Web Token (JWT) that is authenticated by the user's JSON Web signature.
The user signs the challenge using their associated private key and sends it back so
that access can be verified. If verified, access is then granted, and this process is
depicted in Fig. 2.
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Fig. 2. Device authentication flow diagram.

With this solution, the device owner has control over all the devices and to whom
they are to communicate with. Thus, improving security and ensuring privacy. With
this approach, we can achieve some of the self-sovereign identity requirements name-
ly, control, access, existence, transparency, etc. by Christopher Allen [24]. It is worth
noting that, this is a proposed solution for ensuring that loT devices are secure using
DLTs and W3C standards. Therefore, performance metrics can only be shared at a
later stage once the solution has been implemented and tested accordingly.

5 Conclusion and Future Work

In this paper, we have carried out an in-depth systematic review about the integration
of DLT with of 10T to ensure secure 0T devices. It can be observed that the 10T scale
is growing tremendously, and more researchers are investing efforts towards finding
ways to integrate these two newly introduced technologies that are takin the world by
storm (DLT and 1oT). However, this growth can affect the performance of the DLT
technology when integrated without performing an evaluation. For example, the POW
consensus protocol involves many issues in the blockchain-1oT environment includ-
ing throughput, delay, and high computing resource consumption, which affect the
efficiency of 10T management [25, 26, 27]. Hence, it is essential to consider the prop-
er consensus protocol and the resource constraints introduced by loT devices when
implementing the environment. In order to successfully implement a secure block-
chain-10T environment and communication protocols, energy and storage require-
ments or resource-constrained devices should be considered and managed. Hence,
designing lightweight communication protocols or implementing energy manage-
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ments techniques are challenging issues in a blockchain-based 10T environment.
Thus, the importance of this research.

For this research, a background around IoT and DLTs have been shared as well as
what has been done in terms of integrating these two platforms thus far. This paper
presented a proposed solution for the integration of DLTs and loT whilst being cogni-
sant of the challenges presented by IoT devices. The solution employed 4 techniques:
W3C standards, VC, DIDs and DLTs. The standards are still new and emerging but
will be vital in order to have a standardise protocol to follow for the integration pro-
cess are still a few changes and evolution being implemented for these standards, but
they have promising implementations that require.

These standards are still being changed on a yearly basis, whereby new improve-
ments are introduced to improve the performance and their adoption as well. For
standardisation processes, it is vital to find and adopt standards that could ensure that
the integration process is smooth and can be internationally recognised. The proposed
solution goes further into portraying the flow of information during different stages of
using the system i.e. When a user wants to enrol or register a device on the network,
device-to-device communication, etc. As this is still a new field of research, more
efforts are still required to ensure that it is properly integrated and can be standard-
ised. Hence, further research efforts are still required in the near future to make the
integration of DLTs a permanent and mature approach in the context of 10T device
environment as well as ensuring security.

With the existing research, it becomes evident that more researchers are interested
in this topic. Further research and experimentations are still required for the assess-
ment of all possible DLTs to be used for this solution from the 3 types of DLTs dis-
cussed in this paper. From there, the proposed solution can then be tested. From the
assessment, it can be important to develop or implement 10T specific DLT testbench
using the cheapest and smallest possible embedded devices to demonstrate the effec-
tiveness and practicality.
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