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Abstract. The healthcare sector has become a high target of cyber threats due to 

the nature of the industry and potential of personal and confidential information. 

Human related factors have proven to be the major contributor to the challenges 

confronting cybersecurity across different domains. Addressing the human prob-

lem in cybersecurity calls for a coordinated and an inclusive cybersecurity meas-

ure like Cybersecurity Culture (CSC). CSC has been argued as an essential cy-

bersecurity measure that contributes to changing humans’ behaviour in terms of 

their attitude, beliefs and values as well as their performance towards security 

that may impact positive security behaviour. Research work in CSC is limited in 

healthcare sector as existing works focus on financial and insurance sectors. Fol-

lowing a quantitative research method, this paper conducted an empirical study 

to identify CSC factors that are associated with public e-health hospitals in South 

Africa. The findings revealed that under the element of preparedness are issues 

of awareness and competency as factors that are highly associated with CSC. 

Under management, lack of cybersecurity team, top management support as well 

as rewards and punishment were identified. Factors relating to responsibility and 

environmental elements were also identified to have association with CSC among 

Information Technology users. Identifying the factors would assist in the devel-

opment of a framework for establishing CSC in the hospitals which can form a 

base for hospitals in developing CSC in their settings. 

Keywords: Healthcare, cybersecurity culture, cybersecurity culture factor, e-

health 
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1 Introduction 

The positive effect of technological innovations in the modern business process has 

grown rapidly causing operation at various sectors of life including the healthcare sec-

tor to rely vastly on Information Technology (IT) systems. Growing reliance on IT sys-

tems in the delivery of healthcare (e-health) has proven to improve quality of health 

care through increased healthcare efficiency, patient accessibility, empowerment, ef-

fectiveness, participatory consultation and medical diagnosis [1]–[3]. The European 

Union 2012-2020 e-health Action plan indicates e-health ability to benefit variety of 

stakeholders starting from citizens, patients, healthcare professionals to health organi-

sations and public authorities [4]. Over the years, the benefits of e-health has grown to 

include: patient diagnosis, treatment and care, improve efficiency, effectiveness and 

quality of health services to patients, faster & easier access and sharing of healthcare 

data, decrease healthcare cost through administrative cost, system accuracy, participa-

tory consultation, time saving and patient monitoring [3], [5]–[7]. 

However, the increasing dependence on IT systems has made the sector highly vul-

nerable to cyber threats and risks affecting the security, privacy, availability and integ-

rity of healthcare data and systems. Recently, healthcare institutions have become a 

heavy target of cyber threats like ransomware, Denial of Service attacks (DoS)) and 

data breaches [8], [9] placing the sector at number 2 of the largest data breach industry 

according to reports by [8], [10], [11]. Security reports and other researchers have 

showed that a substantial proportion of cybersecurity incidents in this sector are due to 

human related issues and factors [9], [12]–[15].  

The challenge is that the cybersecurity solutions applied towards addressing cyber 

threats had predominately focused on technological measures [16], [17] and this had 

proven insufficient on its own in addressing cybersecurity issues due to lack of or lim-

ited inclusion of the human factor [16], [18]–[21]. This intensifies the call for all-inclu-

sive cybersecurity measures in the sector and research has argued that cybersecurity 

culture is the solution as it accommodates element of human factors and their culture 

(beliefs, value, and attitude) [22]–[24]. 

Although research in the area of cybersecurity culture is still at its infancy stage 

[25]–[27], it is beginning to gain moment, but the healthcare sector is not receiving 

sufficient attention as a highly targeted sector by cyber criminals since work in CSC 

tend to focus on sectors like finance and insurance sectors [28], [29]. 

To contribute to this area, empirical work was conducted to identify the CSC factors 

that are associated with the public healthcare institutions. The paper presents the re-

search aim and question in section 2. Background on CSC including CSC factor ele-

ments are provided in sections 3 and 4. The method followed in conducting the empir-

ical research and the results are presented in section 5. In section 6, we present the 

discussion and the contribution made by this research. Finally, section 7 indicate the 

future work and concludes the paper. 
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2 Research aim and Question 

In this study, an empirical research was conducted using a quantitative research method 

with a research aim to identify factors of CSC elements that are associated with cyber-

security culture in the public e-health setting in South Africa. The main research ques-

tion answered in this paper is: 

What are the factors that are associated with cybersecurity culture in the public e-

health institutions in South Africa?  

3 Background 

3.1 Cybersecurity culture and its factors 

 Based on the systematic review conducted by [30], an informed and a comprehensive 

definition of cybersecurity culture was developed. This research adopts the definition 

as it provides an understanding of what constitutes cybersecurity culture.  

“Cybersecurity culture is defined in this research as a measures (e.g. cybersecurity 

education, training and awareness) used as a performance tool by management (guided 

by policies and procedures) to change human characteristics and their socio-cultural 

measures (e.g. attitudes, assumptions, beliefs, norms, knowledge, perceptions, skills, 

behaviors and practices) to achieve cybersecurity at all levels of cybersecurity culture 

(i.e. international, national and organizational) to hinder intentional and unintentional 

cyber-harms” 

The above definition was developed in [30] and adopted in this research because it 

emerged from definitions [28], [31]–[35] that have their basis on the related concepts 

of security culture, information security culture, and organizational culture. 

The components that emerge out strongly in the existing definitions of cybersecurity 

culture [23], [31], [36] are the importance of human characteristics, context (environ-

ment) and CSETA (Cybersecurity Education, Training and Awareness). The above def-

inition was developed to center around these elements that are considered important 

when cybersecurity culture is discussed. 

Significant efforts have been made to address cybersecurity challenges, however 

there is a concern that the majority of those efforts have primarily been on technological 

solutions [16], [18], [34], which have independently proven insufficient to address cy-

bersecurity issues because of threats emerging from human-related problems [16], [18], 

[37], [38]. This necessitates the implementation of non-technical (human factor) solu-

tions, and cybersecurity culture is one of such options. 

A number of factors have been identified to be critical in relation to cybersecurity cul-

ture development, maintenance, best practices and frameworks [22], [23], [26], [29], 

[39]. Examples of the top 10 cybersecurity culture factors highlighted in literature are 

depicted in Table 1. For the full list of the identified factors and for the full explanations 

of all the factors together with their related literature, see [30]. 
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Table 1. Cybersecurity culture factors. 

Cybersecurity Culture  

Training and education  Cybersecurity champion or team 

Awareness   Organisational culture 

Leadership support  Budget and resource 

Cybersecurity policy  Human behavior  

Knowledge and understanding  Engagement and encouragement 

 

The identified factors are not only elements or factors that constitute CSC; factors 

that characterize, challenge, influence, and are used in the development of CSC can 

also be considered. The absence of these factors are (1) regarded as challenges that 

inhibit the cultivation and improvement of cybersecurity culture [26], [40] and (2) are 

considered critical source factors for developing and strengthening of CSC [40], [41]. 

Cybersecurity culture is an emerging field of research that is beginning to gain momen-

tum recently with the development of factors, frameworks, models and implement steps 

[28]–[30], [42]–[44]). Not-with-standing that, majority of empirical research in the lit-

erature on cybersecurity culture focused attention on other sectors [28], limited empir-

ical work exists in the e-health [45]. This is considered a limitation in research which 

calls for more work and this research is positioned towards contributing in bridging the 

gap. 

 

4 Cybersecurity culture factors and elements framework 

 

With the help of existing cybersecurity culture frameworks or models and the frame-

work of Human Factors Domain (HFD) [28], [34], [35], [42], [43], [46] the consoli-

dated cybersecurity culture factors were identified, mapped and categorized into four 

elements of preparedness, responsibility, management and environment. Preparedness, 

responsibility, and management elements relate to factors that are found at the internal 

organizational level while environment element factors are found at the external non-

organisational level.  

Preparedness and responsibility relate to the organisational cybersecurity culture fac-

tors that are associated with individuals (employees). The elements of preparedness and 

responsibility relate to the way employee acts towards cybersecurity as such they are 

associated with human and behavioural factor or dimensions of beliefs, values and at-

titude which are the ground of organizational culture model layers [27], [28], [35], [42], 

[47], [48] Ultimately employees’ behaviours which influence and are influenced by the 

culture of the organization as argued diversely by [28], [35] together with other factors 

(internal and external) play important role in achieving cybersecurity. Employees can 

be anyone operating at the leadership, group (department) and individual layer of the 

organization [28], [35], [42]. This means that employees’ behaviour can be official or 

unofficial and intentional or unintentional cybersecurity behaviours portrayed by 
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individual at the leadership, departmental and individual level [28], [35], [42] and 

added competency to the human individual level elements which supports the dimen-

sion of knowledge that extended the information security model [47], [48]. 

 

Preparedness includes human individual factors like their knowledge, awareness, self-

efficacy, training and change of old practice [28], [42], [46] 

Responsibility includes attitudinal factors such as employee practices and personality 

like the priority given to cybersecurity culture, their perception, acceptance, norms, and 

participation in relation to cybersecurity culture activities. Responsibility also relates 

to performances like monitoring and control, compliance as well as rewards and pun-

ishment [28], [46].  

Management just like preparedness and responsibility is an internal cybersecurity cul-

ture element, management refers to actions and steps taken at the organizational level. 

Organisational factors are also referred to as organisational mechanisms [28]. There-

fore, the factors related to this element are under the control and authority of organiza-

tion management [28], [34], [42], [46]. Examples of management factor element in-

clude cybersecurity policy, practices, security governance, organizational learning, as-

sets, cybersecurity culture leadership, and communication issues [28], [42], [46]. 

Environment relates to the external non-organisational factors of cybersecurity cul-

ture. The element of environment includes factors outside the organization that the or-

ganization has limited control over. Examples of environment factors include emer-

gence of new technology, laws and regulatory requirements, competition from peer in-

stitutions, national or societal culture [28], [34], [35], [46]. 

4.1 Model of the cybersecurity culture elements 

 

The various elements of the cybersecurity culture factors discussed above are depicted 

using the model in Figure 1. 
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Figure 1. Model of cybersecurity culture elements 

It is evident from the figure 1 that cybersecurity culture factors correspond to the 

domains (called elements in figure 1) of HFD framework. As indicated in section 3, the 

management domain relates to factors that are performed at the organisational level by 

the management of the organization. Preparedness and responsibility are associated 

with factors performed by humans and their culture at the individual level. Lastly the 

environment domain relates to factors at the environmental level.   

The comprehensiveness of the CSC factors elements modelled in figure 1 is improved 

by relating them to the different categories of CSC factors. Organisational and individ-

ual level factors are related to the internal organizational factors while environmental 

level factors are connected to the external organizational factors. This is also mostly 

true with categorization of the domains on the HFD framework. According to the 

framework, responsibility and preparedness are regarded as employee (individual) di-

mension and management domain falls under organization dimension. The limitation 

is with environment domain which the authors categorised under organization dimen-

sion as a theme. With the help of well-established CSC frameworks, this is reformulated 

to a new thematic name called external factors in this paper. These CSC factors ele-

ments were used as the based construct upon which the research empirical instruments 

were grouped for the instrument design, data collection and analysis. The next section 

presents the method that was followed in conducting the empirical work. 
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5 Research method 

 

The paper followed a quantitative research method conducted through a manual and 

emailed based survey. Consent to participate was included as part of the questionnaire 

which was designed using the four CSC factor elements as the basis of the survey sec-

tions. The questionnaire consisted of five sections. Section A was used to collect de-

mographic information of the participants. Section B, C, D and E measured the ele-

ments of preparedness, responsibility, management and environment respectively using 

agreement legend. The rating scale consists of five statements that participants re-

sponded to. The statements are based on five agreement points indicating 1- strongly 

disagree to 5-strongly agree. 

 The survey instrument was piloted with 12 participants in a similar setting being a 

hospital to evaluate the instrument and the feedback received was used to correct and 

improve the instrument for research data collection. The categories of participants who 

contributed to the survey included only medical and administrative workers who make 

use of internet-based IT systems in their daily operations in the hospital and who have 

access to important confidential information.  A total of 99 participants completed the 

questionnaire from the two hospitals in the Mpumalanga province. The questionnaire 

was distributed manually to the participants in their place of work, and some were 

emailed to doctors who were too busy to complete it manually at their facility. The 

small sample size was because only limited number of targeted audiences makes use of 

internet-based IT systems in their daily operations in the hospitals where the data was 

collected. 

Statistical Package for Social Sciences (SPSS) and Analysis of Moment Structures 

(AMOS) version 28.0 were used for the data analysis. Frequency tables were created 

to represent the demographic information of the participants. Cronbach’s Alpha (α) was 

used to measure the internal consistency of the elements questions and an acceptable 

threshold value of 0.70 according to [49], [50] was considered. Descriptive statistics 

were used to summarize the mean and standard deviation of the elements measured and 

their individual items. Finally, Pearson correlation was used to measure the relations 

between the elements. 

6 Results  

6.1 Demographical Information 

 

Table 2 shows the demographic information of the 99 participants that responded to 

120 questionnaires that were distributed. The demographic analysis covered includes 

the age, and gender. The analysis depicted in terms of gender, 43.4% of the participants 

were male and 56.6% were female. in Table 2 shows that the research participants are 

spread across the different age ranges. Majority of the participants 32.3% fall between 

21 – 30 age range. While 29.3% of them are under the age of 31 – 40, 20.2% percent 
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are aged 41- 50, and the measure participants between the age of 51 – 60 and 60+ con-

tributed 15.2% and 3% respectively.  

Table 2. Demographics of the participants 

 

6.2 Construct reliability  

The Cronbach Alpha values of all the research constructs were above or equal to the 

acceptable value of 0.7. The result in Table 3 shows that the values range from 0.786 

to 0.900. 

Table 3. Construct reliability  

Constructs (factors) Cronbach's Alpha 

Awareness and Competency (A&C) (preparedness) 0.900 

Attitude and Behaviors (A&B) (responsibility) 0.786 

Management Cybersecurity Practices (MCP) (management) 0.855 

Healthcare Environment (HE) (Environment) 0.786 

 

6.3 Descriptive statistics for the cybersecurity culture factors 

Table 4 depicts the descriptive statistics mean and standard deviation for the con-

structs studied. Table 4 also shows a combined mean and standard deviation of the 

elements of preparedness, responsibility, management, and environment measured re-

spectively. 

The descriptive statistics for the preparedness show that participants are mostly not 

in agreement that they have necessary awareness, knowledge and training of all cyber-

security items that tested this element. The indication is shown with a mean score of 

2.496. The score of 2.7119 depicted for responsibility on Table 4 indicates that the 

  Frequency Percentage 

 Male 43 43.4 

 Female 56 56.6 

Gender Total 99 100.0 

 21- 30 32 32.3 

 31- 40 29 29.3 

Age 41- 50 20 20.2 

 51- 60 15 15.2 

 60+ 3 3.0 

 Total 99 100.0 
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participants are neutral in most of the cybersecurity attitude and behavioural items that 

measured the element of responsibility. For management, a mean of 2.5170 was de-

picted on Table 4 as a signal that participants are largely neutral on management ele-

ments items. On the items that measure environment element, a mean of 3.3902 was 

shown which indicating that participants are neutral on the items of elements. 

Table 4. Descriptive Statistics 

Constructs Mean Std 

Awareness and Competency (A&C) 

(preparedness) 

2.4963 .78282 

Attitude and Behaviors (A&B) (responsibility) 2.7119 .52159 

Management Cybersecurity Practices (MCP)  

(management) 

2.5170 .61890 

Healthcare Environment (HE) (Environment) 3.3902 .72256 
 

6.4 Pearson correlation coefficients analysis 

Pearson correlation was used to measure the association between research variables. 

The aim was to determine the significance of the association between the research var-

iables [51]. 

Table 5. Correlations 

  A&C A&B MCP HE 

A&C Pearson Cor-
relation 

1 
   

Sig. (2-tailed)   
   

N 99 
   

A&B Pearson Cor-
relation 

.600** 1 
  

Sig. (2-tailed) <,001   
  

N 99 99 
  

MCP Pearson Cor-
relation 

.555** .536** 1 
 

Sig. (2-tailed) <,001 <,001   
 

N 99 99 99 
 

HE Pearson Cor-
relation 

.027 .287** .070 1 

Sig. (2-tailed) .788 .004 .493   
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N 99 99 99 99 

**. Correlation is significant at the 0.01 level Sig (2-tailed). 
**. N = the number of participants 

 

Observed correlation depicted on Table 5 are discussed below. 

Preparedness and Responsibility: The Pearson correlation of preparedness and re-

sponsibility was positive (r = .600) and the relationship is statistically significant (p-

value < 0.001). This indicates that a more prepared hospital in terms of cybersecurity 

by providing staffs with the necessary cybersecurity training, education, awareness 

there would be a more positive attitude and behaviour towards cybersecurity (respon-

sibility) among employee in their institution.  

Preparedness and Management: These two elements also show a positive correla-

tion (r = .555) and they are statistically significant (p-value < 0.001). This relationship 

shows that a healthcare institution with a more established cybersecurity practices by 

their management are likely to be more prepared in terms of cybersecurity issues.  

Preparedness and Environment: These two elements show no Pearson correlation 

between them (r = .027) and the (p – value = 0.788) greater than 0.05 significant thresh-

old is sign of statistically insignificant outcome. This is an indication that in the 

healthcare institution, environmental factors are not regarded as central in relation to 

how the institutions prepare employees on cybersecurity matters. 

Responsibility and Management: Although at a moderate level, a positive relation-

ship was also found to exist between responsibility and management indicating a Pear-

son correlation of (r = .536) and the elements are statistically significant (p-value < 

0.001). This is an indication that the more there is a positive or negative action from the 

management in terms of cybersecurity practices, the more likely there are management 

engagement and support, exitance of cybersecurity term which could lead to a positive 

or negative responsibility from employees with regards to their attitude and behaviour 

towards cybersecurity actions. 

Responsibility and Environment: The Pearson correlation between these variables 

were found to be positive but a weak relationship (r = .287) exist. The correlation is 

found to be significant (p-value < 0.004). This relationship shows that with an increase 

in the healthcare environment factors that influences employees there could be an in-

crease in the positive or negative attitudes and behaviours of the employee towards 

cybersecurity. 

Management and Environment: The result on Table 5 found that no correlation 

exists between these variables (r = .070) and they were found to be insignificant (p – 

value > 0.05). This suggests that an increase in the healthcare environment issues could 

not lead to increase in MCP within the hospital.  

 

7 Discussion and contribution 
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In this section, the research question is addressed in relation to the results presented in 

the preceding section. This is followed by the contribution of the researchers in this 

paper. 

 

The main question asked in this paper was  

What are the factors that are associated with cybersecurity culture in the public e-

health institutions in South Africa?  

 

Overall indication based on the Pearson correlation analysis is that the dominating 

positive correlation between the elements and the highly significant indication are evi-

dence that meaningful association exist between the elements except for correlation 

between preparedness and environment, and management and environment. A conclu-

sion can be reached that these elements are significantly important in relation to CSC. 

Therefore, the factors of these elements can be associated with CSC in the e-health 

organizations.  

The results from the analysis of the data further show evidence that preparedness is 

highly associated with CSC in e-health setting. The preparedness factors which were 

identified to play a role and therefore need to be taken into consideration when hospitals 

develop flamework that would assist them in establishing CSC include: providing ap-

propriate cybersecurity awareness, education, and training. This finding confirms what 

is indicated in e-health literature which highlight lack of training and awareness as 

among the serious reasons why the healthcare institutions are targeted by cyber-crimi-

nals [52], [53]. On the similar note, lack of cybersecurity awareness, education and 

training which are factors under preparedness was also indicated as among the factors 

that make the achievement of cybersecurity challenging to the e-health institutions [14], 

[54].  

Factors under the element of management was also identified to have a correlation 

with CSC particularly issues relating to lack of cybersecurity team or champions that 

handle cybersecurity issues, internal communication problem, and the fact that top 

management provides limited support in relation to cybersecurity issues. Top manage-

ment support and the existence of cybersecurity team was among the top ten CSC fac-

tors [30] that organization need to serious in relation to CSC [22], [29], [34], [55] as it 

has link with other factors like budget, resource and cybersecurity policy. The respon-

sibility factors identified include lack of collaboration and interaction on cybersecurity 

issues among employees and between departments of the hospitals. These factors were 

also highlighted as factors of CSC in the review conducted by [30].  

Lastly, environmental factors include the changing landscape of cybersecurity threat 

that confronts the sector, cybersecurity regulations of the country, as well the fact e-

health professionals have many industry regulations and guidelines to adhered to. 

Emerging new cybersecurity threats was identified as one of the challenges of cyberse-

curity in e-health sectors [54] and reason why the sector is targeted [56].  Governance 

and control (legal and regulatory). 

By answering the research question asked in this paper, through quantitative research 

method, the study contributes to the body of knowledge by identifying the CSC factors 

of the CSC elements that are associated with the public healthcare institutions. In this 
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study, a new theme was formulated to replace environmental factors which are catego-

rized under organization, which is replaced by external factors that are classified under 

organization as well. This is also a contribution to the field of CSC. 

 

8 Limitations and future work 

 

The major limitation with the work is the small sample size. This will be complimented 

by conducting qualitative research which the researchers are busy with to get the per-

spective of ICT staffs in the same hospitals on the factors of the elements that are asso-

ciated with CSC. The information obtained with the qualitative data will be compared 

with information obtained from participants in this research for more information deci-

sion on the factors for the development of CSC contextual framework that the research-

ers are busy with for the establishment of CSC in the e-health settings. 

9 Conclusion 

This research conducted an empirical study using a quantitative research method to 

identify factors of CSC elements that are associated with CSC in e-health public hos-

pitals in South Africa. The findings revealed the existence of meaningful correlation 

and high significance between the elements except for correlation between prepared-

ness and environment, and management and environment. Factors related to awareness, 

education, and training under preparedness; top management support and establishment 

of cybersecurity team under management; lack of collaboration for responsibility; and 

lastly emerging of new threats and regulations under environment were examples of 

factors that are associated with CSC in the e-health public setting. 
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