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Abstract: Since the start of the Covid-19 pandemic, blockchain and cryptocurrency adoption has increased significantly. The 

adoption rate of blockchain-based technologies has surpassed the Internet adoption rate in the 90s and early 2000s. As this 

industry has grown significantly, so too has the instances of crypto scams. Numerous cryptocurrency scams exist to exploit 

users. The generally limited understanding of how cryptocurrencies operate has increased the possible number of scams, 

relying on people's misplaced sense of trust and desire for making money quickly and easily. As such, investment scams have 

also been growing in popularity. Mirror Trading International (MTI) has been named South Africa's biggest crypto scam in 

2020, resulting in losses of $1.7 billion. It is also one of the largest reported international crypto investment scams. This paper 

focuses on a specific aspect of the MTI scam; an analysis on the fund movements on the blockchain from the perpetrators 

and members who benefited the most from the scam. The authors used various Open-Source Intelligence (OSINT) tools, 
alongside QLUE, as well as news articles and blockchain explorers. These tools and techniques are used to follow the money­

trial on the blockchain, in search of possible mistakes made by the perpetrator. This could include instances where some 

personal information might have been leaked. With such disclosed personal information, OSINT tools and investigative 
techniques can be used to identify the criminals. Due to the CEO of MTI having been arrested, and the case currently being 

dealt with in the court of law in South Africa, this paper also presents investigative processes that could be followed. Thus, 

the focus of this paper is to follow the money and consequently propose a process for an investigator to investigate crypto 

crimes and scams on the blockchain. As the adoption of blockchain technologies continues to increase at unprecedented 

rates, it is imperative to produce investigative toolkits and use cases to help reduce time spent trying to catch bad actors 

within the generally anonymous realm of cryptocurrencies. 
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1. Introduction

Cryptocurrencies, Non-fungible tokens (NFTs), Decentralised Finance (DeFi) and smart contracts are all terms 

associated with blockchain technology. This technology has been growing at a rapid pace and provides unlimited 

applications. Some argue that Bitcoin gives power back to the people. However, the popularity of 

cryptocurrencies (crypto) has attracted the attention of many scammers and fraudsters. Undoubtedly, the rise 

of cryptocurrency has contributed to the immense increase in crime rates. Illicit transactions in cryptocurrency 

have reached a staggering $14-billion in 2021, an 80% increase from 2020 - this constitutes a new record (Sigalos, 

2022) (Chainalysis, 2021). Scammers have always been around, but some of the characteristics of crypto are 

very appealing to them. Crypto has no middleman as in the case with banks. Instead, direct transactions occur 

between two individuals and transfers are much faster than traditional finance systems. When crypto is used on 

exchanges, the exchange can be seen as the middleman. Although many exchanges are still highly unregulated, 

they continue to act as the avenue to get crypto to fiat and vice versa. Pseudo names are being used on 

unregulated exchanges instead of actual personal details. It is difficult to trace crypto transactions and the space 

is relatively unregulated (Stylianou, 2022). Due to increasing regulations on crypto exchanges, some exchanges 

are gathering good Know Your Customer (KYC) information, others not at all (Lomas, 2023). 

The Covid-19 pandemic brought difficult times with job losses and salary cuts. People became desperate to 

invest in alternative methods and crypto seemed like the perfect solution with the consequence that scammers 

took advantage of this opportunity (Xia, et al., 2020). Investigating and exploring cryptocurrency transactions 

remain intractably hard due to its pseudonymous nature and with every cryptocurrency having its own protocol 

and blockchain (Social Links, 2022). 

Cryptocurrencies have become a popular target for criminals, and due to the nature of its design, criminals feel 

that they can commit crimes anonymously. However, cryptocurrencies are based on a public blockchain and 

visible to anyone. The flow of illicit transactions could be traced and investigated via advanced techniques with 

the goal of finding the destination cryptocurrency address that contains the stolen currencies. The next step as 

an investigator will be to unmask the owner of the address by combining Open-Source Intelligence (OSINT) and 
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