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Abstract

Although there is an increasing amount of information for counter-terrorism operations freely
available online, it is a complex process to extract relevant information and to detect useful
patterns in the data in order for intelligence functionaries to identify threats and to predict
possible terror attacks. Automation is required for intelligent decision-making. To assist with
this, in this paper, the researchers propose an ontology-based data access system for
counter-terrorism. The system will enable intelligence analysts to perform specialised
semantic searches about terrorist events or groups for analysis using an ontology. In this
paper, the researchers present the ontology that was created by following an existing
methodology for ontology development, and an ontology-based data access system together
with all the components used in development (i.e., databases, web-scraper tools, ontology-
based data access software, and data sources). Lastly, the ontology is demonstrated by
means of use cases with example queries for generating actionable intelligence for

operations.
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