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Abstract: The use of passwords has become endemic in everyday life, and passwords have
penetrated most aspects of modern life. The purpose of this paper was to investigate the
types of information that can be deduced from password lists, where such lists can be
obtained and whether the information obtained can be used to aid brute force password
attacks. The World Wide Web and other Internet related search methods were used to obtain
password lists. We found that Peer to Peer networks have the most information available.
From previous studies and the World Wide Web, the ten most popular passwords from
different systems were obtained. Not surprisingly, “password” , “123” and “abc” were found to
be the most common passwords. We also obtained the default passwords used by hardware
manufacturers from the World Wide Web.

The availability of password lists, their basic structure, the most popular passwords and the
frequency of character use were investigated. We investigated the possibility of a more
efficient method for cracking passwords by using password statistics. Password statistics and
patterns were deduced from a password data set: consisting of 46000 MySpace passwords.
The 46000 MySpace usernames and passwords were released late in 2007 after the
discovery of a security flaw in MySpace.

The rate at which passwords can be decoded (or cracked) was calculated for different
character sets. The most common characters and character sequences were used to
optimise brute force password cracking. This method was compared to normal brute force
techniques. We concluded that this relationship can be used to optimise a brute force
password cracking system in very limited situations.

Passwords are used as the first line of defence in information systems. Thus more effective
attack and defence strategies can be developed with a better understanding of the overall
statistical properties of passwords. Passwords were demonstrated to be a flawed security
mechanism.
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1. Introduction

Technology has evolved to a level where systems using passwords have become an
essential part of modern daily life. Passwords have been used from the start of the computer
age. One of the first password schemes was implemented by Robert Morris (Morris 1965). He
used the “crypt” algorithm, which is based on DES (Data Encryption Standard), with variations
to reduce the complexity of the key search.

Computer password use has grown to include access control to software systems such as
email, web access and corporate information sites. All of these sites assume that its
password is secret. For a password to be useful, the user must be able to remember the
password. Increasing the number of passwords required for a user increases the likelihood
that the same password would be reused. Thus by compromising a less secure password, a
more secure password can be obtained, because a user uses the same password repeatedly.

2. Password lists

We investigated the availability of password lists and their content. Password lists have been
the subject of Hollywood movies and other internet myths. In the movie “Hackers” (Wang
1997) , the characters discuss popular passwords as follows:

PHREAK
Al right, what are the three nbst comonly used
passwor ds?

JOEY
Love, secret, and uh, sex. But not in that
order, necessarily, right?



2.1 Locating Password lists

Password lists were located through the Internet by two methods:
* Internet search engines
* Peerto Peer networks

2.1.1 Internet search engines

The three most popular search engines are (Nielsen 2008):
» Google
* Yahoo
» MSN

The word “password” is commonly used on internet sites for content control. Thus searching
for “password lists” on internet sites returned a huge number of results. Google, Yahoo and
MSN returned 55 900 000, 1 380 000 000 and 437 000 000 web sites which conform to
“password list” (van Heerden 2008). These numbers far exceed the number of web sites that
contain actual password lists. The nature of the search terms does not lend itself to useful
results.

In Figure 1, 2 and 3 the results for “password list” are shown.

The search parameters can be refined as follows:
e Specifying that a single phrase is used
*  Only look for English web sites
*  Only text files.

With these extra specifications the search results were reduced to 988 results. Although it is
still a significant number of results, the results are more manageable. The results for a
specified search are shown in Figure 4.
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Figure 1: Google response to “password list”.
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Figure 2:Yahoo response to “password list".
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Figure 3: MSN response to “password list”.
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Figure 4: Google response to “password list” with constraints.

The most common password lists found using Internet search engines were default password
lists. These lists contain passwords used by hardware manufacturers as the default security
setting.

The SANS (SysAdmin, Audit, Network, Security) Institute password list was one of the first
search results obtained. Apart from that the SANS list and default password lists, no other
significant password lists were obtained through the Internet search engines used.

2.1.2 Peer to Peer Networks

A Peer to Peer (P2P) network is defined as a network consisting of multiple connected hosts
sharing the hosting and bandwidth (Golle 2001). P2P networks form a diversified front, and is
therfore relative resistant to any traditional method of assault.

We used a popular P2P software eMule to look for password lists. In Figure 5 and Figure 6,
the eMule results for “passwords” is shown (van Heerden 2008).



Mule v0.48a

Q@ B S R 8 O B 3 X D

Discannect Kad Servers  Transfers | Search | SharedFlles  Messages IRC Statistics Options Toals Help

(e Start ‘A Min, Size [ME]
| passwords] - | Max. Size [ME]
Seatch Wit Jog 1= sy
ES M hed ‘ Complete Sources
|| any ~ | @ clobal (servers) ¥ | Reset | £ | Extension
[B] search Results +
@ passworcs (309) B EX
File Mame Size dwan. | Com.. | Type File 1D Brtist Album Title 4
BB FRESCA 2008 - Greek Music - ElGreca - Koris Passwords kai Malokies! 11 rar 216,26 MB 1 100% Archive  1306478708S6BECHN03ZFE2914288310
ID.Driving. Sehol.v. 3. . {with Updates. and. passwords). [Eng. Fr. Ger]. 2ip 150,40 B 16 93% Archive  62BC70000833C7E192883DSDB39CSTES
3B Password Sniffer-manitor and capture passwords thiough FTP, POP3, HTTP, SMTP, Telnet, +serial number.... 142,88 M8 1 100% Archive  371ZS4CEZEDOL3ASAAZIOCSEROIIRSST
A Guide Ta Hacking All Emal Passwords For A, Lycos, Hotmail, Yahoo, Msn, Aim, And More For Free (Pass... 92,67 M 6 100% Archive  D4AFDEDCTBO3MEFBCOADS4IDEECTOZZ
BB password Sniffer-Manitar And Capture Passwords Ftp, Pop3, , Smtp, Passwort Serial Num.zip 30,04 VB 4 100% Archive  F43272C0A7CI89E7C735FBBEZB543040 =
BB TODO EN UNO passwards _aio.rar 29.01 MB 2 S% Archive  FDDOMFED7BFOFE914625352C1819222E
B mayfair Magazne - camplation 4 units.no passwords required.rar 16,00 ME 1 100% Archive  O9SFACZFDOSSSFCOBGASZNIESI920954
B Hacking Windows2000-xp Passwords 2ip 10,82 VB 1 100% Archive  7ESS890B6108D4CFOSEESATASEDCISED
@] Lisel_Lolta_Sabahat__ wews.liseller eu__ Lol Turkish Turk Bakire Lisel Gizii Cekim Spy socx passwords . 965 M 3 100% Video DSEDE4319D4E65249D1 31 BERZETFIMFE
@] Pussy chatte poilue ¥4 Crack Teacher snuff German Black swallow Passwords!] Porn Lesbian slut Russian . 966 ME 1 100% GFAOEF 3B430F 7EB1 BICEFCEF4401B2C3
@] ~ krakear los passwords de hotmal sexo slut Fobos videos peliculas programas pucelle msm antivinus traduct.,,  9.52MB 2 100% Video BEQE2F3E 107EADF 7754 3E2DEEASEL
&2 101000 Websites Hacked Porn Sex Passwords Login %cx Bsm Bondags Fetish.mry 881 B 6 100% Video CEO2E265AID4IATBCE00E46F ETOSEDDN
&3] Free w2 Passwords!! Asian Black German Russian Crack Pussy Porn Nude Naked Cheerleader Teacher Mat... 870 ME 2 100% Video 405606 121 76BBAIDTH0469BE7ID2625D
@] ~ LAS CLAVES ' CODIGOS DE SITIOS 24X telefono movil para galerias de videos, fotos, webs porno de al 845 VB 10 100% video A3CP4ZEE66ANCESBS2BEDISE4R1ETERD
@) swallow hetero German Mature rape Nude cum Free snuff Crack Lesbian Porn X Cheerleader Asian Pussy. 8.41 M 2 100% video 2663413466377 12BBFEBSE 1457 0084CF
Fres sex Rt passwords porn sites password pass login username playboy bwistys dreameam belladaseman 832 M8 7 100% Video 3E61ERDDDD7I5981 FFA0BEEFCSOCFER
Medical Passwords - Internet.doc 815 M8 1 100% Domument DSBI7BGRZZCEI74BCEOBED14FSIFZFOB
@] siffing lagins and passwords. aui 701 M 10 100% video 0B174DECR1E7202E579A795143FEDAE
(@] fetish galleries porna bestial amatrices gros seins Fetish passuards mix extreme et violent. Wiy 7.09 M 1 100% video 48FDZBEDA73908EATBEEDCESEB 1 204D 1
[ pataiiz Passwords Plus v.1.0.exe 6.26 1B 1 100% Program  AE3932EEB3EBGOCEBIFESZFDO4FEOES3
[E) pussy mex Crack Teacher rausse snuff German Black swallow Passwards!! Porn Lesbian Russian Cheerleade... 585 M8 1 100% FEBAAFF0BBCDCDFDIBGIEFIFEDSSC767
&3] 10,000 Websites Hacked Porn Sex Passwords Login i Bdsm Bondage Fetish.wmy 566 MB 1 100% video 32602327 334A6604TESPDIDEFBD7SFL
& rape fuck by Nude Passwordstt Teacher Lesbian cum kamasutra Free Mature Crack Black swallo K<6 Puss. . 522 M 1 100% video SFEF15613A1405CEE ASEDEBEIEAEI0ES
@] 4T - Free passwords for Adul Check (GAY & STRALGHT) and LGAS (only GAY111) (OPEM with NOTEPADI. . 5.19MB 2 100% Video DE742E3EBI0EEDEAB3203D6C 123C1C01
Fansadox - drug lord migel diaz [no fucking passwords],pdf 499 M 2 100% Document EDDSESSOMESSSEESFCEF7S?CO7ILCLTL
Coma Krakear Los Passwords De Hatmail Sexo St Fatos Videos Peliculas Programas Pucelle Msm Antivirus .., 485 M 2 00% Videa 5ZAEIBACETFDO24DADEICEEFDR3S9C0
@] como krakear los passwords de hotmail sexo siut Fotos videos peliculas programas pucelle msm antivins tra. ., 470 M 2 100% Video EBC7A27 1C2E200D56 1 EBSF SEES 72360
B [Frogrammi] Cain & Abeke 25 {Can le buane o con le cattive Trova butte |e Passwords).rar 477 M & 100% Archive  16557AS8389BE1EESE4EBIBEEDIAGSS
Feape Fuck By Nude Passwords| Teacher Lesbisn Cum Kamasutra Fres Mature Crack Black Swallow XX Pus.., 476 1B 2z 100% Video 1C32840FEBICR9B3ATSIEPED0S CEBCOS
[0 swallow German ature rape fude parno cum Free snuff Crack Lesbian Porn %KX Cheerleadsr minou defon. ., 475 MB 1100% 6B2C4FED2CD7D625SDFFAE43EAE0SD02S
nusvo manual para hackear passwords de hotmail {enero 2006} (spanish divix oo hotmai) e 4.56 VB 10 100% video DA 1D LBB66ZDENASEC2S0S01AC?341CB
Cracking Windows Passwords with BackTrack and the Online Rainbow Tables at Plain-Text!. swf 433V 8 100% Video 2AFEBIEE7BE4SCCAFBERDF62FC446433
Latest_Rapidshare_Premium_Accourks_plz_dont_change_the_passwords.txt 4.03 VB 2 100% Document AB4DI6C7207A2384FIFAFIAIBCOOBSE
@] petit film maison : i Fimé Liou une nonne en chaleur qui suce un mee sur la piste de la boite de nut cul asi, 376 M8 1 100% video BEDFOCF4E22941 BA3DEREF 168CODAESS
@] pett fim maison ¢ i Fimé Liou une nonne en chaleur qui suce un et sur la piste de [a boite de nut cul asi 375 M8 2 100% video CIC77ATEFFBAOESOEDZ LDIDARB7238A
Passiords router 3tom 512.2p 3.41 M8 1 100% Archive  3626556A3BCC3AI7ECAITAIBSTEBE4LT
@] TXT - Free passwords for Adulk Check (GAY & STRALGHT) and LIGAS tonly GAY111) (OPEN with NOTEPADILY)... 338 M8 2 100% video BE3E1 2B30F L64SFSFE440E24DB0FFIES
BB recupera Passwords Excel, Word, Windaws 2003XP2KNT, Lotus Notes,Kit-v7 5 rar 335 M8 11 100% Archive  AF4A4SEFS4CORBAOZLE42261AIB2ACLE
B okDokey Medical Passwords updated-fixed 07-2006. rar 3,00 B 2 100% Archive  ODBCFS2118B344EASLA4ICI7F4H487CER |
< | 2
[ ]
Dourload Close Al Search Resuts
Chfuscated cornection established on: eDonkeyServer Nol (77,247,178, 2441443) 0 Users:1,1 MEID)Fles: 32,6 MC1LB K) & Up: 0.0 | Down: 0.0 @ epak:connected|kad:iConnecting

2 kI3RS P PB B X P

Disconnect Kad Servers  Transfers Search | sharedFiles  Messages RC Statistics Options Taols Help

| Mame Start ‘ A Min. Size [MB]
| passwords & Max, Size [MB]
Seatch with Uncods Hars; |~ avalbiity
Type Methed - Complete Sources
|| 1 pocumert: /|| @ aiobal servers) ¥ [ Reset | S| ¥ Extension
[G1 Search Resuts -
@ passwords (309) B| @ passwares (302) ¥ |@, i
File: Mame: Siee Ava, Carm. Type File ID Artist alburn &
Medical Passwords - Internet doc 8,158 1 100% Document DEB3TBOEZACEST4ECBOBED I4FS3FEFOE
[ Fansadox - drug lord migel diaz [no fucking passwords].pdf 4.99 MB 2 100% Document EOD9E9SDAESESGEGFCEFTSTCOT1ICITL
=] Latest_Rapidshare_Premium_Accounts_plz_dont_change_the_passwords.txt 4.03MB 2 100% Document AB4016CT297AZ384F1FAFIASBC0UEIE
Liz-Viclous-Kmics-01-xxx-porn-passwords, pof 24548 1 100% Dowument 767B71B1E763C19905COCOCELAO4SELE
ps2rip.net passwords, doc 2.22MB 4 100% Document  O071917838728ABE3D07S7BODFIBLIFZ =
Beautiful Agony passwords.txt 1.86 MB 1 100% Document  8920B995347988EFISFE3DSTEI46B7FS
@ medical journal passwords. paf 1.54 MB 4 100% Document  BS24478FDCCE4AF 1 25B59ADBSFDEC42E
45000 hacked myspace accounts {login and passwords).txt 1.53MB 1 100% Dowment 67A14DFOCESECTOEIO0IBE20328CTER2
passwords megaupload, rapidshare, norton antivirus entre muchos otros, 778.61 KB z 100% Document  O07AA9665D913CEIBCLO17DCOF1S30370
passwords ps2rip abril 2006, doc 660.50 KB 6 100% Document  09089740F5627BFD4087FSBO0ES1ECES.
Ps2Rip Passwords Apri2006.txt 659.23KB 1 100% Document  12118EB2CB4FAEDE4ESZ2CEB0E4SSEL
Chdokey Medical Journals Passwords 2007 pdf £47.32KB 1 100% Dowument 07C30732F071902D47CS6LS5FFE4B76A
Banghus_Passwords.doc 805,50 KB 1 100% Document  F4353180929535F0SDEEZDG04 7665252
Banghus Passwords.dac 596.00 KB 1 100% Document  BSC980CD23807BDE2F23FS8501E78AB4Y
=) Ckdokey Medical Journals Passwords 2007 pdf 518.99KB 2 100% Dowument DZ20B0CF1EA9951613D0CCHEEADEZABY
] passwords marchz006 bt 464.21 KB 4 100% Dorument  F30FCEGAAGG9L1250SADFSEBEER433
P52 PSZRIP Passwords A to 2, bxt 367,98 KB z 100% Document  0954B266A59ZCF1DOAFSE3BZF7E2ZELSD
- passwards. htm 361.50 KB 1 100% Document 097067 1D7367436F39B6557DFASETES
Unisa Library Passwords.doc 294.00KB 1 100% Document SBDAFADIASPCDDIISIEEBIGAIDIE24ZE
Al (Ps2Rip Nek) Passiords. bt 202.30K8 23 100% Dowment S780SD7OD0LZ3SB4AQZIOTERCETAE2AR
All Passwards, bt 292,70 KB 5 100% Document  8F18C3018FE4FEN19B0CEIADCI48C1CE
Passwiord List Websites And Passwords Usenext.bxt 260.00 KB 18 100% Document  AS7ASC4DLIFF2AB13IEFESTFBCFSI3E40
passnord lst passwords. bt 259.97 KB 1 100% Dowument BAESEC4SSES34DDIDFEADSFEZACE4COA
2] sexy password list xocx porn websites and passwords,txt 257.50KB 1 100% Document  E78847CDLASDAD3AMAZFO9BBBETLDBTE
@ How Tor Hack Windows Xp Admin Passwords, pof 249.50 KB 1 100% Document  446570534AE90181C 17815408400 1508
[Z] [0] Free sex xxx passwords porn sites password pass lagin username playbay bwistys dreamearn delu.. 197.34 KB 4 100% Dorument CBB3314B8F60BIFD3I6CET2TC14ECBECE
[ ] Free AccessList of uik e-mail and passwords to enter - password It b 176,76 KB 7 100% Dotlment 20105742676A07BRAZ0BEFER SCO4ZER
5] Fres Access To Porm And Sex X Sites - List OF Ll E-Mall And Passwords To Enter - Password List bt 176.74 KB 1 100% Dowument CEBCS0753014C5356347B797A02DERC
Passward List Websites And Passwords, bt 164.00 KB 13 100% Document  B7375SASOF3EGBEBD7CA12C4CI5232A8
Southern-Charms Passwords.txt 160.29 KB 3 100% Document  7BESEAGBECTAC2223331EFE727206E33
) cracking_microsoft_sal_server_passwords.pdf 160.12KB 3 100% Dowument  S0SDISFBPCI62BE3440226D60EL PE465
Southern-Charms Passwords.txt 15535 KB 1 100% Document  ECIBAODOCIFCF7AFFEESE41ASDABADIC
| Passwards Mast Complete List Fuck Oksi and Ballkoomdancing Tk 11 2005.kxt 137.92 KB 1 100% Document  E7SBBSC2375AABCCO41 4634041485388
TODAS LAS CONTRASERAS {(Passwords) DE PS2RIP. txt 123.50KB 1 100% Document  DICCC2BPIADDIBIE0C109CTA455DCIB2
2 Balloomdancing Releaser Passwords 03-2007 Foksi s 121.00K8 1 100% Dowument C4EE44346162B046FECECF422DI91FAD
Releaser_Passwords_Balroomdancing_05_May_2006 _luca,txt 118.84KB 1 100% Document ZDBSO74B9526E97DOLIEZFED1CA44FEF
passward list xxx porn websites and passwords 100 % No Fake by Badhoybonen3s, doc 105.33KB 1 100% Document  1241FSDF20FEB7CS7SAEAEYT144DS6ES
My Bank Details, Online Account Passwords, Credit Card Numbers and Yearly Budget. rtf 103.28 KB b 100% Document  DBOCOS0201D7 169CEZDFC23FAT435CTC
Fie Passwords (Pass Recovery Dic Archives) (Onlyhousemusic, Lasnergia, Emule, Bittorrent, Supmova Ete, Over 6000... 100,04 KB 4 100% Document BASCSCCSROCERCCHCOCFCAZCZIBERAC - & ‘
C —
Donnload Close All Search Resuls
Downloading Free Access- List of rl e-mail and passwords to enter - passward list.bxt B Users:1.1 M{10)|Files:132.6 M(1.6K) & Up:0.2 | Down: 0.0 £DZK:Connected|kad:Connected

Figure 6: eMule Search for “passwords” documents



Results obtained using eMule were more encouraging than that obtained using internet
search engines. The following password lists were obtained:

* Unix administrator (root) passwords

* MySpace accounts

e Default password list

« FTPIist

*  WiFi Access Points Passwords

2.2 Popular password studies

2.2.1 Unix Passwords

Klein attempted to crack 15000 Unix passwords in 1989. He successfully obtained 25% of
passwords using a dictionary attack(Klein 1990). The study lasted 12 months, although 80%
of the passwords guessed were obtained in the first week. The following trends were
revealed:

* The most popular password length is 6 characters with 34.7 % use

e« Common names are used in 4% of the passwords

* Username and passwords are the same in 2.7% of passwords

e Cartoons, Movies, fiction and place names are used in 1.4% of passwords
The average computer user has changed significantly since 1989, and thus the password use
pattern is expected to change. The following factors can be expected to impact password use
today:

e The average computer user has to remember much more computer passwords

than in 1989
¢ More computer illiterate users now use computers
e Computer processing power has increased by at least 500 fold (Geer 2005)

2.2.2 UK Web passwords

Stuart Brown compiled a list of the most popular passwords used for various web sites. The
top 10 passwords comprise 6.5% of all the passwords used (Brown 2006). The top ten
passwords were:

« 123

e password

e liverpool

e letmein (“let me in”)
« 123456

e gwerty

e charlie

* monkey

e arsenal

e thomas

Some area-specific passwords (liverpool and arsenal) made the top 10 list, along with other
common passwords (123456, qwerty, password).

2.2.3 PCMag.com

PC magazine listed their most commonly used passwords as (PCmag 2007):
e password

o 123456
e gwerty
 abcl23
e letmein
* monkey

e myspacel

e passwordl

e bink182

¢ (username)
The PC magazine list shares some similarities with the Brown list. Exceptions are the use of
unigue UK area-specific passwords.



2.2.4 J Ruska

Jimmy Ruska constructed a list of passwords from online students (Ruska 2008):
123456, 123, 123123, 01234, 2468, 987654, etc
123abc, abc123, 246abc

First Name

Favourite Band

Favourite Song

first letter of given name then surname

gwerty, asdf, and other keyboard rolls

Favourite cartoon or movie character

Favourite sport, or sports star

Country of origin

City of origin

All numbers

Some word in the dictionary

Combining 2 dictionary words

any of the above spelled backwards

aaa, eee, llll, 999999, and other repeat combinations

2.2.5 Default Passwords
Default passwords for computer hardware were obtained from the following websites:

Various hardware passwords

(0]

0
0
(0]

http://www.securiteam.com/securitynews/5SRR0O80A1TS.html

http://www.cirt.net/passwords

http://defaultpassword.com/

http://www.governmentsecurity.org/articles/DefaultLoginsandPassword
sforNetworkedDevices.php,

Bios Backdoor passwords

(0]

http://www.freelabs.com/~whitis/security/backdoor.html

Switches and Routers

(0]

(0]

(0]

(0]

http://www.dopeman.org/default passwords.html

http://www.cyxla.com/passwords/passwords.html

http://www.routerpasswords.com/

http://www.phenoelit-us.org/dpl/dpl.html

Many more websites containing lists of default passwords exist. Thus default passwords for
any hardware device can be obtained from the Internet. In Figure 7, an example of a default
password list is shown.
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[ L] https/fwwew, phenoelit-us.org/dpl/dpl.hitml
| dbm deployment ares... Wl IOL: News for South ... | | i+ AbsaRewards:: 5 Google Scholar € Google images

|| Default Password List %]

Figure 7: Default Password list

3 Passwords Statistics

3.1 Most common passwords
The most popular passwords were collated from the following passwords lists:
e Unix administrator (root) passwords
« MySpace accounts
» Default password lists, WiFi Access Points Passwords
e FTPIist

In Table 1 to Table 4 the most common passwords used are listed.

Table 1: Unix administrator (root) passwords, Top 10.

Password
12345
abc123
password
computer
123456
tigger
1234
alb2c3
gwerty

10 | 123
In Table 1, common Unix root passwords include simple (and easily guessed) passwords,
such as “password”, “12345” and “qwerty”.
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Table 2: MySpace Top 10.

Password

(MySpace)
passwordl
abcl123
password
iloveyoul
iloveyou?2
fuckyoul
soccerl
myspacel
iloveyou
iloveyou!

O |0 |N (O (OB~ (W(N (|-

=Y
o

In Table 2, the most common passwords include a “1” or “2” character as an end character.
The password rules for MySpace accounts changed to force users to use numerical
characters in their passwords.

Table 3: Unix, Default, Default2 and WiFi Top 10.

Password Password Password Password
(WiFi) (Default) (Default2) (Unix)
1 | admin admin admin 12345
2 | password 1234 password abc123
3 | sysadm password root password
4 | manager manager epicrooter computer
5 | system none sysadmin 123456
6 | 1234 system access tigger
7 | guest blank smcadmin 1234
8 | root netman sysadm alb2c3
9 | access Tech user gwerty
10 | cascade netman ADMINISTRATOR | 123

The passwords used by hardware manufacturers are very limited. Most of the passwords
have an administrator (admin, rootm sysadmin, ...) theme. The usual suspect “password” is
also very popular. From the list in Table 3, the need to change hardware default passwords
becomes apparent. The WiFi passwords correlate with the default passwords, thus indicating
that the WiFi access point default passwords have not been changed.

Table 4: FTP, Top 10.

Password (FTP)
leech
anonymous
mp3
leechme
mp3
warez

o (01| W N (|-




7 anon

8 | anonymous@user.com
9 | L33ch

10 | me

The term “leech” refers to downloading, and is inspired from the parasitic leech found in
nature. The data available from FTP sites (e.g. mp3, movies and software) often inspire the
choice of passwords used.

3.2 Character Frequencies

The frequency of characters were calculated for the passwords in the MySpace password list
and compared to an English dictionary of 62000 words.

In Table 5, the character frequencies are shown. The frequencies are similar to that of

dictionary file as shown in Table 6.

Table 5: Character Frequencies for MySpace passwords

Rank Char Freq (%) |Rank Char Freq (%) |Rank Char Freq (%)
1 e 7.5 26 8 1.44 51 B 0.09
2 a 6.81 27 5 1.43 52 * 0.08
3 1 6.31 28 6 1.39 53 D 0.07
4 0 5.35 29 7 13 54 H 0.07
5 s 4.69 30 f 1.16 55 Y 0.07
6 i 4.69 31 w 1.04 56 U 0.06
7 r 4.57 32 v 0.99 57 K 0.06
8 I 4.47 33 j 0.87 58 P 0.05
9 n 4.15 34 ! 0.52 59 G 0.05
10 t 3.45 35 z 0.41 60 - 0.05
11 2 3.43 36 X 0.39 61 J 0.04
12 c 3.02 37 . 0.3 62 F 0.04
13 m 2.76 38 A 0.19 63 $ 0.04
14 y 2.35 39 E 0.18 64 v 0.03
15 d 2.35 40 q 0.15 65 0.03
16 b 2.34 41 S 0.14 66 < 0.03
17 h 2.33 42 I 0.13 67 W 0.03
18 3 2.33 43 O 0.13 68 ? 0.02
19 0 2.26 44 L 0.12 69 ' 0.02
20 u 2.19 45 N 0.11 70 Z 0.02
21 k 1.97 46 R 0.11 71 ; 0.01
22 p 1.81 47 \ 0.11 72 X 0.01
23 g 1.75 48 C 0.1 73 = 0.01
24 4 1.65 49 T 0.09 74 ) 0.01
25 9 1.57 50 M 0.09 75 / 0.01




Table 6: Character Frequencies for Dictionary file

Freq Freq
Rank Char (%) Rank Char (%)
lle 11.21 28 | x 0.27
2| a 8.53 29 | B 0.25
31 8.38 30| D 0.19
4| 7.28 31| L 0.18
5|n 7.16 32| 0.18
6|t 6.46 33| T 0.18
71s 6.39 34| R 0.17
8|0 6.35 35| G 0.17
91 5.46 36| ¢ 0.17
10 | c 3.8 37| P 0.17
11 |u 3.18 38 ] 0.16
12 |d 3.09 39 | H 0.16
13| m 2.72 40 | E 0.15
14 | p 2.56 41 | K 0.14
15 | h 2.44 42 1 J 0.12
16 | g 2.27 43 | N 0.11
17 | b 1.91 44 | F 0.11
18 |y 1.88 45 | W 0.1
19 | f 1.2 46 | O 0.08
20 | v 1.02 47 | | 0.08
21 | k 0.91 48 | V 0.07
22 | w 0.82 49 | U 0.03
23|z 0.41 50 | Y 0.03
24 | M 0.31 51| Z 0.03
25| C 0.31 52 | é 0.02
26 | A 0.29 53| Q 0.01
27| S 0.29 54 | X 0.01

3.3 Password Length

The lengths of the passwords used by the 46000 MySpace users are plotted in Figure
8 and Figure 9.
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Figure 8: Password Length

As shown in Figure 8, the most popular password length was 6 to 10 characters.

Dictionary Word Length

% Use
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Number of Characters

Figure 9: Dictionary length

In Figure 8, the length of words in a common English dictionary is shown. The password
length distribution is narrower than the dictionary distribution.

Thus password searches can be optimised to search for passwords of only 6-10 characters in
length.



4 Theoretical uses of passwords statistics

4.1 Number of characters used

A password cracker has to crack all possible passwords. Firstly, it will have to attempt all
words consisting of only one character, thus: a, b, ¢, ..., z, 0, 1, .9, !, @, #, $, and so on
through the entire list of all possible characters.

Secondly, this the cracker will have to attempt all possible two-character combinations,
starting from aa..az, a0..a9, a + all special characters, then moving to ba, bb, ... bz, and so
on, for each of the characters, ending for example %", %&, %*, %%.

If there are 100 characters to choose from, there will be 1002 = 10,000 different combinations
with two characters. Thirdly, the cracker will have to attempt all possible three-letter
combination to the total number of 1,000,000 different combinations.

Therefore the total amount of combinations a cracker has to consider in order to crack all
possible passwords is: (with a character set of 100 characters)

1001 + 1002 + ... + 1007 = 101,010101,010100

This is roughly equal to 101 million million. This amount of combinations is so enormous that
it is not viable to consider them all.

Using a subset rather than all possible characters can reduce the search space. For example
only 10 characters. The top 10 used could do, but for the purpose of demonstration, use: a, b,
c,d e fg hiandj.

If this is the subset, then the password cracker will attempt first: a, b, c, j, and then aa, ab, ac,

.. ), ba, bb, .. bj, ca.. ¢j, and so on up to ja, jb, ... jj. Atotal of 10*10 = 100 possibilities.

Next, it will attempt all three-letter combinations, and then four, five, six and seven-letter

combinations, ending with aaaaaaa... jdfhadf ... jjjjjjj.

The cracker will then have tried

101 + 102 + 103 + ... + 107 = 11,111110

Thus a total of just over 11 million permutations.

There seems to be an exponential relation between the number of characters in subset and
the amount of time to iterate through all the possible combinations of these characters. This
relation is counter-balanced by the smaller range of passwords with reduced character sets.

4. 2 Viability of Statistical reduction password cracking

To test the viability of such a reduction in a character set, a number of different subsets of
characters were constructed. Each set had a different number of characters. The only
parameter that was measured in this experiment was the amount of time taken to complete all
possible combinations.

The “John the Ripper” password decoder was instructed to attempt to crack a huge password
file (over 12000 passwords) using each of the character subsets. The time that the cracker
took on each run was noted. The passwords were all obtained from Windows NT workstation
and thus have a maximum length of 8 characters.

Due to time limitations only character sizes up to 20 was tested. This is not sufficient for
characterizing the performance of for larger character sizes.

The results of this test are tabulated in Table 7. For a character length of six or less the
cracker software goes through all possible combinations in less than a second. Thus the
software reports a time of zero seconds.



Table 7: Time per number of characters.

Number of

Characters Time (m)
1 0.00
2 0.00
3 0.00
4 0.00
5 0.00
6 0.00
7 0.02
8 0.05
9 0.12
10 0.23
11 0.45
12 0.80
13 1.40
14 2.32
15 3.72
16 5.72
17 8.57
18 12.72
19 18.33
20 25.53
21 35.27
22 47.87
23 64.05
24 85.02
25 112.08
26 146.73
27 189.08
28 239.00
29 302.12
30 377.13
31 468.02
32 576.73
33 706.58
34 866.87
35 1055.72
36 1282.45

At 36 characters the cracking process takes 1282.45 minutes (almost 22 hours).

4.3.1 Analysis

In Figure 10, a trend-line has been curve-fitted to the data. The graph follows a power curve.
A power curve is a curve wherein the relationship between the dependent and independent
variables is given by:

y=kxO

In this case it seems that the best fitting is where:



k = 4x1078
a=6.7579

As can be seen from the graph the above equations approximate to a very good fit.
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Figure 10: Time taken to compute all possible permutations of N characters.
As was shown in the “Theoretical statistic use” section, the expected amount of permutations
the cracker program uses are given by.
1+ x+x2+x3+x4+ x5 +x6+x7

It is possible to reduce it to a more simple equation. Multiply by (1-x)

(LX) L+ x+x2 +x3 + x4+ x5+ x6 + x7) = (1-x8)
Therefore we can now write

1+x+x2+x3+ x4+ x5 +x6 + x7 = (x8-1)/(x-1)

This is a generic expression that holds for any value of x (x£1). However, if x becomes much
greater than one, then

x8-1 = x8
and
X-1=xX

and hence the expression further reduces to
1+x+x2+x3+x4+x5+x6+x7 = (x8-1)/(x-1) = x8/x = x7 (x>>1)

Therefore for character sizes much greater than one(at least seven), one would expect the

relationship between the number of characters (n) and the time (t) to follow the following
relation equation:

t=kn’



The constant k is dependant on the following:

e The specification of the computer used for the cracking (cpu size, memory size, type
of processor etc.)

e The size of the password file that is being cracked
e The implementation of the cracking algorithm

e The speed at which passwords are cracked (If a lot of passwords are cracked early
on, then there are less passwords to test, thus making the testing part of the
algorithm much faster)

For a given configuration (cpu, memory, type of cracker used) it should be possible to
compute the constant k. This will allow us to predict future times using the above equation.

It is possible to draw a graph of k by reversing the above equation and making k the subject
of the equation:

k=tin'
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Figure 11: K constant as a function of the number of characters (n).

The graph above (Figure 11) shows that k is not constant as expected, but rather varies with
n. This can be explained by the efficiency of the cracking algorithm. Thus the more letters
used, the better the performance of the algorithm.

Thus k is the amount of time that the algorithm needs to test one single character combination
against all the encrypted passwords that it wants to crack.

Therefore 1/k is the number of password-attempts that are being made per second. In this
sense, 1/k is a direct measurement of the performance of the cracking algorithm, as well as
the computer it is being executed on. Figure 12 shows 1/k, and that the algorithm is cracking
more passwords per second for larger numbers of characters.
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Figure 12: Experiment 1: Graph of the constant 1/k as a function of the number of
characters (n)

The small “kink” at the start of both graphs may be explained by the fact that the time
measurements for these experiments are very small, and thus more prone to error than that
of the bigger character sets.

4.3.2 Character use Conclusion

The relationship between the number of characters and the time taken to crack these
passwords was characterised. We found that this relationship follows can be demonstrated by
a power relationship. By staging a theoretical attack on the problem it was shown that the
relationship can be simplified to:

t=kn’

The constant k is dependent on the hardware and software used to crack the passwords. For
the configuration used to do these experiments this relationship becomes

t=1.64x10"8 * x7.

4.4 Password cracking

Character statistics can be used to optimise password cracking, The 46000 MySpace
passwords were encrypted, and attacked by John the Ripper (Peslyak 2006).

4.4. 1 John the Ripper

John the Ripper is a password cracking tool originally developed for Unix, but has also been
ported to use in the Windows operating system. After a password file has been obtained from
a machine “John the Ripper” is used to crack the passwords within the password file. John
has a number of options, including a specified character set.

For this study, the 46380 passwords were fist re-encrypted with the openssl command
(OpenSSL 1999). OpenSSL is a cryptography toolkit implementing the Secure Sockets Layer
(SSL v2/v3) and Transport Layer Security (TLS v1) network protocols and related
cryptography standards required by them.



By using the “openssl passwd” command, all of the 46380 passwords were re-encrypted with
and new hashes generated. For example the password “ilovyou” hash can be calculated as
follows:

openssl passwd il ovyou

The result of the above command was:
75z JEDdwuaPew

These hashes generated by “openss| passwd” is used by “John the Ripper” to calculate the
original password. “John the Ripper” can be manipulated to use a predefined character set.

As a control, “John the Ripper” was tested on the full 46380 password hashes, and stopped
after 16 hours. In this scenario “John the Ripper” was able to crack 3579 passwords. “John
the Ripper” uses some of the following shortcuts to increase the search time per password
hash:

» Lowercase every pure alphanumeric word

» Capitalize every pure alphanumeric word

» Lowercase and pluralize pure alphabetic words

e Lowercase pure alphabetic words and append '1'

» Capitalize pure alphabetic words and append '1'

» Duplicate reasonably short pure alphabetic words (fred -> fredfred)

* Lowercase and reverse pure alphabetic words

»  Prefix pure alphabetic words with '1'

» Uppercase pure alphanumeric words

» Lowercase pure alphabetic words and append a digit or simple punctuation

e Words containing punctuation, which is then squeezed out, lowercase

*  Words with vowels removed, lowercase

*  Words containing whitespace, which is then squeezed out, lowercase

» Capitalize and duplicate short pure alphabetic words (fred -> FredFred)

» Capitalize and reverse pure alphabetic words (fred -> derF)

» Reverse and capitalize pure alphabetic words (fred -> Derf)

* Lowercase and reflect pure alphabetic words (fred -> fredderf)

» Uppercase the last letter of pure alphabetic words (fred -> freD)

»  Prefix pure alphabetic words with '2' or '4'

» Capitalize pure alphabetic words and append a digit or simple punctuation

» Prefix pure alphabetic words with digits

« Capitalize and pluralize pure alphabetic words of reasonable length

» Lowercase/capitalize pure alphabetic words of reasonable length and convert:

» Crack -> cracked, crack -> cracking

e Try the second half of split passwords

The experiment calculated the number of passwords cracked with limited passwords sets. In
Table 8, the number of passwords cracked in 32 hours with a limited character set is shown.
The character set is also the set calculated in Table 5.

Table 8: Password cracking with limited characters

# Characters Cracked Passwords
10 6

20 16

30 46

All letter and numbers (A-z,0-9) 30

4.4.2 Conclusion on Limited Character use

The number of passwords cracked is still significantly less than the number of passwords
cracked through the “John the Ripper” default optimised mode. Thus, using the most frequent



characters can reduce brute force search time, but is much less efficient than using a
dictionary attack with character manipulations rules.

5 Conclusions
Password lists are available on the Internet. The use of the word “password” in Internet
content has reached pandemic proportions, and complicates the search for password lists.
Results from popular search engines such as Google are overwhelming. Superior results are
obtained by using eMule. A significant password list, the 46 000 MySpace accounts password
list, was obtained including full usernames.
Lists of default passwords used by hardware manufacturers can be obtained effortlessly.
Thus the default passwords on new hardware should be changed immediately on
commencing use. Even without a formal search, the default password for any hardware
device can be guessed if the manufacturer is known. Popular default passwords are:

e admin

e password
From this and previous studies, the following passwords were ranked as the most popular:

e password

e 12345

e qgwerty
e ilovyou
e letmein

By using only the characters that occur with a high frequency, the total brute force search
time can be reduced significantly, but the resulting password cracking performance is not
significantly better than when using all the letters and numbers in the set.
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