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ABSTRACT

Very little is known about the exact actions exeduby a hacker entering a system. Much insight
can be gained from following and understanding ekégs behaviour. It is believed that the more
interesting the target the faster the attack wituw. Honeypots are a means of creating an inviting
target to lure attackers with the purpose of stugythe attackers and their attack patterns.
Understanding these attack strategies, patternsti@mdis can be helpful in determining the
vulnerabilities of a system. This requires the elysto capture and log large amounts of data which
are very difficult to process manually. This pracean be time consuming and usually the results
are mainly statistical in nature.

This paper proposes the use of a data mining tgqubsito analyse the data recorded by the
honeypot. This data can also be used to train didruDetection Systems (IDS) in identifying
attacks. Since the training is based on real datallibetter identify and classify attacks thareth
rule based intrusion IDS’s
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APPLYING DATA-MINING TECHNIQUESIN HONEYPOT

ANALYSIS

1 INTRODUCTION

Intruders are keen to take advantage of systenexptwit vulnerabilities. Attackers relish in the
opportunity to wreak havoc on systems by stealingnanipulating resources to their advantage.
Understanding and recognizing when an attack tpleese would play a vital role in improving the
security of the system and thus offer better ptaiac

However very little information is available conngrg attacks. Often a user simply tries to
repair the damage and continue operation of theesys In most cases the data is captured in
normal security logs that are too large to study amderstand. With busy networks inundated with
large amounts of traffic, it is also possible thaitne of the traffic can be dropped thus resulting i
loss of attack information.

There are many questions surrounding attacks- kaisive actions were carried out, what
is the reason/purpose of the attack, how was ie@ddwormal computer security does not hold the
answers to these questions. It has always beennaighe of defence organisations to collect
intelligence on the enemy. In this way the enemy loa studied to understand and defend against
attacks. To provide good security attack strategied methods should be understood. Computer
security could also benefit by adopting this apphoand gather intelligence on attackers. However
with standard computer security not containing timformation in an easily readable format,
understanding attacks can be quite difficult.

2 HONEYPOTS

Honeypots are one such means that can be usedhter gaformation on attackers. Honeypots are
not a new technology and have been implementetidrpast. Its usefulness lies in its ability to
collect information on the attackers. It is an umgentional security system in that it aims to be
exploited by attackers. The reason: there is nebeiay to learn about attacks than to follow it. A
honeypot records the activity of the attacker asy txploit/move through the system. The data
captured can then be studied to understand thekatta footsteps. In this way much insight can be
gained on attackers’ actions, motives and strasegie

A honeypot is a system designed to be appealirgdar to attract the attention of attackers.
Its goal is to be probed and exploited in some e term is derived from the association of a
honeypot being an irresistible target due its svea®t pleasant contents, so too will a honeypot
system be enticing to attackers. The aim of aitrgaittackers is to record their activity so that i
can be studied later.

Honeypots are different from other security logsthat they only capture what comes to
them. In this way honeypots are not inundated witlumes on network traffic.

It is often a problem to separate attack data ffarge amounts of normal traffic from a
network. This makes honeypots also relatively senailh size than normal security logs. For
example, the Honeynet project [5] generated 1-5dfiBata. A previous honeypot implementation
generated between 5-9 MB data a day - much less ehpared to the gigs of data produced by
other network monitoring tools[5]. However undensting these logs still requires significant
effort. One such technique that can be utilisethis mining.

Honeypots can broadly be divided into two categorfgoduction honeypots and research
honeypots. A production honeypot serves to maimprove the security of an organisation by
helping to detect intrusions. Many large organatiwould deploy a production honeypot to help



protect their networks. It forms a decoy and aleftthe presence of suspicious activity. The second
category of honeypots implies the functionalitycohducting research. Exploring the activities of

the blackhat community will provide insight intoeih actions. This data can then be studied to
identify vulnerabilities and improve security. Rassh honeypots can be thought of a counter-
intelligence medium — gathering information on ba& guys. The information can then be used to
protect against threats. [6]

2.1 Good Security

Bruce Schneider describes good security as camgisti prevention, detection, and reaction.[5]
Production honeypots providing good security cacdiesidered as follows:

2.1.1 Prevention

Honeypots do little to prevent attacks. Their asnta attract attackers so that their behaviourtsan
studied. Preventing attacks consists of using gwadtices like disabling unnecessary services and
installing anti-virus software and regular updatBgst practices are one of the first lines of deée
against attacks.

A poorly implemented honeypot could become a hartoii in the hands of an experienced
attacker. Some baseline security has to be implegdeon a honeypot system to prevent a complete
destruction of data that is being collected forrémearch purposes.

A honeypot can also be used to serve as a decayarger system. In this way a honeypot
detracts the attention of the attacker and pre\ettasks to more crucial machines in a system. The
attackers spend time exploring the honeypot instéatie actual useful machines. The honeypot
can also alert of the presence of attackers ane:ptattacks to these more important machines.

2.1.2 Detection

Honeypots can make a significant contribution ia #rea of attack detection. Intrusion detection
systems can pick up too many false alarms or taitlétect actual attacks. Honeypots perform
detection as a result of system activity and ngnatiures. However, studying data collected from
honeypots can also assist in determining attaakasiges that can be implemented in an intrusion
detection system.

2.1.3 Reaction

A honeypot is useful in large system environmerstshe data collected can be studied later. For
example a critical device may be attacked but itas feasible to remove it from the system and
perform an investigation. The compromised mach#ergpaired and is required to continue
operation. A honeypot version of the crucial deweould also be attacked and can then easily be
removed and examined without affecting the funcatigrof the main system. The outcome of the
analyses should provide some insight into whabastiwere executed on the critical devices and
whether further repair processes are required.

Often after a breach of security the operation lné Ssystem cannot be halted. The
compromised system can then become so cloudedothdr traffic it is difficult to retrieve and
analyse the attack data. A honeypot provides alsigitsolution by having the ability to be removed
without influencing the operation of the system.

The aim of this honeypot setup will therefore belay a detection role at first by collecting
the attack data. Thereafter the data collectedbeilstudied to determine attack patterns. This will
serve as input for the signature training of amulsibn Detection System. The system will now be
able to react and alert to the presence of cemdinsions thus providing a reactive role. Once
deployed as part of a larger network the Honeypwtision Detection System collaboration will
prevent the damage caused by attackers by disigatttem with the honeypot and signalling their
presence earlier before damage can be done tovitaraspects of the system.



3 PREVIOUSIMPLEMETNATION

Valuable lessons were gained from a previously @manted honeypot. Several test setups were
required to achieve a relatively stable operatidfith the use of commercial software a basic
understanding of the functioning and capabilitesdquired. Honeypots are meant to be probed
and exploited and thus the system is prone to begponstable from time to time. The honeypot
machines have to be hardened to a certain degites@ne security has to be implemented to
ensure the system does not fall over as soonia®perational. (For example installing anti-virus
software.) The probability of the machine immediateeing detected/scanned after being placed on
the open Internet is quite high. Attack activity e previously implemented honeypot was often
found to occur minutes are the system was starfedlru addition the machines need to be
appropriately networked in order for the logginggmams to record the system activity. Placement
of hubs and firewalls have to be taken into comsitien to allow transparency of the traffic for
logging and detection programs, as well offer sdoren of protection to allow the system to
continue operation and not be completely taken doyvan attacker.

The research honeypot that was set up as partadearch task at the Council for Scientific
and Industrial Research (CSIR- research coun@anth Africa) collected a substantial amount of
attacks in the previous year. These were thenesiufdir statistical and trend patterns. Much insight
was gained into the frequency and sources of attddke details of the setup were documented in a
report entitled Honeypot Research Report 2005” and a discussion of some of the results follows.
Several findings concerning time-line trends weetedted. The majority of attacks took place in
the afternoon period. Attack activity would pick apund tea-time, die down for a while and then
resume around lunch- time and peak during theraftar periods. Two conclusions could be drawn
from this- the activity could be accounted for lsppgol children after having returned home probed
the system or normal users using their time anduregs to search for vulnerable machines at a
time frame that usually correlates to normal officeirs.[3] A general pattern found was that the
majority of attackers were South African basedTRBis limited the scope of the search as Telkom
is the service provider and further information ldomot be easily obtained. However some
international attacks were investigated and intargssources were found. For example a
substantial amount of attacks originated from tvede€om Companies in China and Korea. The
attacks originating from these two sources triedeigloit SMTP vulnerabilities.[3] Asia is
notorious for its spamming practices and this farfmattack activity probably arose due to the
search of vulnerable mail servers to exploit andstiuse for the relaying of spam messages.
Information regarding how a mail server is explditan be investigated in the new task. Ways of
detecting and thus protecting against such intnssican be determined. After discovering a few
trends and patterns it is hoped that the additioes¢arch proposed will explore other areas of
attack study. It is therefore the aim of this taskdelve further into the world of the blackhat
community and understand how and why attacks areedaout.

Vast amounts of logs can be produced from packetudag programs like Ethereal.
Commercial honeypot software also produces logstter attacks. It would not be feasible to
manually group related traffic based on IP addsessether criteria. It would also be very tedious
to study every log to determine strategy and pattdihe amount of logs generated from the
previous honeypot setup demonstrated the needine $orm of automatic grouping and studying
of the logs generated. It is therefore the aim tlzh mining techniques can be utilised to fatdita
this process.

An initial requirement is that the data will neeairse pre-processing. The pre-processing of
the honeypot data will involve grouping related addabgether. With the use of data-mining
techniques the pre-processing will be facilitatéddecision system will determine whether a
sequence of activity should be classified as aachtt Specific sequences of traffic (all packets
relating to a sequence of activity) will be fedaihgh the decision system (for example a tree) to
check whether the traffic can be categorized asittatk. Through the use of tree logic attack



confirmation/denial will take place. If the behawias deemed an attack the pattern detected can be
incorporated into the IDS to detect future occure=nof the attack.

Honeypots like IDSs provide a security role. Botl eoncerned with attacks on systems and
the two are quite closely related. A collaboratffort can be conducted by using the research from
studying the attack patterns of honeypot data pstifor training the IDS and identifying attack
signatures.

4 DATA MINING

Data mining is the process of analysing data whle purpose of identifying patterns or
relationships. In other words you mine data ordeextract previously unknown and potentially
useful information from the data. Applications afta mining range from the analysis of medical
data to profiling customers. These outputs are tlse as a basis for making future decisions. The
techniques used to perform the analysis includenbtilimited to Neural Networks, Rough Sets,
Fuzzy Logic and Decision Trees.

We propose using decision trees to perform theyaisabf the data. A decision tree is a tree
structure where the nodes represent a test and l@acich represents a possible attribute. The
terminal nodes represent the decision. Decisiastreere chosen in this research because they are
simple to understand and interpret, are robusbtsyrdata and perform very well given large data
sets.
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Figure 1: Sample Decision Tree

The first step in the data mining process is thikection of data. The data used in this
research will be obtained from a honeypot that bdlset up. Winpcap will be used to capture the
traffic which will then be archived for later ansaly. The next step is preparing the data. The data
will be clustered using criteria like session idiéat or source/destination address. These clusters
will then be labelled and have meta-data suchzes siddress or protocol attached to them. These
clusters are then divided into two sets, the trgjréet and the validation set. The clusters froen th
training set are fed though the rule induction athm to generate the rules. The accuracy of the
rules is determined by how well it classifies diaten the training set.



Figure 2: Data Mining Process

We hope to develop signatures for different attadidse attacks to the honeypot will be
simulated so that we can associate an attack tyfreeach cluster. These signatures can then be
used by IDSs to identify attacks.

5 IDS

The aim of an Intrusion Detection System is to tdgrunwelcome, ill-intentioned traffic. This
would include of exploitation of vulnerabilitiespauthorised access to information, unwarranted
data modification, monopolisation of a system, ifgye escalation or installation of worms, viruses
or Trojans.

An IDS often contains a form of;

* Sensing

« Adisplay of alerts and detection control

* A database to record the activity and produce arggcalert if a match of an attack
signature matches the rule set.

IDS can be implemented in several ways and an @wrwas provided in the Wikipedia
encyclopaedia articldfitrusion Detection System”[7]:

5.1 Signature-based and Anomaly Detection

A signature-based system operates by identifyindicroas behaviour through the process of
looking for specific patterns in network trafficathmatch a signature set of attack patterns. B thi
way “known” attacks are detected. However it iDgiessible that a new attack can be detected if
the new attack shares some features of a knowrkatta

The signature-based IDS compares the traffic atiditycto a database of attack signatures.
The IDS will search for attacks that have alreadgrbrecorded in the database. A signature-based
IDS is similar to virus-protection software in thist worth lies in its database of signatures. Ragu
updates are essential to keep up with new exploits.

An anomaly based IDS monitors the traffic and getesy security alerts when “abnormal”
behaviour is detected. This is usual performedutincdhe process of self-learning.

Anomaly detection is implemented by having the esysadministrator set values relating to
normal load activity, protocols, average packetesietc. The anomaly based IDS therefore
compares the network segments to the normal irati¢ewels and watches for irregularities.

5.2 Network- based and Host-based

In a network based IDS the sense mechanisms waujidzed at throttle positions in the network
to observe the overall traffic and monitors manystho Placement is usually at the network
periphery, or linked to a hub or a switch. Snogush an example

Host-based IDS usually have an agent on a hosd#tatts intrusions for that specific host.
It functions by analysing systems calls, logs, amadification (like password files) and various
other conditions of the host.

Hybrid systems are a combination of the two. Thividual host data is added to the overall
network information to develop a wide-ranging asayof the network.



In this task, it is aimed to continue work on ansityire based IDS. Using the data from the
honeypot it is hoped that substantial attack pagtean be detected to then train the IDS to identif
and alert of the presence of these kind of intnsioln this way more attacks can be sensed, dlerte
of and the database of attacks can be updated r@sattack patterns are found to occur.

6 APPROACH

A honeypot system will be set up which will be tinedium of data collection. A honeypot setup

requires substantial design and understanding tiank technologies as well as the necessary
software and different configuration options. Mahi IDS and the logging capability placement

has to be considered to achieve data capture Asnaetporation of sufficient security measures to

offer some level of concealment of the data capguand attack detection mechanisms.

After considering the various factors that will edf the setup, testing is still required to
achieve a successful environment. Much experimientdias to be conducted to ensure the data is
accurately and timeously being collected as welldsguise the honeypot and IDS operation.
Much testing will be required to achieve these nexments of the system.

In the previous honeypot setup experimentationnegaired with regards to the placement of
the hub for data capturing transparency. Thisaldb be the case as further components in the form
of the IDS and additional machines to form a nekwwill also have to be incorporated. A
preliminary conceptual representation of the sé&tghown in Figure 3.

e ejele)

ADSL

|
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Hub

Honeypot Logging machine DS Additional PC

Figure 3: Preliminary Conceptual Honeypot Setup

A honeypot machine, IDS, logging machine and addéi machines to form a network are
required. The networked setup is connected to @m dpternet connection (for example an ADSL
line).Further considerations to the setup will héwebe made to ensure the IDS is disguised, the
attack data is recorded and the system is fundtidias will involve a trial-and-error approach as
was used in the previous honeypot implementatidhe honeypot machine can run commercial
honeypot software or be more appealing to attackes host a web, file or mail server. The
logging machine will run a packet-capturing progrike Ethereal or Commview to capture the
traffic. Commercial honeypot software also colllegs, though these might be limited in terms of
useful information and might not contain the actuadfic but merely a description of the attack.



Commercial honeypots software probably have their signature based detection of attacks.
The logs collected from commercial software progaatso might only contain the details of the
attack and not the actual traffic. Another consatien is therefore to investigate the link between
attacks detected by the honeypot software andtgirig program data.

Logging programs record the traffic on the syst@ime attack data will be contained in this
traffic capture. This data will require some pregassing before being mined to determine attack
occurrences and patterns. This pre-processing awitisist of linking related data and grouping
packets that should flow in sequence of each @hdrlooking for preliminary patterns (an aim of
data-mining).

One approach of studying the data is to simulaeattacks and try and determine a pattern in
the data. This is helpful as certain charactesstt the attack will be known and this will be
searched for in the traffic. This assists with thgk of studying and understanding the traffic and
classifying certain patterns/behaviour as an atteckhe previous implementation of the honeypot,
simulated attacks were useful in testing the fumetlity and confirmation of attack data capture.
Simulated attacks will therefore be a worthwhilesideration.

The overall approach will be to use scripts anda-ghaining techniques to sort and group
related traffic, look for basic patterns and théierdeed the sorted data through the decisioregyst
to detect attacks based on devised criteria. tiagnt attack patterns are found to occur, thi w
be incorporated into the design of an IDS to beeatd pick up the attacks previously
recorded/simulated.

7 CONCLUSION

Understanding how system attacks are carried dubeiuseful in identifying them and detecting
them in the future. Honeypots are a useful techgylo the capture of attack data. Due to the
magnitude of logs a technique like data miningrigppsed to pre-process and sort data. Thereafter
a decision system will determine whether the tcaffan be classified as an attack. The analysis
carried out on the captured data will serve asfhklpput in the training of IDS systems in the
future. This paper describes lessons learnt frgresious honeypot implementation and explains a
research project in progress.
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